MEAYHAPO/IHAA
AHAJINTHKA

2020 /TOM 11 / HOMEP 4

TEX

21—38

122—136 3 A. MAMEJIbAIPOB

HOBOE JIECATHIE
HOJIOTTYECKHH ¢
b MEA/

OTHOIEHWAX

N.B. IAHWJINH

KoHuenTtyanmsauus
ctpaternm CLLUA B
TEXHONIOTNYECKOMN
BOWMHe NpoTuB

KHP: skoHoMuUKa,
NnoaNTUKA,
TEXHOHALMOHANN3M

CrpaTeruyeckoe
3HavyeHue
dapmaueBTMYEeCKON

oTpac/in B yCnoBmnax

naHaeMuUm
KOpPOHaBMpyca

ISSN (prin

t) 2587-8476 ISSN (online

AN

[Nk
DAKTOP

YHAPO]IH

72—090

bIX

I. CAIMOHC

SBontoLms
KOHL,enumm
CMEHbI pexmnma u
NHOPMaLMOHHbIE
BOWMHbI B XX| Beke

47—170 (.N.

[ITAKMPOB

KTo npmnaétc
Knbepmeyom: noaxoapl
Poccum n CLUA

K CAEP>XUMBAHUIO

B KN6GEprnpoCcTpaHCcTee

) 2541-9633



AN

MMU MTUMO MUA POCCUU
2020



WOL Ll 3N

JOURNAL OF INTERNATIONAL ANALYTICS

2020 / VOLUME 11/ No. 4
Meidunarodnaa analitika

CHIEF EDITOR

Sergey Markedonov
MGIMO University (Russia)

DEPUTY EDITOR

Akhmet Yarlykapov
MGIMO University (Russia)

EDITORIAL BOARD

Andrew Kuchins — American University of
Central Asia (Kyrgyzstan)

Benedict Harzl — University of Graz (Austria)
Bjorn Wittrock — Uppsala University (Sweden)
Erkin Baydarov — R.B. Suleimenov Institute

of Oriental Studies (Kazakhstan)

Irina Busygina — National Research University
Higher School of Economics (Russia)

Kimitaka Matsuzato — University of Tokyo (Japan)
Marlene Laruelle — George Washington
University (USA)

Mitat Celikpala — Kadir Has University (Turkey)
Richard Sakwa — University of Kent (UK)

Sanjay Deshpande - University of Mumbai (India)
Sayed Mohammad Kazem Sajjadpour - Institute
for Political and International Studies (Iran)
Viacheslav Morozov - University of Tartu (Estonia)
Zhao Huasheng - Fudan University (China)
Alexander Chechevishnikov - MGIMO
University (Russia)

Andrei Sushentsov - MGIMO University (Russia)
Dmitriy Pobedash — Ural Federal University (Russia)
llya Tarasov — Immanuel Kant Baltic Federal
University (Russia)

Larisa Deriglazova — Tomsk State University
(Russia)

Lyubov Fadeeva — Perm State University (Russia)
Michael Rykhtik — Lobachevsky State University
of Nizhni Novgorod (Russia)

Natalya Eremina — Saint-Petersburg State
University (Russia)

Oleg Mikhalev — Voronezh State University (Russia)
Pavel Parshin - Moscow State Linguistic
University (Russia)

Valeriy Konyshev - Saint-Petersburg State
University (Russia)

Viktor Apryshchenko - Southern Federal
University (Russia)

Viktor Larin - Institute of History, Archaeology
and Ethnology, the Far Eastern Branch of Russian
Academy of Sciences (Russia)

Yakov Grishin — Kazan Federal University (Russia)

The journal publishes research results in the field
of international relations and world politics,
regional studies, and the history of international
relations.

Published since 2010, 4 times a year.

The journal is included in Russian Science
Citation Index.

Mass media registration certificate
PI No. FS77-65736 of May 20, 2016

DOI Prefix 10.46272
ISSN (print) 2587-8476
ISSN (online) 2541-9633

FOUNDER

Federal State Autonomous Educational
Institution of Higher Education “Moscow State
Institute of International Relations (University)
of the Ministry of Foreign Affairs of the Russian
Federation”

EDITORS

Dmitry Tkach

Grant Beglarian
Natalia Samoylovskaya
Nikita Neklyudov
Vladimir Pavlov

COMPUTER LAYOUT
Alexey Talalaevsky

DESIGN

Veronika Levitskaya



MEKJTYHAPOTHAA

2020 /TOM 11/ N2 4

TNIABHbIA PEOAKTOP

Ceprent Mupocnaeoeuy MapkeaoHoB
(MIMMO ML, Poccumn)

3AMECTUTE/Tb TNMABHOIO PEAAKTOPA

AxmeT AMUHOBMM flpabikanos
(MIMMO MNA, Poccumn)

PEAAKUMNOHHASA KONNETUA

BeHeaukT Mapunb — YHueepcuteT paua (ABcTpus)

Bb€pH BUTTpOK — Ynncanbckuit yHusepcuteT

(Wsewuws)

Bsiuecnae EBreHbeBn4 Mopo3oB — TapTyckuit

yHUBEpPCUTET (DCTOHMSA)

EpkuH YnaHosuy bangapos — HcTuTtyT
BocTOKOBeAeHUs nmenn P.b. CynelimeHoBa

(KasaxcTtaH)

UpuHa MapkoBHa bycbiruHa — HAY BLUS (Poccua)
Kumuraka MauysaTo — TokMickunin yHnsepcuTeT (AnoHus)
MapneH Jlapioanb — YHusepcuteT [>xopaxa
BawwuHrToHa (CLUA)

MwuTtaTt Yenuknana - Yuusepcutet Kagunp Xac (Typums)
Puyappa Caksa — KeHTckuit yHuBepcuTeT (Bennkobputanus)
Cariea Moxammep Kasem Capxapnyp — VIHCTUTYT
NOINTUYECKUX N MEXAYHAPOAHbIX ccnenosaHuin (VpaH)
CaHpxan flewnaHpe — YHusepcuteT Mymbaun (MHana)
Y>xao XyawsH — OynaHbcknin yHnepcuteT (LLaHxai)
AHapto KaumHc — AMepurKaHCKUin yHuBepcuTeT

B LleHTpanbHom Asnun (Kuprusus)

AnekcaHpp JleoHnposuy YeuesuwHukos — MIMNAMO
MWJ, Poccum (Poccus)

Anppen Anagpeesuy CyweHuos - MTMMO M/, Poccumn
(Poccusa)

Banepuint Hukonaesuy KoHbiwes — CaHKT-
[NeTepbyprcknin rocyaapcTBeHHbIn yHUBepcuTeT (Poccumsa)
BukTtop JlaBpeHTbeBUY JlapuH — VIHCTUTYT nctopum
apxeonorun n aTHorpadum Hapogos JanbHero Boctoka
[JanbHeBocTouHOro oTaeneHuns Poccuiickol akagemunm
Hayk (Poccumsa)

BukTop OpbeBuy AnpbiweHko — FOXHbIN penepanbHblit
yHuBepcuteT (Poccus)

Amuntpuin UeaHosuy Mobepal — Ypanbckuit
denepanvHbilt yHUuBepcuteT uMern b.H. EnbunHa,
EkaTepuH6bypr (Poccus)

Wnba Hukonaesuy Tapacos — bantuiickuii pesepanbHbi
yHuBepcuteT umenu W. KaHta (Poccus)

Napuca BanepbesHa epurnasosa — Tomckui
rocyAapCTBEHHbI HALWMOHANbHbIA NCCNef0BaTENbCKNMI
yHuBepcuteT (Poccus)

Nio6oBb AnekcaHpapoBHa DageeBa — [Nepmckuin
rocyAapCTBEHHbI HAaLWMOHANbHbIA NCCNef0BaTENbCKNMA
yHuBepcuteT (Poccusa)

Mwuxaunn UBaHoBuY PbixTukK — Hixkeropopackmia
rocyAapCTBEHHbIM HaLWMOHANbHbIN NCCNef0BaTENbCKNN
yHuBepcuteT umenn H.W. Jlo6ayvesckoro (Poccus)
Hartanba BanepbeBHa Epemuna — CankT-lNeTepbyprekumin
rocyfnapcTBeHHbI yHuBepcuTteT (Poccus)

Oner IOpbeBrY Muxanée — BopoHexckuii
rocyAapcTBeHHbIN yHuBepcuTeT (Poccusa)

MaBen bopucosuy MapwmH — MockoBcknit
roCyAapCTBEHHbIN IMHIBUCTUYECKUI YHUBEPCUTET UMEHN
Mopuca Topesa (Poccus)

flkoB flkoBneBuny NpuwmnH — KasaHckuit degepanbHbli
yHuBepcuTeT (Poccus)

AHATTUTHKA

WOL Ll ¥sN

B >xypHane ny6nvkytoTcs pesynbtaThl
nccnefoBaHUn B 061acTn MeXAyHapO4HbIX
OTHOLUEHUI U MUPOBOWN MOINTUKMN,
pernoHoBeAEeHMS, a TakXKe NCTopun
MeXAYyHapOAHbIX OTHOLLEHWUN.

MN3paeTtcs c 2010 1.

BbixoguT 4 pasa B roa.

XKypHan skntoyeH B PUHLL.

CBUAeTenbCTBO O perncTpaumm
CpeAcTBa MaccoBol nHbopmaLum
M N2 ®C77-65736 ot 20 mas 2016 1.

DOI Prefix 10.46272
ISSN (print) 2587-8476
ISSN (online) 2541-9633

YYPEAUTENDb

PepepanbHoe rocyaapcTBeHHOe aBTOHOMHOE
obpasoBaTesnbHOe yYpexAeHWe BbICLLEro
obpa3soBaHns «MOCKOBCKMNIM roCcyaapCTBEHHbIV
WHCTUTYT MEXAYHAPOAHbIX OTHOLLEHWI
(yHnBepcuTeT) MMHUCTEPCTBA MHOCTPAHHbIX
fen Poccuinckon ®epepaumm»

PEAAKTOPbBI BbIMYCKA

Bnaonmnp Bnagnmnposud MNasnos
lpaHT ApTypoBuy bernapsH

Amntpuin Hukonaesuy Tkay

Hatanbs AnekcaHaposHa Camorinosckas
Hukunta dkosnesny Heknogos

KOMMbIOTEPHASA BEPCTKA

Anekcen Bnagnmmnposuy TananaeBckui

LOU3AMH

BepoHuka EBreHbeBHa JleBuukas



AN



MEKIYHAPOJHAA AHATUTHKA

COAEPAKAHUE

CITOBO PEJTAKTOPA

«Kpblnba» MexayHapOAHbIX OTHOLLIEHWNI: TEXHONOT U

B COBpEMEHHOM MUpe

C.M. MAPKE/IOHOB Ve
HHTEPBD IO
HoBsble popmbl 1 MeTOAbI AHanns npnmepos
AUMNIOMaTUN MCMONb30BaHMUS X3LLTEroB
P.0. PATHXAP]IT 11 KaK cpeAcTBa KOOPANHALIMM
NPOTECTHbIX ABUXEHMW
AB. AIEKCEEB 91

NCCIHELOBATENDCKHE CTATDHH

KoHuenTyanusauums ctpaternm
CLUA B TexHonornyeckom somHe
npoTtms KHP: akoHoMMKa,
MNOINTUKE, TEXHOHALLMOHAIN3M

IL.B. IAHWIMH 27

PeweHune cTpaTermyeckoro
YPaBHEHUS: MHTerpaLuus
NPOTUBOPAKETHOM OBOPOHDI
N OBbIYHbIX BOOPYXEHUIN B
POCCUNCKO-aMeEPUKAHCKUIA
PEeXUM KOHTPONA Hag,
BOOPY>XEHUAMM

AA. BAKJTHIIKHI 3 9

Yrposa npuMeHeHnss 06bIYHbIX
BMA,0B BOOPY>XXEHUM AN4
aAepHO 6e30MacHOCTU:
HOBas peasibHOCTb C TOYKM
3peHus caep>XXnBaHus

I1. PAYTEHDBAX 56

SBoNoUNSA KOHLEMLLUN CMEHDbI
pexnma u MHPoOpPMaLMOHHbIE
BoMHbI B XX| Beke

I CAIIMOHC 72

Vicnam v nporpecc: mexay
TPaAuLMEN N COBPEMEHHOCTbIO

10. POKHU®AP]I, 0. TAOAPJIbI JI. TEPEBECCH 7 04

OB3OPHDBIE CTATDH

CrpaTerunyeckoe 3HavyeHue
dapmaueBTUYECKOW OTpac/u
B YCNIOBUSAX MNaHAEMUN
KOopoHaBupyca

3.A. MAMEJIbAPOB 7 2 2

CMepTOHOCHbIe aBTOHOMHbDbIE
CUCTEMDBI C NCKYCCTBEHHDIM
MHTENNEKTOM: KakK 13bexaTb
npeBocxoncTBa

H.A. CAMOIJIOBCKASL 7 3 7

KTo npmnaéT c knbepmeyom:
nogxoabl Poccum n CLLA

K CAEePXMBaHMUIO

B KMGepnpocTpaHcTBe

0.1. IMAKHPOB 747

PEIEH3HA
O Teopumn KOCMUYECKOM MOLLU
JL.B. CTEQAHOBHY 171

(V)]

WOL Ll ¥sN



WOL Ll ¥aN

JOURNAL OF INTERNATIONAL ANALYTICS

CONTENT

EDITORIAL NOTE

The “Wings” of International Relations:

Technology in Today's World

S. MARKEDONOV 7
INTERVIEW
New Forms and Methods of Islam and Progress: Between
Diplomacy Tradition and Modernity
R. REINHARDT 11 J. ROKNIFARD 0. GAFARLI L. TEREBESSY 104
RESEARCH ARTICLES RESEARCH ESSAYS
Conceptualizing American Strategic Role of the
Strategy in the Technology Pharmaceutical Industry
War Against China: Economy, in the Context of the Global
Geopolitics, Techno-Nationalism Pandemic
I. DANILIN 21 7. MAMEDYAROV 122
Solving the Strategic Equation: LAWS with Al: How to aBANdon
Integrating Missile Defense and the Superiority
Conventional Weapons N. SAMOYLOVSKAYA 137
in U.S.—Russian Arms Control
A BARLITSKIYY 39 Whoever Comes to Us with

a Cyber Sword: Russian and U.S.
The Threat of Conventional Approaches to Deterrence in
Weapons to Nuclear Security: Cyberspace
A New Reality for Deterrence 0. SHAKIROV 147
P. RAURENBACH 50
The Evolution of Regime REVIEW
Change and Information
Warfare in the 21st Century On Theory of Space Power
G. SIMONS 72 D. STEFANOVICH 171

Hashtagging as an
|dentifier of Political

Transformations in the
Digital Age 97
A. ALEKSEEV




MEXJAYHAPOJTHAA AHAJTUTUKA 11 (4): 2020

«KpbUTbi» MEXKYHAPOTHBIX
OTHOIMIEHUH: TeXHOJIOT'UHN
B COBpEeMEHHOM MHUpPe

https://doi.org/10.46272/2587-8476-2020-11-4-7-10

MepByto rnaBy CBOEV 3HAMEHWUTOW KHUMM-MPOrHO3a amepukaHckmnin ¢ytyponor
OnBuH Toddnep HasBan «KoHeL, MOCTOAHCTBA»'. 3Ta MeTadopa Kak HeNb3sa nyylle
nepezaeT TO COCTOSAHME, B KOTOPOM MpebbiBaeT coOBPeMeHHbI MUP. TypbyieHTHOCTL
N HenpeAckasyemMoCTb BHYTPU-U BHELLUHEMOJANTUYECKNX MPOLEeCCOB CyLLEeCTBEHHO
yBenuumBaeTcs. [prBbIYHbIE MepapXnK, anbAHCbl CTaBATCS MOJ COMHEHUS, YCTOSB-
LMecs LLleHHOCTN ocnapuBatoTcsa. M gaxe BOKPYr COBbLITUIA NPOLLIOro BedyTcs WH-
TEHCVBHble «BOWHbI MaMATV» 3@ NMPaBO YCTaHaBIMBaTb «eANHCTBEHHO NPaBU/bHbIe»
ncropuyeckne Happatusbl?. [TOHATUE «HOBOW HOPMAaJibHOCTU», MPUMeHsemMoe U3-
HayaNbHO K onpejeneHHbIM CoLManbHO-3KOHOMUYECKMM OCOHBEHHOCTSAM Pa3BUTUA
(HM3KMe Temmnbl pocTa U BbiCOKas 6e3paboTuua), mepekoyeBano B 0b6LLECTBEHHbIE
HayKW 1 CTaJIo NCMOJIb30BaTbCs B OLeHKe CTPEMUTEIbHO MEHSOLLIMXCA peanniid.

B AuncKkyccrax O «KOHLe MOCTOSIHCTBa» 3HayuUTeNbHOe MecTo 3aHWMaeT posb
N 3HaYeHMe HayUYHO-TEXHONIOTNYECKNX AOCTVXKeHWN. Mo cnosam Toddnepa, «BbiCo-
Ky CKOPOCTb MepemMeH MOXHO OTC/IeAnTb MO MHOMMM pakTopaM. PocT HaceneHwus,
ypbaHM3aLns, MeHsALLeecs COOTHOLLEHVE MOJIOAbBIX U CTap1KOB, — BCe UTPaeT CBOKO
posib. O4HAKO pasBUTVE TEXHONOMNM, OYEBUAHO, — PeLIatoL I y3en B CeT NPUYUNH;
[eNCTBUTENBHO, 3TO y3€e/1, KOTOPbLIN aKTUBU3MPYET BCHO CeTb»*. AMepPUKaHCKUIA aHTPO-
noJsior 34BapA X0, pasMbILLIAS O B3aUMOBIUAHUN BUOJTIOTMYECKOro 1 0bLLeCcTBeH-
HOro PasBUTUS, MPULLEN K BbIBOAY O TEXHOIOTUN KaK «MPOAOC/IKEHNM BUONOrNYeCcKoi
3BOJIOLMN, CNOCO6e YenoBeka OTPaCTUTb cebe Kpblibs, HOMM 1 XBOCT, He A0XNAASACh,
MoKa 3TO cAienaeT 3a Hero nNpupoaa»°.

N

Toggnep, 3. ok byayuiero. - M.: ACT, 2002. - 212 c.

2 MonnTrka NamsaTV B COBpeMeHHOI Poccum 1 cTpaHax BoctouHoi EBponbl. AKTOPbI, MHCTUTYTbI, HAPPaTUBbI: KONNEKTUBHAasA MO-
Horpadwus / nog pea. A.. Munnepa, 4.B. Edpemenko. - CM6.: 3patensctBo EBponeiickoro yHnBepcuteta B CaHkT-MNeTepbypre,
2020.-632c.

fOdaesa, K.B. New Normal ans Poccuun. HayuHblli goknag. - M.: spatenscknii gom «Aeno» PAHXuIC, 2013. - 20 c.

Toggnep, 3. Lok byayLiero.

Hall, Edward T. Beyond Culture. N.Y.: Anchor Books, 1989. P. 38
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B 3TOM KOHTeKCTe BaXKHO MOHATb 1 aZeKBaTHO OLLeHUTb, B KAKOW CTeMeHn TeXHO-
JIOTUSA ABAAETCA NN MOXET ABNATLCA PEBOJIIOLNOHHBIM GaKTOPOM MO OTHOLLUEHUIO
K MeXAYHapOAHOW nonnTumke. MOXHO I rOBOPUTb O TOM, UTO MPUXOA «LndpoBOro
Beka», pacTyLlee 3Ha4YeHMe coumanbHbIX CeTel, pagnkaibHoe 0bHOBeHMEe BUAOB BO-
OPY>XeHWI, NosiBNeHVe HOBbIX BUAOB BaKLMH OTMEHSAET UAW MPUHUMNMANBHO U3Me-
HAET MeXrocyapCTBeHHble MPOTMBOPeYMSs, HALMOHA/IbHbIE HTepechl, KOHGANKTHI,
BOEHHOE 1 AMMnIoMaTn4eckoe NCKYCcCTBO? Peub B JaHHOM c/ly4vae He o GopMe, a O Co-
AepXaHun. Pag nccneposateneil COBepLUEHHO CNpaBea/vBO YKa3blBatOT Ha pacTyLuee
3HaYeHre NHPOPMALIMOHHBIX TEXHOJIOTUI B CAEPXMBAHNN KOHKYPEHTOB 1 OMMOHEeH-
TOB Ha MeXAyHapoAHoW apeHe'. Ho B JaHHOM C/ly4ae Mbl FOBOPUM O MEHSIHOLLIMXCS
NHCTPYMEHTaX, a He O NPUHLUNNaNbHOM M3MeHeHUW LenenonaraHus. Komneotep
OTOABWHY/N Ha BTOPOW (XOTH U He BbITECHWUA MOJIHOCTbIO) aBTOMaTUYecKoe opyxume
N apTUANepuiickne cucTembl. Ho CyTb CaMoro caepXXnBaHus OT 3TOro He MoMeHs1ach:
OHO NMLLb CTano 60/1ee NCKYCHbIM HayYHO N TeXHUYeckn. He MeHee nonynsipHbIM ce-
roAHSA ABNSETCA U KOHLUENT «MMOPUAHON BOVHbI», MOHVMAEMOM Kak MCMob30BaHne
HenpsAMbIX eNCTBUI ANt HaHeCeHUs yuepba NPOTUBOCTOALLEN CTOPOHE?,

Ho ecnn BbIHECTM 3@ CKOBKW TakmMe peann COBPeMeHHOCTH, Kak KNbepnpocTpaH-
CTBO, pasBe Nnojjep>XaHne BHyTPeHHel HeCcTabuibHOCTU Ha TepPUTOPUM MPOTUBHU-
Ka Yepes NojAep>XKy MOBCTaHLEB, ANBEPCUN, KOPPYMNLMIO MOANTUYECKOT0 NCTebANLL-
MeHTa 6e3 06bABNeHNS BOVHbI OTKPbIIN B Hayane XXI B. U HAYEro nofo6HOro Mol He
BUAENV paHbLLe B AMnana3oHe oT ¢paHLy3ckoin Sla-Poluenn 40 Kazaubmx MOXOL0B Ha
A3oB 1 Tonkansl?

B cBoe Bpems n3BecTHbI HeMeLknin drunocod HOpreH Xabepmac, Habnogasa 3a
CTPeMUTENIbHBIM Hay4YHO-TEXHNYECKMM MPOrpeccom, Npeasoxunn GopmMyny «Aenonu-
TU3aunm» TPAAULMNOHHBIX MAeonornii. Ha 3aBepLuatoLLemM 3Tarne XoJI04HOM BOWMHbI
1N B NepBble rofbl Nocie Hee 60NbLLIOK MOMYASAPHOCTEIO MONL30BaNacb NAes O Tex-
HOMIOrMYeCcKOM MPOpPbIBE, Kak BaxHeWllen npeanockiike rnobanmsayum, o ctmpa-
HUW rpaHer Mexay rocyjapctBamMu 1 TPaAULMOHHO MOHMMaeMbIMU HaLMOHaNbHbI-
MU MHTepecaMn®. O4HaKO Mo NPOLLeCcTBUN TPUALLATA IeT Mbl BUAWM, YTO HOBeliLLne
HayYHO-TEXHUYECKMEe AOCTUXKEHUST HUKaK He MeLuatoT CLLA 60poTbCs 3a coxpaHeHue
rnobanbHOro AOMMHUPOBaHWS, a Kutato n Poccum - ocnapurBath ero. Kak cneactsue,
nosiBieHNe B MeAUIAHOM, 3KCNEPTHOM M1 akaZleMUYeCKOM sA3blKe TakMX MOHATUIA, Kak
«BaKLIMHHAsA UMI0OMATUA»® U KOHKYPEHLNSA «TEXHOIKOHOMUYECKX 610K0B»S. Mpu
3TOM MpUKAaAHOe MCMOJIb30BaHNe Hayku M TEXHWKM Hepeako MAeT pyka 06 pyky
C apxaun3aumeri obLiecTBeHHbIX OTHOLUEHWA, YTO 6aecTsLle NPOoAEMOHCTPUPOBAN
npuMep npecnoByToro «/ciamckoro rocyZapcrea»’.

CTpeMunTenbHOe TexHOMormyeckoe pas3BUTME rapaHTUPOBaHHO obecrnevvBaeT
MUPY «KOHeL, MOCTOSIHCTBa». HO 3TK NepemeHbl cOBCeM He 0653aTeNbHO pagnKanbHO

1 CmupHos, AN. CoBpeMeHHble MHOOPMALMOHHbIE TEXHONOTUN B MeXAYHapOAHbIX OTHOLeHuAX. M.: MTMMO-YHuBepcuTeT,
2017.-C.10-11.

Hoffman, Frank G. Conflict in the 21-st century: The Rise of Hybrid Wars. Potomac Institute for Policy Studies, 2007. https://www.
potomacinstitute.org/images/stories/publications/potomac_hybridwar_0108.pdf.

Xabepmac, FO. TexHvKa 1 Hayka Kak «uaeonorus». - M.: Mpakcuc, 2007. - C. 86, 92, 101.

Anemepmamm, Y. STHOHaumoHannsm B Espone. - M.: PITY, 2000. - 366 c.

“The Era of Vaccine Diplomacy Is Here,” The New York Times, accessed March 4, 2021, http://surl.li/mtli.

MexayHapoaHble yrpo3bl. Kaxaplii 3a ceba / OTB. pea. AAA. CyweHuos / MTUUMO MW/, Poccnn. [SnekTpoHHBbI pecypc]. URL:
https://mgimo.ru/upload/iblock/2ac/int-threats-2020.pdf (5aTa obpalueHnsa 04.03.2021).

7 OpraHu3aumy, 3anpeLleHHon B Poccuu.
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TPaHCHOPMUPYIOT CUCTEMY MEXAYHAPOAHbIX OTHOLLEHW. OHK Aat0T B PYKM KOHKYPU-
PYHOLLNX UTPOKOB HOBbIE MHCTPYMEHTbI, HO He OTMEHSAIOT CaMO KOHKypeHLUun. U, He-
CMOTPS Ha TO YTO KOMMYHWKALUSA CTAHOBUTCA [106anbHOM, OTAe/IbHble KKOMMYHUKa-
TOPbI» He CMeLlaT 0TKa3aTbCsi OT CBOMX COOCTBEHHbIX NHTepecoB. [onyyaeTcs, UTo oT
6oniesHeli cTpajaeT Bce YeoBeyecTBO, @ 6opbba 3a H6osiee KauecTBeHHbIe peLenThbl
NX leYeHNs NpeBpaLLaeTCs B eLle O4HY apeHy 415 CONepHMYecTBa.

MpeacTaBasieMbll UMTaTeNtO YeTBePTbIN HOMep XypHana «MexayHapoaHas aHa-
NUTNKa» NOCBALLEH BAVAHWIO COBPEMEHHbIX TEXHONOMNI Ha MOAnTNYecKme npoLec-
Cbl r106aNbHOr0, MeXrocyapCTBEHHOIO 1 PEermoHanbHOro XapakTepa. Ero otkpbiBa-
eT NHTepBbto ¢ PoMaHOM PaliHxapATOM, MOCBALEHHOE HOBbIM GOpPMaM 1 MeTozam
annnomatin. OnpasBAaHO M C HAYYHOM TOUKM 3peHUs MosiBNEHMEe KOHCTPYKTOB
«UndpoBasa AMNAOMATUA» WA «KIMMATUYeCcKas AUMNAOMAaTUA», U He BbIFAAAT K
KOHBIOHKTYPHBIMU AedUHNLMN, CTaBLUME HbiHE LIMPOKO MOMynsipHbIMU? B mHTep-
BbO TaKXe PaccMaTpuBalOTCA TakMe BOMPOChl, KakK cOYeTaHue «K1acCU4eckon» n
HerocyZapCTBeHHOW AUMIOMATUN, BAUSHWE HOBEMLUMX HAyYHbIX 1N306peTeHunin Ha
npouecc GOpMUPOBAHNSA 1 MPUHATUA BHELLHEMOINTUYECKNX PeLLeHN.

B ctaTbe ViBaHa [laHWanHa paccMaTpuBaeTCd aMepuKaHo-KUTalickoe TeXHONo-
rmyeckoe cornepHM4YecTBo. BecbMa MpoAyKTMBHbBIM NpeAcTaBaAseTcs UCNoib3yeMoe
aBTOPOM MOHSATVE «TEXHOHALUMOHanM3M». C ero TOUKN 3peHUsi, TEXHOIOrMYEeCKNT
KOHGNMKT BawmHrToHa v MNeknHa «ABnseTcss HOBbIM GeHOMEHOM, ornpeaensemMbiM
B TOM umncne cneyndukon umdpoBbIX TEXHONOTNM 1 SKOHOMUYECKMMUN N3MEHEH VMU
nocnefHUX AecATUNeTU, @ Takxke COXPaHSAIOLNM eCTeCTBEHHYIO NpeeMCTBEHHOCTb
C reonoINTUYECKUMUN N SKOHOMUYECKUMU KOHGAVKTaMM MPOLLIOro 1 C CyLLeCcTBYtO-
LMW CTPATErNSAMU U MHCTPYMEHTapUeM».

Pa3fnyHbIM acnekTaM Apyroro TeXHOJIOrMYecKoro ConepHUYecTBa, POCCUIiCKO-
aMepuKaHCKoro, nocesllleHbl paboTtbl AHApea bakauukoro n Onera LUakuposa.
W ecnn nepBbIli aBTOp 0bpaLlaeTcs K Takol TeMe, Kak KOHTPOJIb Haj BOOPYXEHUSs -
MU, TO BTOpPOW - K chepe knbepbesonacHocTu. B ctaTbe bakimukoro paccmatpuBa-
toTCA ABe 06/1acTL, KOTopble 6YAYT 3aTPOHYThl MOCKBOW 1 BalLMHITOHOM Ha ByAyLLnNX
neperosopax nocsie npoanennsa gorosopa CHB-3. 310 - npoTnBOpakeTHas 060po-
Ha K cTpaTernyeckme obbluHble BOOpyXeHUs. LLlaknpoB ¢dokycrpyeTcs Ha BOMpo-
cax UHTepnpeTauuii KOHLUENUMN CAepXmnBaHns B KMO6eprnpoCTpaHCTBe, NMELLNXCA
B CLLUA v B Poccunm.

MuTep PayTeHbax obpallaeTcs K TaKOMy MCC/IeloBaTeNbCKOMY CHOXKETY, KaK yrpo-
33 CO CTOPOHbI HOBbIX O6bIYHbLIX BOOPYXXEHWA, MPUBLIYHOMY CO BPeMEH XOJI04HO
BOViHbI GOpMaTy SA4EPHOro cAepXnBaHKA. ABTOp nonaraet, 4to Haanumne y CLUA cu-
CTeM 0b6bIUYHbIX BOOPYXeHWI «BbICTPbIV rnobanbHbI yaap» MO CBOeN Npupoje onac-
HO, MOCKO/IbKY OHO MOBbILLAET KaK BEPOATHOCTb MX MPUMEHEHUS, TaK 1 HaHeCceHWs
nepBOro yzapa no cnctemaM S4epHoro CAepXmnBaHNg Apyroro rocyAapcrsaa.

MNaHaeMnss KOPOHaBUPYCHOM WMHpeKuMK akTyanusnpoBana 3HadeHune dapma-
LeBTUYECKON OTPacan 1N ee HayYHO-TEXHONOTMYECKOro BAUSHUA Ha MeXAyHapo/-
Hble npoLeccsl. ITOMY BOMPOCY MOCBALLEH TeKCT 3aypa Mamegbaposa. ABTOp rnosna-
raet, YTo cMTyaumsi C rnobanbHbIM pacrnpocTpaHeHem COVID-19 yeTue BbicBeTUAA
paHee cyLlecTBytoLLMe Npobaembl, Cpesn KOTOpbIX Hanbosee BaXHbIMU ABASIOTCA
3¢ deKTMBHOCTL pacnpeseneHns MeAnkaMeHTOB CPpean rpaxiaH, posfib rocyaapcrea
B OpPraH13aumm CaHNTapHO-3MUAEMNONOTNYECKMX Mep MO CAEPXMBAHUIO NaHAEMUY,
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Hannure TeXHONOMNI, MO3BONSHLLMX MAHVMU3NPOBATbL PUCKX 3a601eBaHNA 1 npe-
AOTBpaLLaTh NX B ByayLeM.

Pa3nnyHble acnekTbl COBPeMEHHbIX MHPOPMALMOHHBIX TEXHONOT I 1 X BO3Aei-
CTBME Ha O6LLeCTBEHHO-NMONNTUYECKME MPOoLEeCcChl PacCMaTPUBALOTCA B CTaTbax pera
CaiimoHca 1 AnekcaHapa Anekceesa. lNepBblii aBTOp 06paLLaeTca K 3BOMOLMN UH-
$OpMaLMOHHBIX BOVH 1 TEXHOMOMN CMeHbI pexXnMoB B Hadane XX| B. Kak cnocobos
HenpsIMOro BO3A4elCTBMSA Ha rocyapCTBa paan AOCTVKEHWSA HaLOHaNbHbIX MHTepe-
COB MX MPOTUBHWNKOB, TOTAA Kak BTOPOW aBTop - ncciedyeT GeHOMEH X3LUTIroB Kak
TEXHOJIOTUIA, CTUMYANPYIOLLMX MPOTECTHbIE ABMXEHNS Yepes coLnanbHble CeTU.

Hayky, TeXHn4Yecknin Nporpecc 1 penrmo 06bIYHO MPUHATO MPOTUBOMOCTABAATb,
XOTH B IeNCTBUTENIBHOCTI UX B3aUMOZAENCTBYE 1 B3aUMOBIVAHNE HAMHOIO C/IOXHee.
B ctatbe HOnum PokHudapa, OpxaHa Madapnel u lechn Tepebecc oCMbICIMBAETCS
OTHOLLIEHe K Mporpeccy B CTpaHax Uciamckoro mupa. Matepuman nmeer Agga niacra:
ANCKYCCUIO MYCY/IBMAHCKUX TEONOM0OB U O6LLEeCTBEHHbIX MblCMTeNel BocToka o Kosi-
NIN3UAX MeXay Tpajuumern n MHHOBaLMAMKN 1 TeMaTnyeckne Kencel MipaHa n Typuuu,
KOTOpble aBTOPbl OMpPeAensitoT, Kak «OCHOBHbIE CUJIbI U MAEONOTU» B LNCIAaMCKOM
MUpe, «MooLpsABLIvE VAN MPenaTcTByOLWMe MOAEPHM3AUNM N TEXHOIOTNMYECKOMY
nporpeccy».

MNpobnemaM BOEHHOr0o MPUMEHEeHUs NCKYCCTBEHHOrO WHTeNneKTa MOCBsLLeHa
0630pHasd cTaTbsd HaTtanby CamMoinIoBCKON. ABTOP paccMaTprBaeT BO3MOXHbIe Mou-
THyeckmne NoCNeACTBNS NCMONb30BAHNSA 3TOM TEXHOIOTN, @ TaKXKe CBA3aHHble C 3TVM
MCUXONIOTNYecKne 1 BOEHHble puUcku. Beixod v3 cutyaumm CamorinoBckasi BUAUT
B pa3paboTke obLeli N1aTGopmMbl 1 CTaHAAPTOB ANA NMPYIMEHEHWSA UCKYCCTBEHHOIO
NHTeNeKTa B BOEHHOM obnactu.

C Toro BpemeHu, kak npesngeHT CLLUA PoHanba PeliraH o6baBUA 0 nporpamme
«CTpaTernyeckass 060poHHaa MHULMATUBAE», MONYYMBLLEN TakkXe U3BECTHOCTb Kak
«3Be3/lHble BOVHbI», BO3MOXHOCTb BeJleHs1 60eBbIX AeNCTBUI B KOCMOCE CTana He
TO/MIbKO CIHOXXETOM M3 Hay4YHOW GaHTaCcTVKK, HO 1 akTyasbHbIM akageMUYecknm 1 npu-
KnagHbIM BOMpocoMm. AmuTpnin CtepaHOBUY MOATOTOBUA PeLEeH3nNo Ha KHUTy brea-
AnHa boysHa «BoliHa B kocmoce. CTpaTterns, KocMmUYeckas MOLLb, reonoanTrKa.

He nckntoueHo, 4To HOBble Hay4YHO-TEXHNYECKME AOCTVXEH WS NPUBeAYT He TOJb-
KO K U3MEeHeHU0 $opM KOHPPOHTALMN, KOHKYPEHLIMN, KOornepaumn, HO U K cyLue-
CTBEHHbIM TpaHCchOpMaLMAM NX cofepkaHus. Moka xe - Bcnes 3a S4BapA0oM X0110M
MO>HO CKa3aTb, YTO 06peTeHHble C MOMOLLbI TEXHOMOMMIA KPbl/ibs YenoBeka BblpoC-
IV 1 jaxe ykpenuance. OCTaeTcsa J0 CUX NOP He OTBEYEHHbIM BOMPOC, byAeT v 3TO
yKpenaeHve Bo 6naro Bcemy YesoBeYvecTBy.

C.M. MapkedoHos, enasHelili pedakmop
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Humepewio ¢ Pomarom Paitnxapomon,
oouermom xagheoput ounsomamuyu MI'FIMO MIJ] Poccuu

AHHOTALU WA

P.O. PaiHxapAT - foueHT kadeapbl gunaomatn MTMMO MW Poccun, cneumannct B obnactu
NCTOPUN U TEOPUM ANNAOMATUN, PYKOBOAUTENb U UCMONHUTENb PAja KPYMHbIX MPOEeKTOB,
NOCBALLEHHbIX ANNIOMaTUYeCKOl NpobaemMaTke 1 NoAAepXKaHHbIX BEAYLLMMU POCCUACKMN
Hay4HbIMU poHAaMU (PHD, POPW). Ero 0CHOBHbIE HayUHble MHTepeChbl OXBaTbIBAOT Takne TeMebl,
KaK 3KOHOMMYecKas ANMNIoMaTUs, Hay4uHas AUNaoMaTus, MexzayHapoAHoe HayYHo-TexHU4Yeckoe
COTPYAHMNYECTBO B KOHTEKCTe POCCUIACKON BHELLHeN MONNTUKK, a Takxke BHELWHUX cBazelt EC.
OkoHunn MT’MMO MW/ Poccun. B 2016 1. nonyymnn yyeHyro cteneHb
KaHAMAaTa SKOHOMUYECKMX HayK.

becedy sen C.M. MapkedoHos,
2n1a8HblIli pedakmop HypHana «MexcoyHapoOHas aHAAUMUKA»

Ceprein MapkeaoHoB: B HacTosLee BpeMs HabnogaeTcs pocT MHOroobpasuns
PasNnyHbIX GOPM 1 BUAOB AUNOMaTUW. B cneumansanpoBaHHOW nnTepaTtype, He
rosops yxe o CMW, MOXHO BCTPETUTb TakMe C/I0BOCOYETAHWUA KakK «Hay4yHas Au-
naoMaTusl», «KanMMaTuyeckas AUMA0OMaTus», «UMppoBas AunaomMaTusi» 1 apyrue,
Kakune 3 faHHbIX MOHATUI, C Ballel TOUKM 3peHuns, AeNCTBUTENbHO MMEIT NpaBo
Ha XW3Hb, @ Kakme npeaCcTatoT, Ckopee, KOHCTPYKTaMu, KoTopble eABa N1 NponayT
npoBepky BpemeHem?

PomaH PaiiHxappT: Kak Bbl coBepLUeHHO BEpHO OTMETUAN, CO CPaBHUTENBHO
HeZaBHVX NOpP BO3HMK/IAa MOJAa Ha UCMNO/Ib30BaHME C10Ba «ANTMIOMaTUSA» B KayecTse
CBOEro poZa «NpuUCTaBkm» KO MHOMMM HanpaBneHUsIMUN AeAaTenbHOCTY, rae dakTuye-
CKW WKW MOTEHLMANBbHO NMeeT MeCTO MeXyHapoaHOoe coTpyaHnyecTso'. OTcio4a He
TO/NIbKO Te BUAbI AUMNAIOMATUN, KOTOpble Bbl mepeuncannm, Ho Takxke U «HedTaHas»,
«[,0/11apOBasi», «CNOPTUBHAs» — BMAOTb A0 «AUMI0MATLM 3HAMeHUTOoCTe» (celebrity
diplomacy)?. IHbIMn cnoBamMu, HabAAaeTCA HeKOTOPas «MHGAALMA» STOro n3HaYab-
HO NpejesibHO Y3KOro TepMuHa. B pycne HapacTarowero nepexoja BHeLLIHeNoanTu-
UeCKOro HappaTvBa B LMPPOBYH MIOCKOCTb AUMIOMATUS CTAHOBUTCS, B M3BECTHOM

1 PaliHxapom, P.O. HacTonbHasi KHWra wccnegosaTens agvnaomatuin // MupoBas 3KOHOMMKA W MeXAyHapoAHble OTHOLUe-
HusA. - 2017.-T. 61 (4). - C.119-122.
2 Cooper, Andrew F. Celebrity Diplomacy. 1s‘Edition. London: Routledge, 2007.
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CTeneHu, XeLLTEroM, NO3BOSHOLMM Pa3INYHbIM AeATeNAM HablpaTb NONyAapHOCTb
nyTem akKyMyAaLMm NainkoB 1 penocToB NoZ N03yHrom #aaunaomaT. Mpm 3ToM nx oT-
HOLLeHMe K AUMIOMaTUN B KNAaCCUYeCKOr TPpaKTOBKe MOXET 3a4acTyro 6blTb BeCbMa
onocpeaoBaHHbIM.

Ecnn xe paccmaTpmBaTb BOMPOC B UCTOPUKO-TEOPETUYECKOM Kkoue, TO An-
naoMaTust - 3TO, Npexje BCero, MHCTPYMeHT. epBble YyNOMUHAHWUS O AUMNoMaTun
BCTPeYatoTCs B ApeBHEeMWnx obpaslax MUCbMEHHOCTU:
3TO 1 UCTOpUYecKMe NAaMATHUKM PaHHUX LUBUAN3ALNA, U

Jumaovariio NinTepaTypHble Npom3BeAeHNs (HaumHas, ckaxem, ¢ «/cto-
0ZAHO3HAYHO pun MenonoHeCcckom BOWHbI»), 1 AoLlejlune 40 Hac penu-
MOZKHO OTHECTH TMO3HbIe UCTOYHVIKI, KOTOPbIE 0 CUX MOP He TEPSAHT CBOEA
K CaMbIM JIDEBHUM aKTyanbHOCTU. [PV 3TOM METOAbl AVMIOMATUN, ONMNCaHHbIE
1 JOJITOBEYHbIM B Teé BpeMeHa, HeECMOTPA Ha ANKTyeMble NpoLeccoM coun-
(bOpMaM aanoro pasBuTMA 06beKTVBHbIE MeTaMopdO3bl, UMeT
06LIeCTBeHHO CBOWCTBO BOMJIOLLATL B cebe HeKOTopble KOHCTaHThI.

Hanpumep, 3nm3o4bl, TpakTyeMble COBpPeMeHHbIMMN
POCCUNCKMMU 1 3apyBeXXHbIMW NCCNefoBaTeNSIMN B KNOYe
ACATETBHOCTH. TakK Ha3blBaeMOM AUMAOMATUN MPUHYXAEHWA', onncaHsbl,

B YaCTHOCTWY, B MNATUKHMXMN Mownced. YIOMUHaHWe, nycTb
1 6e3 rnyboKoro aHasim3a, TOProBbIX CAHKLUMIA, NHOTAa OTHOCKMBIX K apCeHasy 3KOHO-
MUYECKOM AMNAOMAaTUN, MPUCYTCTBYET Ha CTPaHMLIAX Ha3BaHHOrO Tpyaa dykuanaaz.
VIHCTUTYT MPOKCEHOB, pacnpoCTpaHeHHbIV B [peBHei peuunn, - NpsiMon ncropuye-
CKWI NPesoK HbIHELLIHUX MOYeTHbIX KOHCYNO0B. Bce 3To YacTHble NprMepsbl. B o6Lem
Xe nnaHe AONyCcTUMO rOBOPUTL O TOM, YTO AUMIOMATUS Kak QYHKLIMOHAIbHOEe Bblpa-
XeHue BHeLUHe NOANTNKN eCTb, MO CYLLeCTBY, peakuns BHEBPEMEHHOro NHCTUTYTA
Ha TeKkyLLlue CObbITUS Ha MeXAYHapOAHOWN apeHe.

C Moelh TOUKK 3peHusl, Hanbonee KOPPEKTHO ObIN0 Hbl FOBOPUTL HE O «HAYYHOM
AMMIOMaTUM», @ 06 NCMOAb30BaHUW ANMIOMATMYECKMX METOAOB B MeXAyHapOAHOM
Hay4HO-TEXHMYECKOM COTPYAHMYeCTBe 1 TakK Aanee. MNoA06HbI NOAXOL MOXET MokKa-
3aTbCA NeAaHTUYHbIM, OAHAKO AyMAeTCs, UTO ero NpUMeHeHne B MeTOA0/0MMYEeCKOM
niaHe NMOMOXeT n3bexaTb NPeyMHOXEeHUs ABYCMbICIeHHOCTel. CornacnuTeck, YTo UX
necTpoTa MHOr4a N1Llb 3anyTbiBaeT UccieoBaTenel — OT 3KCNepToB 40 HOBMYKOB -
N PAAOBbIX YMTaTeNen. AHaNM3 MPeAMETHOrO MOS U ero OTAe/IbHbIX Pa3jenoB MoKasbl-
BaeT, UTo NpuAaTb eMy KOHTYPbI C MOMOLLbIO «6pUTBbI OKKaMa» 66110 6bl HEIULLHUM.
Bonee TOro, ¢ pocToM Umcna paboT No COOTBETCTBYHOLLEN TeMaTuKe AaHHas Heobxoau-
MOCTb NpeAcTaeT Bce 6bonee OCTPON AN fanbHeNLero yCneLHoro passmTiia Teopun.

C.M.: To ecTb, Mo Bawuemy MHeHU, yMeCTHee roBOpUTh O AUMJIOMaTUM Kak O YeM-
TO €VIHOM 1 YHMBEPCanbHOM, YTO MO MPUPOAE CBOEV MOXET NPUMEHSTLCS B IH0ObIX
chepax n, cnefoBaTenbHO, He AOHKHO MPUBA3LIBATLCA K HUM. Hanpumep, Annaoma-
TVA B 061aCTU KAMMAaTUYEeCKOro, 3KOHOMINYECKOro COTPYAHMYeCcTBa 1 Mpoyee.

P.P.: CoBepLueHHO BepHO. Ha ocHoBe rnyboKoro nsyyeHns cCoOBpeMeHHON cne-
LMann3npoBaHHOM NnTepaTypbl MOXHO CKa3aTb, YTO B NOC/IeHee BpeMsi MHOrue uc-

U TOJTUTUYCCKOI

1 3oHosa, T.B. Aunnomatusa npuHyxaeHvs. Kasyc Jinsun // MexayHapoaHble npoueccel. - 2017. - T.15 (1). - C.35-48.
2 Okano-Heijmans, Maaike. “Conceptualizing Economic Diplomacy: The Crossroads of International Relations, Economics, IPE and
Diplomatic Studies.” In Economic Diplomacy: Economic and Political Perspectives, 2011. doi:10.1163/9789004209619_003.
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CNefloBaTENN Yepecyyp YBAEKNNCh aHaN30M OTAENbHBIX MPOSBAEHNI 1 GOPM MeX-
AYHapOAHOro COTPyAHMYECTBa. A BOT CMHTe3a, KOTOPbI 6bl MO3BOAUA «yBUAETb Nec
3a fepeBbsiMU», MOKa YTO, Kak MpeACTaBAseTcs, He XxBaTaeT. BaxXHO NoHUMaTb, UTo
Annaomatust - 6yAb TO OHNAVH UAK opnaliH, Mo KNACCMYECKUM WAV HOBLIM Tpekam
neperoBOpPOB - BCe-Taku efnHa. bonee Toro, nonarato, 4To, paccyxaas o Heid, cneayet
6bITb BeCbMa akKypaTHbIM 1 OCTPOXHbBIM B TEPMUHAX 1 GOPMYNMPOBKaX.

MOMHIO, KOrga roToBW/ CBOK KaHANAATCKYH AMCCEPTALMIO MO 3KOHOMMYECKO
ANNAOMaTUK, MepBbIiA, NPY 3TOM BeCbMa 06 beMHbI naparpad, NpuLAoCh NOCBATUTb
aHanNn3y pasfiMyHbIX TPAKTOBOK 3TOro MoHsATUA'. U oTeuve-
CTBEHHbIE, 1 3apybexHble paboTbl, KOTOPbIe MPOAOC/KAT

nncaTbCsa ceryac, kak NpaBuIo0, HAYNHAKTCS C onpejene- HHH [IPOCTOTDI
HUSA 3KOHOMWYECKON ANMIOMATUN KaK JJOCTUXEHWSI SKOHO- KOMMYHUKallnn
MUYECKUX Lienel MoOANTUYECKMMI CpeacTBaMu Uam Haobo- BHYTPH 3KCTIEPTHOTO
poT. JIn60 xe BOBCe HeYTO NHOoe. 10 CyTK, 3TO HaNoOMUHaeT C006HLeCTBa
CXONACTUYECKU N NHOTAA, AOXOAA A0 KPaAMHOCTY, 4yTb HCTOTb30BAHHE
N1 He 60roCIOBCKUIA CNOP: 3HAYEHE SKOHOMUYECKON AN-

nnomatum no M'm KappoH fe na Kappbepy?, B. LLeTUHUHY?, OTﬂeiIbeIX
[. Nertepesy?, P. PaliHxapaTy® un T. 4. OTTanknBasch xe oT «TUIVIOMATHI», KaK
TOro, YTO Mbl MPOCTO FOBOPVM O AUMIOMaTVN BO BHeLUHe- T0: DKOHOMHYECKOIA,
3KOHOMUYECKMX CBA3SX, MOXHO CPa3y 136exaTb Nof06HbIX Haquoﬂ,
KBa3n-TeOpPeTMYECKNX ANCMyTOB. bonee Toro, Takov NoA-  gipuMaTHYCCKON 1 T. .,
X04 Cpasy Mo3BOJIUT BKJIHOUYNTb MHOXECTBEHHbIE TPYAbI, BIIOJIHE YMeCTHO.

NOCBsALLEeHHble 0603HaUeHHOM NpobaemMaTyrke, B KOTOPbIX,
O/iHAKO, CaM Ha3BaHHbIV TePMUH He durypupyeT. Apyrumm
C/T0BaMu, BOMPOC BO MHOTOM KacaeTcsi TerMpoBaHus 1 paboTbl C MeTajaHHbIMU.
HekoTopble cnoBOCOYETaHNS YXKe MPOYHO YCTOANNCH, APYrie, Ha06opoT, - NocTe-
MeHHO BbIXOAAT M3 ynoTpebsieHns. YTo cTaHeT C TpeTbMMU — MOKaxeT Bpems. Bme-
CTe C Tem CTOUT, MO-MOEeMy, BCerja AepXaTb B YMe, UYTO MO CMbIC/Y peyb 3jecb UAeT
He 06 3nuTeTax AUNAOMATUNN, HO O Hel KakK MHCTPYMEHTapUi BHYTPY COOTBETCTBYHOLLINX
cdep. MIHaue roBops, He AMNAOMATUS MPUHLMANANBHO Pa3INYaeTcs B 3aBUCUMOCTM OT
TOUKM ee MPUSIOXKEHUS, HO CaMW TOUKM NPUNOXKEHNSA UMEIOT Ty UAW NHYIO CreLmnduky.
C.M.: A KaK Xe bbITb C «4e/IHOYHOWN agnnaomaTtuein» . KuccmHaxepa, yrnomsaHy-
TO Bamn «aunnomatneit NpuHyXAeHUs» 1, HaKOHeL, MPeciioByTON «LNppPOBOMn»?
W K yemy B TakoMm c/lyvae CBOAMTCS O6LLMNIM 3HaMeHaTe b BCeX Mepeync/ieHHbIX BUAOB
ANMNOMATUNYECKOM aKTUBHOCTU - Kak 6b110 MPUHATO rOBOPUTbL PaHbLLe, K ee MUPHO
N MUPOTBOPYECKON NPUPOAE B KavecTBe aHTUMOAA BOEHHOM arpeccnmn?
P.P.: YTo KacaeTcs nepBOM YacTy BOMPOCA, TO NPW MOMbITKe OTBETa Ha Hero ecTb
PWCK MOrPA3HYTb B Cyry6o Hay4HOI nonemumke ¢ pacCMOTPEHVEM YacTHbIX U 3aBefo-

1 PaliHxapom, P.O. CpaBHUTENbHBIA aHaNN3 CUCTEM SKOHOMUYECKOl AUMIOMaTMN B cTpaHax EBponeiickoro cotosa: aBtopede-
paT AMccepTaLMn Ha COMCKaHWE YYeHOI CTeMeHN KaHANAaTa 3KOHOMMYeCKnX Hayk / MOCKOBCKMNIA roCcyapCTBeHHbIN MHCTUTYT
MeXZAYyHapOoAHbIX OTHOLLeHWI (yHuBepcuTeT). - MockBa, 2016. - 30 c.

2 KappoH de na Kappeep, [u. SKoHOMMYeckas AunnoMatus. Junnomat n pbiHok. Mepesog O.V. MuuyrvHa. - M.: POCCII3H,

2003.-294 c.

LllemuHuH, B.4. SkoHOMUYecKas AunaomMaTus: YuebHoe nocobue. - M.: MexzayHapoaHble oTHoLleHKs, 2001. - 280 c.

Ae2mspes, /l.A. SKOHOMUYECKas AUNIOMAaTUA: SKOHOMMKA, NONNTKKA, Npaso. - M.: NAVONA, 2010. - 174 c.

PaliHxapdm, P.O. Pa3BuTne Teopun 3KOHOMUYeCKoi agunaomaTtum B Poccum 2000-2018 rr.: HayKOMeTpUYecknii 1 MHCTUTYLMO-

HanbHbI aHanun3 // HayuHblid gnanor. - 2019. - Ne2. - C.283-295.
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MO Cy6beKTUBHbIX BUAEHNA Taknx dpeHomMeHoB. YUTo6bl 13bexaTb 3Toro, npeasaarato
OTHOCUTBLCA K MepeyncneHHbIM, PaBHO KaK 1 APYrMM CXOXUM MPeaCcTaBleHnsAM O An-
naoMaTUN, KOTOPbIE MOXHO BCTPETUTb, He Bbonee YeM Kak K XXYPHaIUCTCKUM KAnLLe.
Lnpokol ayanTopum MpocTo O AUMIOMATUN YUTaTb CKY4HO. A BOT Kakas-HuUbyAb
«ANNIOMaTUSA-KaTaNN3aTopP»' AN «TBUMIOMATUS»? CPA3y BbI3bIBAKOT NHTEpPeC - YTO
e 3TO 3a HOBOEe CJIOBO U fief10. MOXHO K 3TOMY OTHOCUTBCA KaK YroAHO, HO, Kak npes-
CTaBAsieTCs, onpejeneHHas A0S CKencuca n KPUTUYeCKoro BOCAPUSTAS He MoMeLLa-
toT. BnpoyeMm, 370 NLLb METOAONOIMYEeCcKoe npejocTepexeHune, HocsLee BO MHOMOM
Npo6/1eMHO-MOCTaHOBOYHbIV XapakTep.

OTHOCKTeNbHO BTOPOW YacTu BOMpoOca - BHOBb COrnaLlycb ¢ Bamu, ogHako ¢ oro-
BOPKOV O TOM, YTO B COBPEMEHHOV TypbOyneHTHOW cpeje CTaHOBUTCA BCe C/IOXHee
CYyAVTb KaTeropmYHO, eC/iV NOAPa3AensdTb BCe CPeACTBa roCyAapCTBEHHOW BHeLUHEN
MOJINTVIKM TOMIbKO Ha BOEHHbIE 1 Ha AUMoMaTnyeckme. VIMeHHO Mo 3ToMy NyTu Lwen
. Tpounii 1 Lenbii pag apyrux meicanteneii. MUp B 3Ha4eHWUW peasbHOCMs, (34echb
06palLLy BaLle BHMMaHMe Ha OMOHMMWNYHOCTb 1 MHOFO3HAaYHOCTb HaLlero s3blka, Moo
B AOPEBOMOLMOHHON opdorpadum B 3TOM 3HAYEHUN CI0BO ObIIO MPUHATO MUCaTb
yepes «i JecaTepuuHoe»: Mipb) 6e3ycnoBHO, NMpeAcTaBngeT CcOb0n He ANXOTOMUIO

YepHOro 1 6esIoro N Aaxe He «OTTEHKM CEPOro», HO LIeNyHo
NannTpy KPacok pasHoM NHTEHCMBHOCTU. Te Xe 3KOHOMU-

Ve 82009 1. ueckme CaHKLMM MOXHO paccMaTpvBaTh W Kak MombiTKy
Ha JIOKTPUHAJIbHOM LMBUIN30BAaHHOIO PaspeLLeHns MerLLMXCA NpoTrBope-
YpoBHE 6bIH 0608Ha‘leH UM MeXAy rocyaapcTBamm (He cTpensoT xel), n kak ¢op-
epexoj| 0T «MArKofi MY TM6PUAHOI BOVHBI.

CITBD K «yMHOI71 Mpy 3TOM HEKOTOPLIMY aKTOPaMM MeXAYHAPOAHbIX OT-

HOLLUEHWIN cama Kateropma MmpoTBop4ecTBa BOCTIpHMMaA-

CHIIe», He TIPOCTO
eTcAaA B a6CTpaKTHOM, 3a4acTyro NCKaXXeHHOM 11N, BO BCAKOM

AOIYCKAIOTIEH, cnyyae, CybbeKkTMBHOM Katouye. Tak, Npy B3aMOAENCTBUAN C
HO HAMPAMYIO0 oTAeNbHbIMY MapTHepamMy BCe valle MPUXOAUTCA CTanku-
CTUMYJIHDYIOIIETt BaTbCsl C OPUMVIHANBHBIMU MHTEpPNpeTaLmaMin AUNaoMaT-
JIUTUIOMATOB YeCKOW aKTMBHOCTW, PABHO Kak M 3TUKW. APKMUiA TOMY npu-
K IIPOBE/ICHHI) Mep - KOHLUenuua «TpaHCPOPMaLMOHHON AUNAOMaTUN,
I/IHq)OpMaL[HOHHbIX BrnepBble npeactaeneHHaa B 2006 r. K. Palic, 3aH1MaBLLeln

B TO Bpems A0/KHOCTL roccekpeTtaps CLUA. MpoaBuxeHne
AEMOKPATMUYECKUX LLeHHOCTEl (MpryeM MMeHHO TakK, Kak 1x
BUAST CaMV aMepUKaHLibl) TH06bIMU CPeACTBAMMU, HEe UCK/THO-
TOUTHYCCKNX CHCTEM  yai0111ee BMELLATENLCTBO BO BHYTPEHHVIE AeNa CyBePEHHbIX
HEYT'O/THBIX DEKUMOB. rocyiapcTs, GakTUUYeCKm 3a710XKU10 OCHOBY A/t TeX CaMbIX

rMOPUAHBIX BOMH. Takol LMHW3M BO MHOTOM OMpeAenun
BEKTOP BHELLUHel NOoMUTUKA ABYX NpeablAyLnx agMUHUCTpaLmMii Benoro goma. B co-
BOKYMHOCTW C APYrMU dakTopamu 3TO NPUBENO K POCTY HAMPSIXKEHHOCTU Ha MeXay-
HapoAHO apeHe, yrinybuio 1 6e3 Toro MMetoLLecs MPOTUBOPEUNs MeXay CTPaHaMN.

aTak, HampaBeHHBIX
Ha JIecTabuIn3aiuio

N

Stone, Jeremy J. Catalytic Diplomacy: Russia, China, North Korea and Iran. Charleston: BookSurge Publishing, 2010.

2 PabuHyeHko A.B. Linpposas aunnomatva suepa v cerogrs // PCM/A. 16 Hoabpa 2018. [SnekTpoHHbIA pecypcl. URL: https://
russiancouncil.ru/analytics-and-comments/columns/digitaldiplomacy/tsifrovaya-diplomatiya-vchera-i-segodnya/ (aata o6patie-
Husa 10.02.2021).
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A c 2017 r. BO BHELUHeNoAnTM4eCckoM HappaTu/Be CTana LWMPOKO YyrNoTpebnsTbcs ove-
peAHas npou3BogHasa ugen [. Has, «octpas cuna» (Ssharp power), npeanonaratoLLas
eLle 6osee V30LPEHHOE MaHUMYyAMPOBaHMe O6LLeCTBEHHbLIM MHEHMEM 3a Pybexom
ycuAnsmMu gunaomaTos'. MNpaBgaa, NCnonb3yeTcs 3Ta KaTeropusi MoYemy-To B OCHOBHOM
npuMeHnUTeNnbHO K Kntaro 1 Poccnm. XoueTcs HafeAaTbCs, YTO HOBas BAaLLMHITOHCKasA
AAMVIHUCTPaLMSA He NPOAOIKUT CeA0BaThb Mo TOMY Xe nyTu. Ho cTonT in nocne Bcero
3TOro yAMBAATLCA Pa3roBopaM O BOVHE, My1pe 1 B KOHEUHOM cyeTe rmbpuaHOoN Aunio-
Matum?

C.M.: Xyzgol Mup nyylle fo6poit ccopbl. B 3TOM KOHTEKCTe MOXHO BCMOMHUTb
n cnoBa H. MakraBennu o TOM, UTO BOWHbI He/b3s 136exaTb, HO MOXHO NLWb OT-
CPOYUNTL K BbIroge NPOTUBHUKA, U GOPMYNy MUPHOro coxmTensctea B.W. JleHunHa,
n MbiCib P. ApOoHa 0 congaTe v AMMNOMaTe Kak OCHOBHbIX CMEHSOLLMX APYr Apyra
AEeNCTBYIOLLMX MLLAX MUPOBOW MOAUTUKN. [Tpy 3TOM HEKOTOpble aBTOPbI MPUAEPXKU-
BatOTCA MHEHMSA O TOM, YTO paHbLUe rpaHb MeXAy 3TUMU NPOSBAEHUAMY BHELLHENR
NONNTUKK BblNa 6onee ABHOW, a AUNAOMATUSA A0 TOro, Kak K Her NoAKIHYNANCE HO-
Bble HErocyAapCTBeHHble akTopbl, - 6onee adpdekTBHONM. CornacHbl M Bbl ¢ Taknm
yTBEPXAEHVEM?

P.P.: PaccyxgeHusi 0 TOM, YTO paHbLLe BCe 6b1/10 NPOLLE, MOHATHEE U1, CTao 6bITb,
B YeM-TO JlyYLlie, Ha MOW B3ra4, MPUHLMANANbLHO HernpremMaeMsl. Bo Bpemsi Bropoii
MUPOBOW BOWMHbI, KOrga conAaTel rmban MUAINOHaMK, a Kpematopum OcBeHLMMa 1
ByxeHBanbga paboTanu Ha MOAHYH MOLLHOCTb, FPaHb MeXAy A0OPOM 1 310M, MeXAy
MVPOM W BOWHOW Bblia 4eTKOM 1 ABHOW. Bce Bbl10 MOHSATHO, HO 3Ta OCO3HaBaemas
BCEMW PeanbHOCTb Bblia NponmMTaHa yxacoMm. Mmccma AunaomMaTtum COCTOUT B TOM,
YTOObI Takas TpareAns HUKOrAa He NOBTOPUNACh.

Kak mokasana mpakTuka, rnepej AMLOM Yrpo3 1 Bbi30BOB CErOAHSALLHEro AHs
YCUNWIA TONBKO KNAacCUYeCcKmX AUMNJIOMAaToB, T. €. COTPYAHNKOB rocyAapCTBEHHbIX Op-
raHOB BHELUHVX CHOLUEHW, HeAOCTaTOYHO, UTObbl 1n3bexaTb KaTtacTpodbl. [aHHoe
06CTOSITeNLCTBO B 3BECTHOW CTerneHu 06yC/IoBANBAET W1, €CAN YIOAHO, NermTUMUPY-
eT pasBuUTMe TaK Ha3blBAEMOW OBLLLEeCTBEHHOW, FPaXAaHCKOW, HapOAHO AnMnioMaTnn
(MpY XenaHmm CUHOHVMWYHbBIA PSAL MOXHO MPOAO/KUTE). B ponn yyacTHUKOB An-
naoMaTUYeCcKX MPOLLeCCOB, BCe Yallle CTaHOBALLMXCA CybbeKkTamu MeXAyHapOaHbIX
KOHTaKTOB, BbICTYMatOT HOBblE NHCTUTYTbI, KOHCONMNAMPYIOLLME NHTEPECh Pa3/INUYHbIX
couManbHbIX FPYMM: 4eN0BOro, akajeMmyeckoro coobLLecTBa, PeIMrMo3HbIX 0bbean-
HEHWI, HaKOHeLl, YaCTHbIX nL,. B XXI B. 3dpdekTBHO 60pOTHCSA 3@ MUP MOXHO TONBKO
BCEM «MUPOM», T. €. POAOM YesioBevecknM. Takas yCTaHOBKa HaXoANUT OTPaXKeHue He
TOMBKO B TPyAax nccnefosaTtenier, HO 1 B CTpaTernyecknx JOKyMeHTax, onpesensto-
LWMX MOANTUKY, B YaCTHOCTW, B AelcTBytoLlel KoHuenumy BHeLWHel NoanTukmn P®2,
Taknm 06pa3oM B MUPOTBOPUECKYHO AeATeNbHOCTb akTUBHO BOB/IEKAETCA LUNPOKUIA
CAeKTp MPOTaroHUCTOB, a 60V NHANBWZ CTAHOBUTCA HE TO/IbKO «CanneHCOM», HO 1,
Bblpaxascb ¢urypansHo, homo diplomaticus.

1 Cristopher Walker, and Jessica Ludwig, “The Meaning of Sharp Power. How Authoritarian States Project Influence,” Foreign Affairs,
November 16, 2017, accessed February 10, 2021, https://www.foreignaffairs.com/articles/china/2017-11-16/meaning-sharp-
power.

2 KoHuenuua BHellHel NoauTukn Poccuiickoli ®eaepaumn. YTeepxaeHa MpesungeHTtom Poccuiickoli ®egepauum B.B. MyTuHbIM
30 HosA6ps 2016 roga // MUA P®. 1 aekabpsi 2016. [DnekTpoHHbI pecypc]. URL: https://www.mid.ru/foreign_policy/news/-/asset_
publisher/cKNonkJE02Bw/content/id/2542248 (pata obpalyeHus: 10.03.2021).
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Be3ycnoBHO, MO HEKOTOPbLIM BOMPOCaM Kaaccuyeckme N Aaxe CekpeTHble Au-
njaomaTmyeckme rneperoBopbl CNOCOOHbI JaTb 6ONbLLUNY pe3ynbTaT, Yem BCeobLN
MO3roBoV WTypM. OfHako 0603HaYeHHble yNpoLLeHe 1 JeMOoKpaTM3aLns Aunaoma-
TN - 06BbEKTMBHbIE MpoLecchl. Mo cyTu, 3TO U NpeacTaBaseT cobol modus vivendi
CTaporo 1 HOBOTO, CUCTEMHOIO 1 HECUCTEMHOTO. MOMbITKA MPOTUBOCTOATL My — Kak
C OZAHOW, TaK N C APYron CTOPOHbI — HecyT B cebe pUCKN pagmkanmsaLmm cooTeeT-
CTBYIOLLMX FPYMn MHTEPeCoB.

C.M.: To, 4To AgMNAoMaTKA 3a MUP, MPO MUP, O MUPE, U B Hee BOBJIeKaeTCs BCe
6osibLlee YnCo NroAeln 406por BOANU, Mbl YACHUAW. HO BCe-Taku, ecnn unuTmpoBaTtb
KMaccrka, «Bbl3biBaeT aHTMpPeC Ball TeXHU4Yecknin nporpecc». O6LLen3BecTHO, YTo
HapsAdy C pa3BUTUEM BbICOKUX TEXHOMOMMIN OH BbICTYyMaeT 3HauYMMbIM GakTOPOM Co-
BPEeMEHHbIX MeXAYHapOAHbIX OTHOLLUEeHUA. ITO HeOAHOKPAaTHO aHaaM3npoBanochb
skcneptamu. OfHaKo KakuM 06pas3oM gaHHble GakTopbl BANSIOT MMEHHO Ha AWUMJIO-
MaTnyeckme NpakTnKM B MPSAMOM U Y3KOM 3HAUYEHWUW 3TOTO MOHATNSA?

P.P.: Bo3bmeM MpoOCTOi, HO, C MOEI TOUKW 3peHKUs, BaXHbI npumMep. B ctatbe
36, NyHKTe 2 BEHCKOM KOHBEHLUMW O AUNAOMATUYeCcKnX CHoleHumsax 1961 r. ckasaHo,
UTO «JIUYHBIV 6arax AMNAOMaTUYECKOro areHTa 0CBO6OXAaeTCsa OT AOCMOTPA, ecn
HeT cepbe3HbIX OCHOBAHWI NpeAnosiaraTb, YTO OH COAEPXUT <3anpeLleHHble> npea-
MeTbl ...». [lanee Ta e CTaTbs [N1acuT, YTO eC/IN BCe-TaKM MOJ03PEHMNSA eCTb, TO «TaKoW
AOCMOTP JO/IKEH MPOU3BOAUTLCS TOLKO B MPUCYTCTBUN ANMNIOMATNYECKOro areHTa
NAN ero yNnonHOMOYEHHOTo npeacTaBmuTens»’.

Korga KoHBeHUMA nucanacb W patnduumpoBanacb, 0COBbIX CAOXHOCTElN
B TEXHWYECKOV TPaKTOBKe 3TOro MoJIOXeHUs He BO3HMKkano. Celvac xe, korga
Ha roCyAapCTBEHHbIX FPaHMLAx B YCIOBMAX MEPMaHEeHTHOW TeppopuUCTUYECKOW
Yrpo3bl MPUMEHSAITCA pa3inyHble KOHTPOAMPYHOLLME YCTPOMCTBA — OT MeTanioje-
TEKTOPOB N PEHTreHOBCKNX CKaHepOoB /0 TeMnJI0BM30POB U eLle 60/1ee BbICOKUX Tex-
HOMOININ — BCTaeT 3aKOHOMEPHbII BOMPOC O TOM, ABASETCA X UX MCMOAb30BaHMe No
YMOJTYaHWIO HapyLUeHNeM NYHOIo MMYHUTeTa gunaomaTta uan Het. [MpoLle roso-
PS, UMEeT N1 NPaBo COTPYAHMK CNY>X6bl 6€30MacHOCT a3ponopTa UK NOrpaHUYHO
CNyX6bl MONPOCUTL HOCUTENS AUMIOMATUYEeCKOro macrnopra MPOMTY Yepe3 pamky
MeTasoncKkaTens 1 NpoBepuTb ero barax MHTpockornoM. Cpasy ckaxy, UTo cam, He
nMes cneumanbHOro PUANYECcKoro 0bpasoBaHms, HEOAHOKPATHO 3ajaBa 3TOT BO-
npocC 3KcnepTaM Mo MeXAyHapoAHOMY Mpasy, Kak OTeyeCTBEHHbIM, TaK 1 3apybex-
HbIM. OfHO3HAYHOrO OTBETa He MOJTyYUI: MHEHUS PaCXOAATCS.

To e OTHOCUTCA N K MPUCYTCTBUIO AMMIOMATUYECKOro areHTa Uan ero rnojaHo-
MOYHOTO NMpeACTaBUTENA B Cydae, eCnn JOCMOTP BCe Xe byzeT MeTb MecTo. Jo/IKHO
NV NPUCYTCTBUE 06513aTeNlbHO ObITb PU3NYECKMM WA MOXET 6biTb BblOpaHa onuus
BMPTYaNbHOrO (OHNAWH, HaNpUMep, B pexunMe BUAeOCBA3N) NPUCYTCTBUA. Bonpoc oT-
KpbITbIA. [TOpAAOK perynnpoBaHnsa NOA06HbBIX CUTyaUMii Ha 3aKOHOAaTe/IbHOM YPOB-
He Moka 4To He onpejeneH.

PasBvBas Temy, BCMOMHUM CTaTbto 22 TOW KOHBEHLUMYW, 3aKpennstoLLyto
HeNPMKOCHOBEHHOCTb MOMELLEeHN AUMNIOMAaTUYeCKoro npeacTaBUTeNbCTBa. A Kak

1 BeHCKas KOHBEHUMA O AWnJoMaTMyeckMx cHoweHusax. MpuHata 18 anpens 1961 roga // OOH. [9neKTPOHHBIN pecypc].
URL: https://www.un.org/ru/documents/decl_conv/conventions/dip_rel.shtml (gaTa o6paLueHus 10.02.2021).
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6bITb C LNPPOBLIM CErMEHTOM ero MPUCYTCTBUSA B CTPpaHe NMpebbiBaHUS? Y Kaxaoro
POCCUIACKOTO U Y BONbLUMHCTBA MHOCTPAHHbIX 3arpaHyypexzaeHunii ectb akkayHThbl
B COLMabHbIX CeTAX. OTO 3PPeKTUBHbLIN KaHal MeANNHON MOANTUKN, UHCTPYMEHT,
npy MOMOLLM KOTOPOro ocyLLecTBAAeTC MHGOPMALMOHHO-pa3bsACcHUTeNbHas pabo-
Ta B KayecTBe OAHOWN 13 GYHKLMIA MOCONBCTBA B COOTBETCTBUM CO CTaTbel 3 Ha3BaH-
HOro JOKyMeHTa.

N Tem He meHee, couManbHble ceTu (OT yXe TPaguLMOHHOIo Facebook [0 HOBO-
MOZHOro TikTok) 1 NHble pecypcbl (XOCTUHIN, 06AayYHble XPaHWIULLA AAHHBIX U NpO-
yee) MOAUVHAIOTCA He BAACTAM roCyAapcTBa MpebbiBaHUA WM aKKPeAUTYHOLLEro
rocyfapcTBa, a YaCTHbIM KopropaunsiM. HejaBHUIA pe3oHaHCHbIN ckaHgan ¢ 610Ku-
POBKOV akkayHToB /[l. Tpamna - nepBas nactoyka. B ganbHerilem ¢ Taknm siB/ieHeM
BMOJIHE MOTYT CTONIKHYTbCA U, CKOpee BCero, byayT CTankmBaTbCa AUnaoMaTnyeckme
OopraHbl.

CTpaterns 1 TakTuKa NpoTUBOAENCTBMA NOZO6HBIM MepaM He Tak MpocTa, Kak
MOXeT MOKa3aTbCs Ha MepBblil B354, XOTA C Yero HaumHaTb — MOHATHO: C O6HOB-
NeHust 3aKoHoZaTeNlbHOM 6a3bl 1 yyeTa B Heli HOBEeMLNX peanuii AUNnaoMaTnyeckom
paboTbl. O6paTnTe BHMMAaHMe, YTO A FTOBOPWJI Celivac O CTaTbAX TONbLKO O4HOrOo, Npwn
3TOM KJIHO4E€BOro HOPMAaTMBHOIO AOKYMeHTa MeXZAYHapOoAHOro AnMaoMaTnyeckoro
npasa.

C.M.: [a, VHXeHepbI-TEXHONOT, CYAA MO BCEMY, OMepexaroT HPUCTOB-MeXay-
HapOAHVKOB. B pe3ynbTaTe KOAIM3MWM Hannuo. HO mpeAnpuHMMAlOTCA UAn npea-
MNPUHATBI yXKe Kakne-nnbo KOHKPeTHble LWarM no 4acTUYHOMY YCTPaHeHUO TaKmx
KONNN3WI — B YaCTHOCTW, POCCUNCKNM BHELLHENOANTUYECKUM BELOMCTBOM U Mpo-
beccnmoHanbHbIM AUNIOMATUYEeCKM CO0BLLLECTBOM?

P.P.: Pasymeetcq. Ha MHCTUTYyLOHaNbHOM ypoBHe B KOHUe 2019 1. B M Poccun
6bl1 HakoHeL, co3gaH [lenapTaMeHT MeXZAyHapoAHOoW MHbopMaumoHHon 6e3sonac-
HocTu (AMWB). Ero Bo3rnaeasieT onbITHbIN AnnaoMaT-npakTuk A. KpyTckumx, Hapagy ¢
3TVM PYKOBOAALLMIA MPpoduabHbIM LieHTpom B MITVIMO. 3To HanpasneHue, no-Moemy,
OAHO 13 Hanbosnee nMepcrnekTUBHbLIX NPUMEHUTEIBHO K COBPEMEHHOI AnnioMaTu-
yeckor rnosecTke. VIMEHHO OT TOro, HackoAbKO 6bICTPO N 3PPeKTUBHO AMMNIOMATHI
Hay4aTCs B3aMMOAeNCTBOBaTb APYr C APYroMm B LMGPOBON cpese, BO MHOIOM byaeT
3aBUCETb MeXJYHapOoAHOe COTPYAHWNYECTBO B Pa3INUHbIX chepax: OT KOMNeKTUB-
HOV 6€30MacHOCTN A0 KOHTAKTOB B 061aCTV HAayKW U TEXHONOMMIA, BKAOYAsA BOMPO-
Cbl 34paBOOXpaHeHs (Hanbonee akTyanbHbIA HblHE TPEK — BaKLWHbI), MeperoBopoB
no KAnMaTy 1 npoyee.

BaXkHyto posib, KaK yXe roBopul, 34eCb UrpatoT BONpPOCkl kKnbepbesonacHocTn. Bo
BpeMs KapaHTUHOB MPOLL/IOro rofa, NoBaeKkWmX 3a cobol nepexos Ha ANCTaHLNOH-
Hble GOpPMbl PpaboTbl, MHOMME YyY4aCTHUKN OHNANH-KOHbEepeHLMA, BKAKOYas AMMNI0Ma-
TOB, CTO/IKHY/INCb C TakM B6aHa/IbHbIM ABAeHNEM, KaK MOAKIFYEHME K HUM He3BaHbIX
rocteit. beiny NpeueseHTbl NOAO6GHBIX «BU3UTOB» U Ha BbICOKOM YPOBHE — CKaXKeM, BO
BpeMs neperoBopoB MUHUCTPOB 060poHbl EC B Hos6pe 2020 r.' B nocnegHem cny-
yae peuyb, CyAd MO BCEMY, LA O NPUMUTUBHOM HeA0CMOTpPe CO CTOPOHbI OAHOTO U3

1 K cekpeTHOMy COBeLLaHNio MUHUCTPOB 060poHbl EC noakatounncsa vyxak // Bectn. 20 Hoabps 2020. [9neKTPOHHbIN pecypc].
URL: https://www.vesti.ru/article/2488505 (gaTa obpalieHums 10.02.2021).
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YYaCTHNKOB COBpaHus, B pesy/ibTaTe KOTOPOro JIt060MbITHOMY XyPHaNNCTY YAaN0Ch
nogobpatb Naposb. OfHAKO 3HAMEHUTbIE XaKepbl, MPUYEM He TONbKO PYCCKune, ToXe
He agpemtoT. [To3TOMy KMbepbe30nacHOCTb 3aHNUMaeT BCe H6osiee BbICOKME MO3MLUN
B CMMCKe NPUOPUTETOB.

C.M.: B ycnosuax npofonxaroLllericd naHAeMuUn Takme 3HaudMMble MeXayHa-
poZHble cObbITUA, Kak 75-a ceccusa MeHaccambnen OOH m [laBocckuii popym 2021 r.
MPOLLAV B peXMMe OHMaiH. B cBA3M € 3TUM, AOMYCTUMO NN Ha TeKyLLieM 3Tane jaBaTb
npegsapuTe/bHble OLLEHKW BVAHWA NaHAEMUN Ha AUMNJIOMATUIO, 1 eCNv A, TO Kako-
Bbl OHV MOryT 6bITb? B CBeTe TOro, YTO NaHAeMms 0bHaxmnaa MHorme cabble CTOPOHbI
MeXZyHapOAHOro B3aMMOJAENCTBISA, yMeCTHO /I TOBOPUTb O Heli Kak 0 CBOero poja
NCTOPUYECKOM BOZOpasjene ¢ AuUnaomaTtrein npe- n nocT-?

P.P.: MNaHazemus KopoHaBupyca BbICTyMWla MOLLHbLIM KaTanan3aTopoM npoLec-
COB, KOTOpPble HabMAaNnCb B 3TOM 061aCTN 1 paHee, O4HAKO NMpoTeKanu mMea/eH-
Hee. TOT Xe nepexo Ha OHMalH - BNAOTb A0 OTKPbLITUA BUPTYaSbHbIX AUNJIOMATU-
YecKMX NPeACTaBUTENbCTB - YXXe HAaXOAW/ He TO/IbKO MPUMeHeHMe, HO 1 onncaHmne
B CneumnannsnpoBaHHolm nutepatype. Cpean npo4yero, B
paboTax T. 30HOBO'.

MpoCcTO paHblUue MHHOBAUWW Bbi3biBaAnN WHTepec

He ckasai 6bl,

4To HaHJAeMud, NPevMyLLLECTBEHHO Y CMeLUancToB, B TO BPEMS KaK LLUW-
HECMOTPA Ha CBOIO pokas ny6auka, ecim U y3HaBana 0 YeM-TO MOJO6HOM,
6ecnpeueﬂeHTﬂoch, BOCMPWHMMANa 3TO Kak 3K30TNKY. B HbIHELLHWX YyCN0BU-
MPUBHEC/IA YTO-TO AX 3@ BPEMEHHbIM OTCYTCTBMEM TPAAULMOHHbIX anbTep-

HaTUB Aaxe Hambosee KOHCePBATUBHbIE VI KPUTUYECKN
HaCTpPOeHHble K HOBLUECTBAM YYaCTHUKW AUMAOMATU-
4YeckMX MpoLLeCcCOB BOel-HeBOJIE ObiNN BbIHYXAEHb

NPUHLMIHATIBHO HOBOE
B MeK/IYHaPO/IHbIe

OTHOWICHHA 06paTUTb Ha HUX BHUMaHWe.
11, COOTBETCTBEHHO, Te, KTO 11 paHbLLe MMes CKIOHHOCTb K LMdpoBM3aLmn,
B JIUTUIOMATHIO. MPOAO/IXUNN ABUraTbCA B COOTBETCTBYHOLLEM Hanpasne-

HWW, B N3BECTHOWN Mepe BOCMO/b30BaBLUMCL CTOXMBLUEN-
ca cMTyaumen. B pesynbTate yBeAnumnaca paspblB TEXHONOTMYECKN MPOABUHYTBIX U,
eC/IM MOXHO TaK BblpPa3nTbCA, HECKO/IbKO OTCTAOLWMX VAW 3ana3jblBalOLWLnX B 3TOM
OTHOLIeHWW. B faHHOM nnaHe AnnaomMaTtns efBa N OTIMYAeTCA OT NH0ObIX APYrmX
chep.

YTto KacaeTcs CLueHapuneB pasBUTUA N TpaHCCIDOpMaLI,I/IVI ANNaoMaTn4yeCkKnXx CUCTem
nocsie 3aBepLUeHns NaHAEeMNK, C YBEPEHHOCTbHO MOXHO CKa3aTb OAHO: MOJHOCTbIO
K JOKPU3MCHOMY COCTOSIHIIO OHW YXXe He BepHYTCA. [onarato, o4HaKo, YTo HEKOTOpbIe
HOBLUECTBa, NpmBHECEHHbIE B 2020 r. B annaomMatnyeckme npakTnkn, COXPaHATCA,
AaXe Korga B HUX yXe He byaeT CTo/lb OCTPOM, Kak ceriyac, HeobxoammocTtu. B yacT-
HOCTW, undpoBLIE Ciebl. YK CNLLKOM H60/bLLYH0 3KOHOMUIO PECYpCOB AaeT TOo, UTO
yXe C NIerkol NoAaun >XypPHaIMCTCKOro coobLecTBa OKPeCcTUIv «3yMMIOMaTUEen»2,
Tak UTO He UCKNHOYEHO, YTO U 34eCb Mbl B KOHEYHOM UTOre MpUAEM K OYepesHOMY

rmépuay.

1 3oHosa, T.B. AunnomaTusa: mogenu, GopMmbl, MeToabl. - M.: AcnekT-Mpecc, 2018. - 350 c.
2 Daniel Shapiro, and Daniel Rakov, “Will Zoomplomacy Last?" Foreign Policy, May 18, 2020, accessed February 10, 2021, https://
foreignpolicy.com/2020/05/18/will-zoomplomacy-last/.
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C.M.: bnarogapto Bac 3a 0603HaueHHbIN NporHo3. 1 Hanocnefok Bonpoc o dak-
TOpe NNYHOCTU B ANMNAOMATUN. ECTb MHEHME, YTO OH YXXe He UrPpaeT NpexHen poau.
WHaue rosops, Annaomatis 06e3nM4mMBaeTCcs, YeMy Kak pa3 CcnocobCcTByrT Lndpo-
Bble MAaTPOPMbl, MeCTaM MO3BOASAOLLME ByaIMpOBaTb UAEHTUYHOCTb, MecTamu t
BOBCE rapaHTMpytoLLMe aHOHUMHOCTb. byaeT an B HOBOV LM$pOBOIA Cpese MecTo Be-
JIVKAM Y APKUM gnnioMaTtam?

P.P.: llymato, yto 6ygeT. Mbl MHOMAa CO CTyAeHTaMW MPOBOAUM YMNPaXHEHUs-
Nrpbl: ckaxeMm, BeHcknin KoHrpecc 1814-1815 rr. B yate. /I 3a6aBHO, 1 AnaaKTUYe-
cku nonesHo. C aBaTapkamu 1 NpoYen aTpubyTUKON, N3 KOTOPOW OHW MOTOM AenatoT
MeMbl U «4eMOTMBaTOPbI». TaNaHT, Kak N3BeCTHO, 6eCCMbICIEHHO CUMYNPOBaTh, HO
1 CNOXHO CcKpblBaTb. [03TOMY B LdpOoBOI Cpefie OH cebs 0ba3aTeIbHO MPOABUT.

Kak TakoBoW ¢pakTop IMYHOCT B ANMIOMATUN BCErfa NUrpan BaxHyr ponb. Jo-
CTaTOYHO BCMOMHUTB AeNCTBUS pycckoro nocsa B JlToHgoHe C. BopoHL0Ba, KOTopble
dakTMYeckn No3BONAN NPeSOTBPaTUTEL 06LLLEEeBPONEeNnCcKy0 BOMHY HakaHyHe BTOPO-
ro pasgena lMonbwwn. ian ncrtopryeckmne AoCTyxXeHnMn KHA3a A. fopyakoBa, BepHyB-
wero Poccum npaBo fgepXaTb BOeHHbIM $10T B YepHOM Mope. [0BOpSt O COBLITUAX
yxe XX B., Henb3a 0601TK cTopoHoi Bknag nocna CCCP B CLLUA A. lobpbIHMHA B Bbl-
BOJ aMepUKaHCKNX pakeT C Tepputopumn Typummn, a TakxKe B LieJIOM B yperyanpoBaHue
Kapnbckoro kpu3uca.

OTW AesATenun cnyxat OpueHTpamMu 415 COBPEMEHHbIX AUMIOMATOB, PaBHO Kak 1
419 CTYZ@HTOB, KOTOPbIX Mbl 06y4YaeM 1 KOTopble B Ad/IbHelLLeM XOTAT MonpoboBaTh
ce6s1 Ha 3TOM nonpuLle. B nydline cBOM MUHYTBI HEKOTOPbIE M3 HAC OLLYyLLAIT cebs
6yATO Obl VX CYMMOW — HO BCerfa MeHbLUel, YeM Nt60I N3 HUX B OTAeNbHOCTU. Kak
NO6AT MOBTOPATh LUKO/IbHbIE YUUTENS, UCTOPUS He 3HaeT coc/laraTeNbHOro Hak/oHe-
HusA. OfHaKO ecnn NpeacTaBUTb cebe anbTePHATUBHYI PeanbHOCTb, AYMaeTcs, YTo
KaXAblA N3 Ha3BaHHbIX N MHOMVX APYrnX BblAAOLMXCA AUMNIOMATOB 6bIn Obl, CKOpee
BCEro, He MeHee ycreLleH B MeperoBopax B L$poOBOM NPOCTPAHCTBE, YEM B POCKOLL-
HbIX 3anax, r4e NPOBOANINCL XMBble KOHepeHLNN 1 peLlannce cyabbbl Mupa.

oraadoLuy
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Konuenrryanusanus crpareruu
CILIA B Texnomoruueckori
BoiiHe npotus KHP:
HKOHOMUKA, MOJIUTUKA,
TEeXHOHAIIMOHATA3M

MeaH Bnagumuposuy laHunuH

https://doi.org/10.46272/2587-8476-2020-11-4-21-38

AHHOTAL WA

B paboTe aHann3mpyeTcs Tak HasblBaeMasi aMepurkaHo-KUTalckas TexHonornyeckas BoiHa 2017-
2020 rr. B chpepe npopbIBHbLIX LUPPOBBLIX TEXHONOTNIA, ee NCTOKK, GaKTopbl U MHble acnekTbl
C aKLLeHTOM Ha paccMOTpeHMe aMepUKaHCKO CTpaTerny No orpaHNYeHNIo BO3MOXHOCTEN
TexHonornyeckoro passutua KHP. Lienbto nccnefoBaHns sBnseTca KOHLeNTyanmsaums
aMepUKaHCKO cTpaTerny TeXHOMOrMYecko BOHbI, @ TakKKe OLleHKa XxapakTepa 1 nepcnekTns
TexHonorn4eckmx KoH$MkTos. CTaTes NpeACTaBaseT cOb0it nccnejoBaHme C NCMONb30BaHNEM
KOMMapaT1BHOrO, NCTOPUNYECKOrO NMOAXOAOB 1 31EMEHTOB CUCTEMHOIO S3KOHOMNYECKOro aHanunsa,
OTAeNIbHbIX 3/1eMEHTOB HEOPEAINCTCKMX N KOHCTPYKTUBUCTCKMX MOAXOA0B. Ha OCHOBe 13yyeHns
KNHOYEBbIX ApaliBepOB TEXHONOrMUECKOol BOVHbI (MpUMeHUTeNbHO K no3uummn CLUA), a Takke
CPaBHUTENBHO-MCTOPUYECKOro aHaNmn3a HabNtogaeMblx MPOLLECCOB U MPUMEHSAEMbIX MHCTPYMEHTOB
60pb6bI 33 TEXHONOTNYECKOe NNAEPCTBO CAeNaH BblBOJ O TOM, YTO TEXHONOMMYECKNA KOHPANKT
ABNAETCA HOBbIM GEHOMEHOM, onpejenseMbiM B TOM Yucie cneunpukon LdpoBbIX TEXHONOTUA
N SKOHOMWNYEeCKMMUN N3MeHeHNAMK nociegHnX AGCFITI/IHQTVIVI, HO COXPaHAKLMM eCTECTBEHHYHO
npeemMcTBEHHOCTb MO OTHOLLEHWIO K FreONOANTUYECKM U SKOHOMUYECKUM KOHGIMKTaM NPOLLAOro
1 K CYLLLeCTBYHOLLM CTPATErvsiM 1 MHCTpyMeHTaputo. C y4eToM 0CobeHHOCTel i HOBOro KOHGIVKTA
1 L $POBbIX TEXHONOMMIA CAeNaH BbIBOZ O BO3MOXHOCTM OMUCaHNA aMepPUKaHCKOA MONNTUKN
B paMKax CKOPPeKTUPOBAHHOM BepCMM KOHLIEMLMI HEOTEXHOHALIMOHaNM3ma (ykpenneHue
HaLMOHaNbHOro TeXHOMOrMYEeCKOro NoTeHLMana n cyBepeHunTeTa mocpeAcTBOM rnobanbHbIX
3KOHOMMNYECKMX MHCTPYMEHTOB). OTMeYeHO, YTO B YCI0BUAX LMPPOBOM peBOOLIMM 1 NP
aHanunse CTONKHOBEHNS CBepXAepP>KaB 3Ta KOHLeNums npeAnonaraeT JOCTUXEHWe Liefein Yyepes
obecneyeHue npedepeHLManbHOro AocTyna K Takvm cneLlnpryeckm pecypcam pasButus, Kak
rnobasnbHblii YenoBeyveckni Kanutan 1 6onbLUMe NepBrUYHbIe JaHHbIE, YOPMUPOBAHME CUCTEM
CTaHAapTOB W npou. B 3akntoveHnn otmedaeTcs, uto ctpatervia CLUA npwn [. Tpamne, nprisejLuas
K bonee XecTKoMy aMepuKaHCKOMY Kypcy B TexHonorn4eckoii BoHe ¢ KHP, onpegensnace
He TO/IbKO IMYHOCTHBIMW XapakTepPUCTUKamMu npesngeHTa, Ho 1 06bEKTUBHbLIMY 06CTOATENLCTBAMMU.
B uacTHOCTW, HEOBXOAMMOCTLIO C/IOMa CTapbIX He3GPeKTUBHBLIX NPAKTUK AN GOPMMPOBAHNSA HOBbIX
peLLeHNiA 1 NOAXOA0B. ABTOP NMPUXOAUT K BbIBOAY O TOM, UTO B nepcnekTuse CLUA caenatoT akLeHT
Ha BbICTPaMBaHNV TEXHO3KOHOMUYECKIMX PEXMMOB Kak 60/1ee CUCTEMHOI cTpaTerny peannsauum
TEXHOOrMYeckoro KOHGAVKTa B aAaNTUPOBaHHOW HEOTEXHOHALIMOHANNCTNYECKOM oruKe.

K/TIOYEBBIE CJTOBA

nepedossle yuppossie mexHon02uu, caHkyuu, CLLUA, Kumadl, mexHoOHayuoHaAU3M
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BbicTpoe ycuneHne Hay4yHOW, MHHOBALMOHHOM, NMPOMBbILLIEHHO-TEXHOI0rnYec-
KO 1 BOEHHO-TexHUYeckor Mo KHP B 2010-x rr. npBeno K pocTy 06ecnokoeH-
HocTn CLUA, CTpeMUBLUMXCA COXPaHUTb CBOE 3KOHOMUYecKoe W rnobanbHoe nu-
AepCTBO, CHU3UTL YLep6, CBA3AHHbIN C yTeYKON MPOU3BOACTB N TexHosormin B KHP
1 pacTyLLMM TOProBbIM ArcbanaHcoM. Kak cneacteume, ¢ Hadana 2010-x rr. BalwmHrroH
cTan npeanpuvHMMaTh Bce bosiee cucTeMHble Mepbl No ANpuHyXAeHnto KHP k oTkasy
OT TPAANLMOHHbBIX GOPM MPOMBILLNEHHON MNOAUTUKA N NPOTEKUMOHM3MA, 3aliuTe
NHTennekTyanbHoM cobctBeHHOCTN CLUA 1 - unpe - orpaHUYeHnto AOCTyna KuUTam-
CKWX KOMMaHWIN K aMepUKaHCKM TEXHOIOMNAM U TEXHONOTMYECKMM akTUBaM (B TOM
yncie Yepes NPOTUBOAENCTBME MPaKTUKe MPUHYXAEHUA K TpaHChepy TEXHONOrniA
n Hoy-xay)'. ObecrnokoeHHocTb CLUA 1 nx gasnenuve Ha KHP ycunnamce B pesynbTa-
Te YCnexoB KUTANCKOro TEXHONOMMYECKOro CeKTopa 1 NpoakTUBHOM MHHOBALWOHHO-
TEXHONOrMYeCKoM NOAUTUKN, B TOM Yncie nporpammel Made in China 2025 (c 2015),
BbI3BaBLUeN 60bLI0N pe3oHaHC B CLUA.,

C npuxogoM B benbli gom agMmuHucTpaumm [. Tpamna noamTmka 3KoOHOMUYe-
CKOro caepXmBaHusa Kutas nepeLusa Ha NPUHLMANANbLHO HOBbIY ypoBeHb. C 2018 T.
MeXAy ABYMSA CTPaHaMM Havanacb HacToSALLAA TOProBas BOMHAZ.

Ocobyto posib B 3TOM 3KOHOMUYECKOM KOHPNKTE UIPatoT BbICOKME TEXHONOMN,
npexge Bcero unpposble. B LeHTpe NpoTNBOCTOSHMA OKa3ancsa Lenblii pag nepcnek-
TUBHbIX (emerging) udpPOBbLIX TEXHONOTNI 1 peLUeHNiA: OT TeNeKOMMYHNKaLNOHHOro
obopyaoBaHUSA CTaHZapTa 5G 1 NCKYCCTBEHHOro MHTennekTa A0 OHAaMH-NNatGopm
n cepsucoB (TikTok, WeChat n npou.). B 2017-2018 rr. agMynHMUCTpaLma nocaesoBa-
TeJIbHO Pa3BrBana MepPOnpPUATUS MO OrPAHNYEH IO KUTANCKNX TEXHOIOMMYECKNX BO3-
MOXHOCTe 1 rnobasibHOMN 3KCNaHcuy B Lndposoit chepe?. MK akTUBHOCTY NpuLLen-
cst Ha 2019-2020 rr., Koraa 6b111 BBefeHbl Hanbonee xecTke Mepbl, YTO MO3BONIO
HeKoTOpbIM 0603peBaTeNsiM 1 aHaIMTUKaM rOBOPUTbL O TEXHOMIOTMYECKON BOVHe (Mo
aHanorny € TOproBbIMU BOMHaMN).

CyLecTBOBaNN Kak MMHVMYM TPU OCHOBHbIE FPYMMbl OrpaHuyveHnid. Bo-nepsbix,
Ha AOCTyn psja Hanbonee nepesoBbiX B HAYYHO-TEXHOMNOIMYECKOM OTHOLUEHUN K-
TaCKUX NpeAnpuaTnin B cdepe 3nekTpoHuKN (Huawei, ZTE, SMIC n ap.) K KNtoYeBbIM
TEXHOIOTUAM N TEXHUYECKNM peLleHnaM B chepe pa3paboTku 1 MPOon3BOACTBA nepe-
[OBbIX YNMOB, NHOV 31eKTPOHHOM NPOAYKUMN 1 obecneymBatoWmMM NporpaMMHbIM
peLleHnsaM. Bo-BTOpbIX, Ha JOCTYN KNTACKNX Cy6beKkTOB (KOMMAHWM, akajeMmnyecko-
ro CceKTopa, rocyapCTBEHHbIX CTPYKTYP) K 3HAHUAM 1 NPOPeCcCMOHanbHOMY pecypcy
CLLA - yepes orpaHn4eHnsa Ha akageMmnyeckme obMeHbl 1 HayUHO-06pa3oBaTeNbHYHO
Koomepauuto, Ha KUTanckme BeHUYpHble UHBECTULMN B amMepurKaHCKMe cTapTanbl
1N NpouY. B-TpeTbux, Ha JOCTYN TeXHONOTMYeCKnX cybbekToB KHP K amepurkaHCKoMy
PbIHKY (BMI0Tb A0 NPUHYAUTENBHOM 3aMeHbl TeN1eKOMMYHWKaLMOHHOro o6opyaoBsa-

1 Cm., Hanpuwmep: Steinbock 2018; Canuuknii, CemeHoBa 2019; Qin 2019; Mascitelli, Chung 2019; Chen et al. 2020; JlekctoTuHa
2020, 89; “U.S. weighs restricting Chinese investment in artificial intelligence,” Reuters, June 13, 2017, accessed November 25,
2020, https://www.reuters.com/article/us-usa-china-artificialintelligence/u-s-weighs-restricting-chinese-investment-in-artificial-
intelligence-idUSKBN19420X; Adam Segal, “When China Rules the Web,” Foreign Affairs, September/October 2018, accessed
November 25, 2020, https://www.foreignaffairs.com/articles/china/2018-08-13/when-china-rules-web; Torsten Riecke, “Resilience
and decoupling in the era of great power competition,” China Monitor, MERICS, August 20, 2020, accessed November 25, 2020,
https://merics.org/sites/default/files/2020-08/Merics_ChinaMonitor_PowerCompetition.pdf.

2 Steinbock 2018; Tpyw 2018; Evenett 2019a; Canvukuii, CemerHosa 2019; Chen et al. 2020; /lekctoTrHa 2020.

3 OcCHOBHbIE 3Tanbl U CO6LITUA TexHoNorn4Yeckoi BoHbl CLUA 1 KHP nsnoxeHsl B: Sun 2019; Chen et al. 2020; Evans 2020; AaHu-
NnH 2020.
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HUs Huawei n nonbITok 3anpeTa TikTok n WeChat), ameprkaHCKOMY BEHUYYPHOMY Kanu-
Tany N NHbIM NHBECTULIMOHHBLIM pecypcam (B TOM YMCae yXKecToueHe TpeboBaHUi K
NVNCTUHTY N MPUCYTCTBUIO HA aMePUKaHCKNX GOHAOBbLIX 61pxaXx).

YUnTbiBasg OrPOMHOE 3HaueHKe NepcnekTUBHbLIX LIMGPOBLIX TEXHONOTMIA AN 3KO-
HomuYeckoro pa3suTtua 1 CLUA, n KHP, a Takxxe fONrocpoYHbIl XapakTep aMepuKaHo-
KUTaCKMX NPOTUBOPEUNiA (B TOM YMC/ie B MHHOBALIMOHHOW 1 TEXHONOTrMYeckon cde-
pax) BO3HMKAeT HeCKObKO BaXHbIX MCCIeoBaTeNbCkx NpobaemM. B yactHoCTH, peyb
NAET O KOHLeNTyanmsauum HoBOM aMeprKaHCKOI CTpaTerny TeXHOI0rMYeckor BOMHBI,
BK/ItOYas aHa/IN3 ee K/KYeBbIX MOTVBOB 1 ApaiBepoB. NogobHas paboTta, MOMUMO
npo4yero, NO3BOAUT TaKXe OnpefeNvTb, ABNAETCA N AaHHbIM eHOMeH 3BoJoLmel
yXe CyLLeCTBYHOLLX MeXAYHaPOAHbIX MOAXOAO0B 1 MPOLLeCCOB, HOBLIM NePCneKkTUBHbIM
BUZOM MeXAYyHapOAHOro WM reornoanTNYeckoro / re03KOHOMMUYeCcKOoro nNpoTyBOCTOS-
HUA BEINKUX U PETUOHAJIbHBIX AePKaB WV XKe YHVKANbHbIM SBIeHNEM, XapaKTepHbIM
4191 KOHKPETHOrO MOMEHTA U / AV rpynbl NepcnekTUBHbBIX TEXHOIOTUIA.

O630p nuTepatypbl

CtaTbs npeAcTaBfseT cobol nccnefoBaHve C MCMOJIb30BaHWEM KOMMapaTue-
HOro, NCTOPMYECKOro MOAXOAOB N 3/1eMEeHTOB CUCTEMHOIO 3KOHOMMWYEeCKOro aHanu-
33, OTAe/IbHbIX 3/1eMEHTOB HEOPEaAINCTCKMX N KOHCTPYKTUBUCTCKUX MOAXoA0B. CBOJ,
Hay4YHbIX VI aHaNUTUYeCcKUX Ny6anKaLuuii, HeobXoAMMbIX A1A UCCefOBaHNS U KOH-
uentyanmsauymm ctpaterum CLLUA v ameprKaHO-KMTaCKOM TEXHOIOMYeCKOn BOWHbI,
NMeeT KOMMIEKCHbI XapakTep, CoeAnHsAs B cebe HeCKobKO pasNnyHbIX 6J10KOB n-
TepaTypbl: MO TOProBbIM BOVHAaM, CaHKLMAM, Pa3BUTLIO, @ Tak)Ke TEXHONOrMYeCKoMy
MNPOTMBOCTOAHIO.

N3yyeHme nuTepaTtypbl NO TOProBbIM BOMHAM, BK/IHOYas 1 TekyLlee NpoTUBOCTOSA-
Hue CLLUA n KHP, nmeeT 60/bLLIOE 3HaYeHMe A5 MOHMMaHWSA 06LLero KOHTeKCTa 3Toro
MPOTMBOCTOAHNS, €r0 OCHOBHbIX 3TaMOB U — LUMPEe — OCHOBHbIX MOTVBOB 3KOHOMMYe-
cKoro KoH$numkTa. CyLecTBytoLme paboTbl cocpeZoToHeHbl IN60 Ha aHann3e obLein
AVHAMVKM 1 MCTOKOB MPOTUBOCTOAHNA (MOAOGHBIM MOAXOA OCOBEHHO XapakTepeH
ANst pOCCUMCKMX PaboT'), MMbo (3apybexkHble Ny6aMKaLMM) Ha OLeHKe 1 MOAENNpPo-
BaHMN 3KOHOMMNYeCKNX 3$deKkToB A5 06emnx CTOPOH M APYriX NOJ06HbLIX BONPOCax?.
Takxe 6blaN PacCMOTPEHbI CMeXHble PaboThbl, CBA3aHHbIE C MPO61EeMaTUKON 3aLLMUThbI
PbIHKOB 1 FOCYAApCTBa, Pa3BUTUA U COMYTCTBYHOLLMX BOMPOCOB3.

CpaBHUTENBHO HebosibLLOe 4YMCAO TeopeTuyeckMx M obobuiatowmx pabot
MO CaHKLMAM - Mpexze BCero, TpyAbl Takux KnaccnkoB, kak I'.K. Xadbayap, Y. Kamndep
n A. JloBeHbepr* - BecbMa MHGOPMATMBHbI 4151 aHaM3a NOTVIKK, Lener, cTpaTernia
N «MeXaHNKM» CAHKLMOHHBIX MeponpusaTLY (B TOM YMC/Ie B TeXHONOrnYeckorm chepe),
YaCTUYHO - OTAENbHbIX MEXAYHaPOAHO-MOANTNYECKMX 1N TEONONNTUYECKNX aCMekTOB
TEXHOJIOTMYeCKNX CaHKLMIA. He MeHee BaXXHbl OHU 1 418 CMCTemMaTu3aumnmy MOTVBOB

1  Tpyw 2018; Evenett 2019a; Canuuknii, CemeHoBa 2019; lekctoTnHa 2020. B onpegeneHHoN cTeneHn 0630pHbIM MOXHO CUMTaThb,
Hanpumep, Aekabpbckunii Beinyck Jjournal of International Economic Law 3a 2019 .

2 Cwm., Hanpumep: Steinbock 2018; Li et al. 2020.

3 TouTu knaccuyveckme npumepbl NPUMEHUTENbHO K pasBMBalOWMMCS cTpaHam: 3nbsiHoB 2005; Wade 2018; k pa3BuTbiM —
Mazzucatto 2011; Wade 2014.

4 Kaempfer, Lowenberg 2007; Hufbauer et al. 2008; Hufbauer, Jung 2020.
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CaHKLUMIA: OT N3MEHeHUsa BHELUHeNoANTNYEeCKOro NoBeAeHNst PeXNMOB-«MULLEHeR»
ANA CaHKUMIM A0 aKLieHTa Ha OrpaHnYyeHun noTeHumana CTpaHbl-ONMoHeHTa U pe-
LEeHNS MEeXZAYHapPOAHbIX PenyTaLMOHHbIX YU BHYTPUNOANTUYECKMX 3ajay CTpaHbl-
NHVLMATOPA CaHKLMIA.

XoTS BbllLeyKasaHHble rpynnbl PaboT MMelT HemnocpeicTBeHHOEe OTHOLLEHUe
K PaMOYHbIM YCNOBUSIM N OTAE/NbHbBIM acrnekTaM TEXHOOrMYeCkon BOWHbI, B LIeIOM
OHV 06/13430T NHBLIM POKYCOM UCCAeA0BaHNSA N HAMPSMYIO He paccMaTpmBatoT HU
deHoMeH TexHOMOrn4ecknx KOHGNMKTOB per se, HU obycnaBauBaloLme nx CTpa-
Ternn. Mo TOW Xe MpUYMHE OHW B OCHOBHOM WTHOPUPYIOT CBA3KY reonoamtudye-
CKOW / MeXAYHapOAHO-MONNTUYECKON 1 3KOHOMUYECKON NpobaeMaTuky, a Takxe no-
NUTUYECKNX CTPaTernii 1 ANCKYPCOB, BaXHbIX 419 pacCMaTpMBaeMON TeMbl.

B cBA3M C 3TUM Hamu 6bin NPeAnpPUHAT 6onee LUMPOKUIA aHaNn3 nnuTepaTypsbl
N aHaNNTUYeCKNX MaTepmnanoB, BKIKOUas paboTbl Mo peHOMeHY TEXHOHALIMOHANN3Ma,
BCe 6onee 4acTo ynoM1MHaeMoro B CBA3M C aMepUKaHO-KUTANCKMM KOHGAMKTOM'. o
CyTW, peydb naeT 06 OCMbICIEHNM SKOHOMUYECKOM nNpobnemMaTnku (Hanpumep, npo-
TEeKUMOHV3Ma, BHELLUHEe OPUEHTMPOBAHHOMO Pa3BUTUSA) B TePMUHAX W NOrvKe CTpa-
Ternii BNACTHbIX M 3KOHOMWYECKUX 3AUT, MOTEHLMAN0B, YaCTUYHO MOAUTNYECKONA
ncmxonornn. JaHHele nccnefoBaHna NMET MEXANCUMMIMHAPHBIA XapakTep (noau-
TONOMNSt C 31eMeHTaMM 3KOHOMMNYECKNX MeTOAOB), OAHAKO MO HeKOTOPbIM aKLeHTaM
npeAnaraemMbii NOAX04 MakKCMManbHO BAM30K K MeXAyHapOAHbIM MUCCAeA0BaHUAM,
0COb6eHHO HeopeannsMmy. [onesHbIMM 0KasbIBAKOTCA 1 My6AnKaLUKW, aHannsnpyoLme
npobemaTKy CeKbIOPUTU3aLMM TEXHONOTNI — CAMOCTOATE/IbHOrO HanpaBAeHNs 1C-
cnefoBaHui, fe-pakTo, 04HAKO, CBA3aHHOMO C BOMPOCaMM CaHKLMY, FeONOANTUYECKMX
N TOProBbIX NPOTMBOPeYMniA. B COBOKYMHOCTV 3TV ABe rpynnbl paboT 1 CBA3aHHbIX C
HVMUW KOHLEMLMIA OKa3anncb Hanboee NosiesHbl C y4eToM HapaboToK MO MHbIM Bbl-
LeyKkasaHHbIM 610KaM nccnef0BaHNM.

MoTusbl 1 ABUXyLine Cunbl TEeXHOJ/IOrM4eCcKomn BOMHbI

Mpexae Bcero, LenecoobpasHo NPoaHaNIN3NPOBaTb MOTUBLI U ABUXXYLLME CUNbI
aMepUKaHO-KMUTaMCKON TEXHONOrMYeCkon BOWHbI, onpegenstowme ctpatervio CLUA.
MaKcManbHO yrnpoLlas 1 cxemMaTusnpys Habntojaemble NpoLeccbl, MOXHO Bblje-
NNTb TpW rpynnbl ¢akTOPOB: reononnTMYeckoe NPOTUBOCTOSIHNE U MEXAYHAPOAHO-
NONUTUYECKME NPOTVNBOPEYNS, TOProBas BOMHA 1 MPOTEKLMOHN3M U1, HAKOHeL, TeCHO
CBSI3aHHbIE C HAMU (1 C BHYTPUMOAUTUYECKMW daKTOopaMim) Npobaembl CeKbOPUTU-
3auMm TeXHONOTUIA.

Hanbonee oueBMAHO reonoiNTUYECKOE COAEepPXKaHMe, MOTUBLI U ApaiBepbl ame-
PUKAHCKOM cTpaTernm 1 caMoil TeXHON0MMYecKor BOVHbI. OHM CBA3aHbI C 3aZavamu

1 Ostry, Nelson 1995; Montresor 2001; Nakayama 2012; Kennedy 2013; Kim et al. 2020. Cm. Takxe: Robert A. Manning, “Techno-
Nationalism vs. the Fourth Industrial Revolution,” Global Asia 14, no 1 (March 2019), accessed November 25, 2020, https://www.
globalasia.org/vi4no1/cover/techno-nationalism-vs-the-fourth-industrial-revolution_robert-a-manning; Alex Capri, “Techno-
nationalism: The US-China tech innovation race,” Hinrich Foundation, August 2020, accessed November 25, 2020, http://surl.li/
jreb; Andreas Kuehn, and Bruce McConnell, “Weathering TechNationalism: A Security and Trustworthiness Framework to Manage,”
EastWest Institute, 2020, accessed November 25, 2020, https://www.eastwest.ngo/sites/default/files/ideas-files/weathering-
technationalism.pdf; Alex Capri, “Techno-nationalism and diplomacy: The US-China race to reshape alliances, institutions and
standards,” Hinrich Foundation, October 2020, accessed November, 25, 2020, http://surl.li/jrek.
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orpaHuydeHuns noteHumana KHP - B TOM uncie B Iornke «noByLKy ®ykuanaa»'. Yaap
MO KNTANCKOMY TEXHOMOrMYeCckoMy CekTopy 6bl1 Hamnpas/eH, ¢ O4HOM CTOPOHbI, Ha
orpaHnyeHne BOEHHO-TEXHNYECKX BO3MOXHOCTel Kntas 1 ero COBOKYMHOro noTeH-
LMana. 3To BMOJIHE OTKPbLITO 3aaBAAN0CE agMUHUCTPaumeit . Tpamna, B TOM YuC-
Jle NPUMEeHUTEeNbHO K BOMPOCY O «ABOMHOM» XapakTepe TeXHONOrM4eckoro passu-
1A KHP (Bkto4as Tak HasblBaeMyto BOEHHO-TPaXAaHCKyt nHTerpauunto)?. C apyrom
CTOPOHBI, nonanTrka CLLUA HanpaBieHa Ha CHUXeHWe noTeHuurana pasButusa KnTam-
CKOW 3KOHOMWKW 1 NpeAoTBpaLLeHie BOSMOXHOCTY ee nepexoa Ha 6onee BbICOKNIA
YpOBeHb (Kak 3TO 1 MOHMMAaEeT KUTackasd CTOPoHa3). 3Ta LeNib onpesenseTca posbto
NPOV3BOACTBA 1 3KCMOpPTa L$POBOIM NPOAYKLNM AN SKOHOMUKK KinTas, CTPYKTYpOO-
6pasyoLM 3Ha4eHneM MHGOPMALMOHHO-KOMMYHUKALMOHHbLIX TexHonoruii (VKT) n
KpynHenwmnx kopnopauunii (Huawei, ZTE, Alibaba, Tencent n ap.) ANS pa3BUTUS cekTopa
xar-tek KHP v - wimpe - KMTaliCKon MHHOBALMOHHOIM CcUCTeMbl. FOBOPS O reononn-
Trnyecknx GakTopax, N060MbITHO OTMETUTb, UTO U CaMU JUCKYCCUM O 5G (B MeHbLuUel
Mepe - Mo UCKYCCTBEHHOMY VUHTEe/IeKTY U MHBLIM TEXHOIOMVIAM) BeAyTCH C UCMOJb30-
BaHVeM e/lBa /1N He MaKKUHAEPOBCKUX reononnTnyeckmnx GpopmMynmpoBoK (NOrmka
«KTO KOHTPOANPYET LNPpPOBbIe TEXHONOTNMN X, TOT AOMUHVPYET B MUPE»).

Janee, paunMoHanbHO 06paTUTBCA K aHaNMN3Yy TEXHOOTMYECKOro MPOTUBOCTOS-
HVSA B KOHTEKCTe BYCTOPOHHMX TOProBO-NHBECTULIMOHHbLIX MPOTUBOPEYUMIA.

Mpexae Bcero, peyb KAeT O MeXAYyHapoAHO-35KOHOMUYECKOM W rnobanb-
HOM M3MepeHUAX HaLUMOHaNbHOW KOHKypeHTocnocobHocTn CLLUA: o 6opbbe 3a
nepcnekTUBHbIE FN06aNbHble TeXHOMOrMYeckne pPbIHKM N KOHTPOAb Haz HUMWU,
B TOM 4MC/ie B YaCTX 3KCNOPTa HayKOeMKUX LNPPOBLIX YCIyr 1 060pyA0BaHUS,
NHBECTULMOHHOW 3KCMaHCUK, BKAKOYAsA MOrioLeHne cTapTanos, MHbIX Mepcrek-
TUBHbIX TEXHONOMMUYECKNX KOMMaHWA 1 npoy. OTAeNIbHbIM BOMPOCOM B CBSA3U C
3TVM ABNIAETCA CHATME BapbepoB Ha AOCTYN TexHosornyeckmnx kopnopaumin CLLA
Ha pblHkKM KHP. 3Ta 3agayva Tem 6onee 3Haumma, uto B KHP f0 HegaBHero Bpeme-
HU ObIIN Ae-tope N OCTaloTCA A0 CUX Nop Ae-PpakTo orpaHUYeHHbIMU BO3MOXHO-
CTW NHOCTPaHHbLIX NHBECTULMIA BO MHOTVIe cTpaTernyeckme cekTopbl SKOHOMUKMK.
Kpome T0Oro, no noinTruyecknM (LeHsypa) 1 SKOHOMUYECKUM (NoaLep>KKa HaLmo-
HaNbHbIX KOMMAHWA) NPUYNHAM Ha KUTANCKOM PblHKe 3anpeLleHbl NN cepbe3Ho
OrpaHnyeHbl BO3MOXHOCTU paboTbl aMepuKkaHCKNX MHTepHeT-cepBNCOB (Facebook,
Google, Amazon v gp.). TO e MOXHO CKasaTb 1 06 MMMNOpTe N peanusaummn pas-

1 OnaceHwus ycuneHns KHP 10 ypoBHS, Koraa oHa cMoxeT cMecTuTb CLUA ¢ no3unumun Beaylueli ceepxgepxanbl. O deHoMeHe «1o-
ByLLKM Pykmanaa» cm.: Allison 2017. Cwm. Takxe: Steinbock 2018; Sun 2019; Chen et al. 2020.

2 Steinbock 2018; Sun 2019. Cm. paboTbl B kayecTBe npumepa odpuumansHol nosmumm CLUIA: Ana Swanson, Paul Mozur, and
Steve Lohr, “U.S. Blacklists More Chinese Tech Companies Over National Security Concerns,” The New York Times, June 21,
2019, accessed November 25, 2020, https://www.nytimes.com/2019/06/21/us/politics/us-china-trade-blacklist.html?auth=login-
email&login=email; “Commerce Department Adds 24 Chinese Companies to the Entity List for Helping Build Military Islands
in the South China Sea”, The U.S. Department of Commerce, Press-release, August 26, 2020, accessed November 25, 2020,
https://www.commerce.gov/news/press-releases/2020/08/commerce-department-adds-24-chinese-companies-entity-list-
helping-build; “Chinese Technology Transfer Challenges to U.S. Export Control Policy,” Remarks by Dr. Christopher Ashley Ford,
Assistant Secretary, Bureau of International Security and Nonproliferation, CSIS Project on Nuclear Issues, July 11, 2018, accessed
November 25, 2020, https://www.state.gov/remarks-and-releases-bureau-of-international-security-and-nonproliferation/
chinese-technology-transfer-challenges-to-u-s-export-control-policy/; John R. Shane, and Lori E. Scheetz. “Commerce Department
Further Restricts U.S. Exports to China, Russia, and Venezuela; Aims to Combat China’s Military-Civil Fusion Strategy,” Wiley, April
28, 2020, accessed November 25, 2020, https://www.wiley.law/alert-Commerce-Department-Further-Restricts-U-S-Exports-to-
China-Russia-and-Venezuela-Aims-to-Combat-China-s-Military-Civil-Fusion-Strategy.

3 Cwm., Hanpumep: Tpyw 2018; flekctotnHa 2020; Adam Segal, “Seizing Core Technologies: China Responds to U.S. Technology
Competition,” China Leadership Monitor, The Washington International Trade Association (WITA), January 06, 2019, accessed
November 25, 2020, https://www.wita.org/nextgentrade/china-responds-u-s-tech-competition/.
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JINYHBIX aMepUKaHCKMX anmnapaTHbIX peLleHnii (paHee - B TOM Yncie MOBUIbHbIX
TenedoHOB), BK/ItOYAs HeTapudHbIe OrpaHNYeHna B BUAE CUCTEMbl YHUKANbHbIX
HaLUMOHaNIbHbIX TEXHNYECKMX CTaH4apToB'.

Bo-BTOpbLIX, HapaAy C NpeAoTBPaLLEHEM HeUeCTHOM KOHKYPEeHLUM HabatoaatoT-
€A N Knaccmyeckre NpoTekUMOHNCTCKME MOTYBbI, CBSI3aHHbIE C 3aLLUMUTOM HauMOoHa  b-
HOrO pblHKa 1 aMepPUKaHCKOro TEXHOJIOMMYEeCcKoro b13Heca OT KMTANCKOM 3KCMaHCUm
B MPUHLMMANANBHO BaXHbIX 415 6yAyLLero 3KOHOMUKN TeXHONOTMYeCcKnx 061acTax?.
3aMeTuM B 3TOW CBA3W, UTO, XOTS 6OMBLUMHCTBO aMepPUKAHCKMX LMPPOBBLIX KOPMO-
paLMii NPOSBAAIOT OYeHb CAEPXKAHHYH MO3MLMI0 OTHOCUTENBbHO TEXHONOTMYeCKNX
caHkuuii benoro goma (B crny cob6cTBeHHbIX 613Hec-nHTepecoB B KHP), yacTb 13 HUX
06BbEeKTUBHO 3aMHTepecoBaHa B OrpaHUYeHUN KUTAMCKOW KOHKypeHumun. [Mokasa-
TeNlbHbIM MPYMEPOM B AaHHOM OTHOLLEHWW SBAAETCS PO/b, MPUMMCbIBAaEMast OCHO-
BaTe/to U pykoBoauTento Facebook M. Llykepbepry, B NpoAB/KeHUN UAEN O 3anpeTe
TikTok B CLLUA®. Jpyrnm BaXKHbIM NHAMKATOPOM 3Ha4YMMOCTV 3TOrO MOTUBA ABAAETCH
[JABHO ANCKYTUpPYeMbIli Bonpoc o gedbuunte CLLIA B Toproeie BblCOKOTEXHONOMMYHOM
npogykumer ¢ KHP, xoTa HemManas ero 4acTb - UMMNOPT MNPOAYKLMM aMepUKaHCKNX
dunpm. B BalMHITOHE Kak MUHVMYM C KOHLLa 2000-x rr. obcyxzaeTtcs npobaema no-
Tepb aMepPUKAHCKOM SKOHOMUKM, BK/THOUAs CEKTOP Xall-TeK, OT arpecCMBHON TOProBo
nonntukn KHP, ycrneHHoM CKpbITOM rocnoAAep>XKOon, AeMANHIOM, Kpaxel MHTenneK-
TyanbHOM COBCTBEHHOCTY VN MHBIMW HEYECTHbLIMU NPaKTUKaMn®,

CBoero pozia NpoMeXyTOHHOe MON0XKEHE MeXay SKOHOMUYECKMU, FeonoanTun-
YeCKMIMW 1 0THYACTU ANCKYPCUBHBIMY (CM. HMXKE) COOBPaxXeHVAMY 3aHNMaKT MOTHUBbI,
CBA3aHHble C HALUMOHa/IbHOW 3KOHOMMYeCcKO 6e3onacHocTeio. [na CLUA B faHHOM
c/lyyae pedb MAeT O CTpaTernyeckom He3aBnCMMOCTM OT HeaMepPUKAHCKMX (OCOBEeHHO
N3 CTPaHbI-MPOTUBHMKA / OMMOHEHTA) NOCTaBLUNKOB KPUTUYECKNX TEXHONOMUIA, MU-
HUMM3aLNM PUCKOB KMGEPLLMMOHaXa®.

HakoHel, B kauecTBe cneumdryeckoro MoTMBa TEXHOMOrMYEeCKoro MpoTMBO-
ctossHus CLUA n KuTtaa BbICTynatoT MpoLecchl CeKbpUTM3aLnMmn. ITO KacaeTcs Kak
COBCTBEHHO MPOPbLIBHbIX LINPPOBBLIX MPAaXAAHCKUX N «ABOMHbBIX» TEXHONOIMIS, Tak
N HAy4YHO-TEXHOMOIMYECKNX PecypCcoB (Kagpbl, KOMMNETEHLMW, BEHUYYPHbIA N NHOW
YMHbI KanuTan, obpasoBaTtesibHasi CUcTeMa v Mpou.).

He BbI3bIBaeT COMHEHWIA, YTO CEKbHOPUTUZALIAA UTPAeT OrPOMHYIO POJib B Pa3MaTbiBa-
HU MaxoBKKa aMepUKaHO-KUTANCKOM TeXHONOrMYeckon BOMHbI. Ecin rosopute o CLUA,
TO camu GOPMYIMPOBKIM CaHKLMIA 1 0becrneyrBatoLLX peLLeHWIA CBA3aHbl Kak pas ¢ npea-
CTaBneHveM 1 Bepbanmsaumelt KUTaCKOM TEXHONOrMYeCKOM MOLLIA Kak yrpo3bl.

XoTa popManbHO NpobnemaTrika CeKbopUTU3aLM 3aHMMAaeT NOAUNHEHHOE NOJIO-
XeHVe OTHOCUTEeTIbHO 6oJiee 06LLIMX reonoanTYeckx GakTopoB, B YacTy MPOPbIBHbIX
TEXHONOrM OHa NpUobpeTaeT A0 HEKOTOPOI CTEMEeHN CaMOCTOATENIbHOE 3HaYeHVe.

N

Kshetri et al. 2011; Shim, Shin 2016; Qin 2019; Kim et al. 2020.

2 Steinbock 2018; Sun 2019.

3 Georgia Wells, Jeff Horwitz, and Aruna Viswanatha, “Facebook CEO Mark Zuckerberg Stoked Washington's Fears About TikTok,”
The Wall Street Journal, August 23, 2020, accessed November 25, 2020, https://www.wsj.com/articles/facebook-ceo-mark-
zuckerberg-stoked-washingtons-fears-about-tiktok-11598223133.

4 Momumo pabot coseTHmKa [l. Tpamna M. HaBappo, A0CTaTOYHO NOAPO6HOE M310XEeHWEe CyMMbl MPeTeH3UA aMepuUKaHCKOW CTo-
poHbl K KHP MOXHO HaliTu, HanpumMep, B paboTax BAVSITENbHOIO «MO3roBoro LeHTpa» ITIF, cneurannsvpoBaBLLIerocs B TOM
umncne Ha aHann3e KNTalcKo TeXHONOrMYecKorn skcnaHcum 1 ee yrpose gns CLUA. Cwm., Hanpumep: Atkinson, Ezell 2012.

5 CMm. 06 3TOM, B YacTHOCTW: JlekctoTrHa 2020, 89.

6 CM., Hanpumep, aHann3 JaHHOro GeHoMeHa NPUMEHUTENbHO K BOEHHbLIM TexHonorusam: Yekos 2020.
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C O4HOW CTOPOHbI, peYb UAET O YaCTHOM Cayyae KOHLEeNUMM «TeXHON0rM4eckom
HeonpeAeneHHOCTU»'. YUnTbiBas He BMOJHE MpejcTaBUMble Mnpegesibl BO3MOXHO-
CTe 1 yrpo3 COBPeMeHHbIX LMPPOBbIX TEXHOOMMA, YacTb aMePUKAHCKMX BOEHHbIX
N BNACTHbIX 3/IUT OMNacaeTcs ys3BUMOCTU nepej pacTtywiel umoposoin molbto KHP.
OZHOBPEMEHHO OHa CTPEMUTCA MaKCUManbHO KanuTaanms3nmposaTb CUTYyaLMIO MoKa
eLLle coxpaHsioLerocs nugepcrea CLUA B umdpoBom cermeHTe (BkItOUas ero GpriHaH-
COBble, MHCTUTYLMOHAaNbHbIE U ApYyrie acrnekTbl). 9To, B CBOK o4epejb, CTUMyAnpyeT
N reonoanTUYeckne, N ToproBo-3KOHOMMYECKMe KOHPIUKTbI.

C Apyroi - npouecc cekbropUTM3aLMn LMGPOBbLIX TEXHONOTNM NOALEPXKMBACTCS
C 06enx CTOPOH LUMPOKNMU 1 XOPOLUO HabaogaeMbiMU afibgHCaMUM MHTEPEeCaHTOB.
®PopmanbHO cTpaTernyeckme uenu (AommHrposaHue CLLUA, HoBas ponb Kutas B rno-
6anbHOM nepapxmnu) Ha NOBEPKY HepeaKOo OKasbIBakTCA eLle 1 pakTopamMum C/I0XKHOM
BHYTPUMOANTNYECKOM 60pbbbI (415 CpaBHEHUS: KUTalickas TeMa B NpeABbI6OpHOWA
6opbbe [. Tpamna n x. baligeHa). B 613Hec-coobLLecTBe, B CBOIO ouepesb, akTyab-
Hbl MOTVBbI HEYECTHOM KOHKYPEHLMN, YCUIEHNSA BHYTPUIKOHOMUNYECKUX MO3MLNIA
n / nan GOpPMUPOBAHMNSA HOBbIX BO3MOXHOCTEN PeHTHOro NoBeeHus B paMmkax Mo-
JINTUKM VIMMNOPTO3aMeLleHus.

TexHonorunyeckas somHa: Business as Usual?

HecnoXHO 3aMeTnTb, UTO NPY BCEM PA3NNUYNM PACCMOTPEHHbIX GaKTOPOB - Jaxe
C yYeTOM JOMUHNPOBAHMS YCIOBHO-TEOMONNTUYECKNX COOBPAXeHUIA - OHW BMOJHe
OPraHMYHO CoYeTaloTCa APYr C APYroM, GOpMMPYs BHYTPEHHE HEMNpPOTUBOPEeUMBYHO
6a3y cmctemHoro npoTneocTosaHua KHP v ctpaterum CLLA. HecMoTps Ha TO UTO B Kax-
AOM C/lydae TexXHOoormyeckas TeMaTrka BnmMcaHa B MOTYBbI 1 MPOLLecChbl 6osiee BbICo-
KOro YPOBHS$, OHa 1MeeT BMoJIHe CaMOCTOATe/IbHOe 3HayeHne 1 B psje clyyaes obe-
creyvBaeT NOrnYeckoe efMHCTBO PasINYHbIX HanpasaeHnr noanTnkn CLUA. B sTom
CMbIC/le TeXHONOrnmyeckas BOMHa Kak CaMOCTOSATe/IbHOe HanpasieHue cTpaTermm
CLLIA BonpocoB He Bbi3biBaeT. OZHAKO MMeeM /I Mbl Zie/10 C HOBbIM peHOMEHOM Wn
C HOBbIM MPOSABJ/IEHNEM XOPOLLO M3BECTHbIX NPOLLeCCOB?

®opmanbHO Habngaemas CUTyauma HaxXoAUT MHOXeCTBEHHble ncTopuyecke
napannenn n aHanorun. Ecim rosopnTb 0 TOProBo-3KOHOMNYECKOM N3MEPEHNY NMpPo-
611emMbl, TO NPX BCEM OFPOMHOM 3HAYeHWV COBPEMEHHbIX LIMGPOBLIX TEXHOMOTNIA
Kak obbekTa MPOTUBOCTOSHUS MOAOOHbLIN KOHGAVKT He yHUKaneH. MpoTrBopevmns
B TEXHONOrNYeckon chepe, AOXOAdALLME A0 NPOTEKLUMOHNCTCKNX N NHBIX OrpaHUymn-
TeNbHbIX Mep, 6bI11, HaNpUMep, XapakTepHbl 411 B3anMooTHoLeHW CLUA n AnoHumn
B 1980-x rr.2 laxke ec/in roBOpUTb O TEXHOAOrn4Yeckmnx oTHoweHuax CLUA - KHP3, To
NCTOPUSA B3aUMHbIX NPeTeH3nii, BkatoYasa gasneHne CLUA no oTMeHe KUTanckmnx orpa-
HUYEHN B CerMeHTe Xai-Tek, npocaexnsaeTcs yxe B 2000-x rr.*

-

Mcromumn 2020.

2 CMm.xoTa 6bl: Robert Reich, “The Rise of Techno-nationalism: In the Emerging Debate about How to Restore America’s Technological
Pre-eminence, We Are Misconstruing the Problem and Advancing the Wrong Solutions,” Atlantic Monthly, May 1987, p. 62-70,
accessed November 25, 2020, http://surl.li/jvco; Nakayama 2012; Kim et al. 2020.

3 Cwm., Hanpumep: Kennedy 2013; Evenett 2019a. XapakTepHo, 4To 3a 6onee akTVBHOE AaBneHue Ha KHP npoTrB npoTekumoHmn3ma
N UHBIX apXavyHbIX GOPM MPOMBILLNEHHON MOANTUKM NPU3bIBAAN MHOTME NOAUTUYECKIE AesTenun N MHTennekTyansl. Cp. pabo-
Tl ITIF: Atkinson, Ezell 2012.

4 Cm., Hanpumep: Shim, Shin 2016.
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HeyHVKanbHbI Y NPOTEKUMOHNCTCKME MOTVBbI B nonuTrke CLLIA, xopoLuo BAmcbIBa-
OLLMeCs B TPEHAbI, akTyaslbHble A1 Pa3BUTbIX CTPAH HauyMHas Kak MUHUMYM C KpUsmca
2008-2009 rr. (B ToM uncne npotrs KHP)'. Kak npescraBnseTcs, NOMUMO peakumm Ha
KPW3MC B U3MEHVBLLVIXCS peanusix rnobanbHOM SKOHOMUKM 1 TOPFrOB/K, @ TakKe B CBS3N
C POCTOM MOMy/N3Ma, 3TO ABNAETCA CNeACTBMEM MEPeoCcMbIC/IEHNA 3anajHbIMN CTpaHa-
MU, 1 npexge Bcero CoeanHeHHbIMU LLITaTamu, 6anaHca BbIrog 1 pUckoB nnbepansHo
MoZenv rnobanmsaLunm, Kotopas rnprisena K HesannaHMpoBaHHOMY ycuneHuo KHP.

NcTopusa caHKuuWi Toxe faeT Ham 6oratyro nuLLy AS UCTOPUYECKUX aHaNorni,
a ctpaterns CLUA 6onee-meHee COOTBETCTBYET ee K/lacCMyecknm npruMepam?. Hanmuo
He BbyKBaJibHble, HO BCe Xe napanneny COBPEMEHHOM CUTyaunn C TeXHONOrMYecKu-
MU orpaHnyeHunamm ctpad HATO npotms CCCP v cTpaH BoctouHoro 610ka B paMkax
JedAtensHoctn KoopAMHALMOHHOIO KOMUTETa MO 3KCMOPTHOMY KOHTpoto (COCOM).
OgHako n nocne 1991 r. TexHonornyeckme CaHKLUMWM OCTaBasiCb BaXXHbIM 31eMeH-
TOM CZlepP>KMBaHWA Pa3BUTUS OMNMOHEHTOB, HeA0MyCKa K HOBbIM BOEHHO-TEXHNYECKNM
BO3MOXHOCTAM, NPUHYXAEHNSA K YCTyNKam. XapakTepHbIM NpUMepoM SBASIOTCH, Ha-
npumMep, caHkumy npotme VipaHa®. KHP Takke HeOAHOKPATHO BbICTyMNana 06beKToOM
nycTb 1 6onee MATKMX, HO BMOHE 3HAYMMBbIX CaHKUMIA. [TOMMMO 3anpeTa eBponei-
ckuMun ctpaHamum 1 CLLA skcnopTa BOOPYXXEeHWUM 1 BOEHHOM TexHUKK B Kutal nocne
CobbITMIA Ha nNaowaan TaHbaHbM3Hb, MOXHO yKa3aTb Ha Lenblil paj NHbIX Mep. Ha-
npumep, yXectoyeHne 3KCNopTHOro KoHTposa CLLUA B chepe pakeTHbIX 1 CAYTHUKO-
BbIX TEXHOJIOTUIA € KOHLA 1990-X IT. B OTBET Ha yTBEPXAEHWNSA O HefleralbHOM JOCTyrne
KnTas K HEKOTOPbIM BaXHbIM peLleHnsM B AaHHOV cdepe, a TakxKe 3anpeT, BBejeH-
Hbl B 2011 r. Ha TecHoe B3anMogericTare NASA C KUTaliCKMMKM CTPYKTYypamMim®,

HeyanBuTenbHO, UTO, MO MHEHWMIO TaKMX KNACCUKOB U3YYeHNs CaHKUMIA, Kak . Xad-
6ayap, nonutuka . Tpamna npotre KHP aBnseTca npocToi aBonoumelt CyLecTByto-
LLIMX MOAXOA0B U NPAKTUK CAHKLIMOHHOMO AaBfeHns®. BnaoTe 4O TOro, YTO B KayecTse
casus belli TPOTNB HEKOTOPLIX KATANCKNX TEXHONOMMYECKX KOMMAAHWI NCMO1b30BaINCh
06BNHEHVIS B HapyLLUeHUW NpaB YefioBeka, B TOM Ync/ie NPOTUB HauMOHaAbHbBIX MeHb-
LWMHCTB B CUHBL3AH-YArypCcKOM aBTOHOMHOM OKpyre®. MprMeyaTensHo, YTo, HeCMOTPSA
Ha pacLlMpeHme NOMHOMOUNIA CYLLLECTBYHOLLMX HaA30PHbIX OPraHoOB 1 HOBOW HTeprpe-
TauuMy CcTapbiX HOPMaTVBHO-MPAaBOBbLIX aKToB, agMUHUCTpauun . Tpamna B ee TexHo-
JIOMMYECKOM «KPecTOBOM Moxoge» NpoTtne KuTtas He NoHaZA06bmACs HX NPUHLMMNANBHO
HOBbIV MIHCTPYMEHTapWii, HX pa3paboTka HOBOW HOPMAaTVBHO-NMPaBOBOW 6a3bl’.

HakoHel, ¢eHOMeH ceKbopUTU3aLUM TEXHONIOTNM U HAYYHO-TEXHONOTUYECKUX
pPecypcoB He ABNSETCH HOBbIM WAN YHUKaNbHbIM - OCOBEHHO A/1A C/ly4aeB reononu-

Evenett 2019a; Evenett 2019b; Sun 2019.

Kaempfer, Lowenberg 2007; Hufbauer et al. 2008.

Fakhari 2017.

Cm., HanpumMep, 06 OCHOBHbIX COBLITHsX: Pete Spotts, “NASA's Bolden walks tight rope on China trip,” The Christian Science

Monitor, October 16, 2010, accessed November 25, 2020, https://www.csmonitor.com/Science/2010/1016/NASA-s-Bolden-walks-

tight-rope-on-China-trip; William Petland, “Congress Bans Scientific Collaboration with China, Cites High Espionage Risks,” Forbes,

May 7, 2011, accessed November 25, 2020, http://surl.li/jvdn; David Lague, “Special Report-In satellite tech race, China hitched a

ride from Europe,” Reuters, December 22, 2013, accessed November 25, 2020, http://surl.li/jvds; “U.S. Space industry ‘deep dive’

assessment: impact of U.S. export controls on the space industrial base,” U.S. Department of Commerce, Bureau of Industry and

Security, Office of Technology Evaluation, February 2014, accessed November 25, 2020, http://surl.li/jvdu.

Hufbauer, Euijin 2020.

6 Cwm., Hanpumep: David Shepardson, and Josh Horwitz, “U.S. expands blacklist to include China’s top Al startups ahead of trade
talks,” Reuters, October 7, 2019, accessed November 25, 2020, https://www.reuters.com/article/us-usa-trade-china-exclusive/
us-expands-blacklist-to-include-chinas-top-ai-startups-ahead-of-trade-talks-idUSKBNTWM25M.

7 NekcrotuHa 2020, 91.

A WN =

vl



MEXJAYHAPOJTHAA AHAJTUTUKA 11 (4): 2020

TNYECKOro COMepHNYEecTBa N CIOXHbBIX MeXAYHAaPOAHO-MOMNTUYECKNX OTHOLLUEHUIA.
OnycTIM BOMPOC O TOM, YTO TEXHOJIOTUM CaMU MO cebe ABNSIOTCA NN YaCTHBIM Cy-
Yaem CeKbPUTM3aLMN CTPaTermyecknx pecypcos, byab TO yraeBoAOPOAb! (Hanpwu-
mep, npoTnBopeunst Poccnm v EC no Bonpocam sHepreTuyecko 6e3onacHoCT! Havu-
Has ¢ 2000-X rr.) Uau faxke NPOCTPaHCTBA (Kak, HanpuMmep, B ciy4vae ¢ ApKTUKOI). Ho
N MPUMEHUTENBHO K HAy4YHO-TEXHONOrMYeckom chepe cekbropnTnsanng boina 1 octa-
eTCs LUMPOKO PacnpoCTpaHeHHOW MpakTUKON. fpKue mpuMepbl AaeT KocMmuyeckas
cdepa. XopoLuo n3BecTeH «3pdeKT CnyTHMKa» ANt BHYTPU- U BHELLUHEMNOAUTNYECKIX,
3KOHOMUYECKMX 1 BOEHHbIX MPOLIEeCcCoB U cTpaTermini Ha 3anage. OAHaKo cekbropu-
TV3aLMs KOCMUYECKNX TEXHONOMMI Bblna XapakTepHa W A5t BMOJHE CORO3HNYEeCKMX
oTHoweHn CLUA v ctpaH 3anagHoi Esponbl. EBponeiickne NoanTUKN efga v He
€ 1970-x rr. oLeHMBaNn CBOK 3aBMICUMOCTb OT aMePUKAHCKVX KOCMUYECKNX BO3MOX-
HOCTe KaK yrpo3y M ysi3BUMOCTb, MOOLLPSAS pa3BUTVEe eBPOMNeickoro KOCMUYecKoro
cekTopa (OT BbIBOAA rpy30B Ha OpOUTY A0 CUCTEMbI CMYTHUKOBOW HaBurauum Galileo)'.
AKLEHTbI CEeKbIOPUTU3ALIMN KOCMUYECKON OTPacan MPeKPacHo UATKOCTPUPYIOT C10Ba
npe3sungeHta ®paHuyum X. LWnpaka, 3assusLliero B 1990-x rr., 4To 6€3 COBCTBEHHbIX
KOCMMYeCKMX BO3MOXHOCTel EBpona obpeyeHa 6bITb «BaccasioMm» AMepUKInZ,

Mo3ToMy TOT daKT, UTO 06 BEKTOM CEKbIOPUTU3ALLMN BbICTYNAROT LIMGPOBbLIE TEXHO0-
rn, ABISETCS BMOJHE 3aKOHOMepPHbIM. byayun knaccnvecknmmy TEXHOAOMUAMN LLIMPOKO-
ro npumeHeHus (General Purpose Technologies), UMMM KPUTUNYECKOE 3HaYeHWe A5
3KOHOMMYECKOro 11 BOEHHOrO MOTeHLMana CTpaHbl U HeACHble NpeAesibl BO3MOXHOCTe
N PUCKOB, OHW BCerfa SBAsSANCL 06BEKTOM AMCKYPCa BbI30BOB W Yrpo3, 1 3a nociegHue
20 neT 3TOT Te31C NOATBEPXAAETCA 3BONtOLMEr MpobaeM Kbepbe3onacHOCTU: OT paccy-
XAEHNIA 0 XaKepCKMX aTakax M MHTEPHET-TEPPOPUCTUYECKMX akTax B 1990-x rr.3 4o 06Bu-
HeHWl PO B knbepatakax NpOTMB rocygapcts 3anaga“. Mo mepe pasBUTUS TEXHOOMN
«/IHTepHeTa BeLLeli», COLMaNbHbBIX CETEN U VHbIX CIOXKHBIX PELLEHWA, FAe YCTaHOBeHe
peanbHOro CobbITUA anpropy NMPO6AEMATUUHO, CEKbIOPUTU3ALMA LDPOBBLIX TEXHOO-
M CTaHOBUTCS BCe 601ee akTyasbHOW, NPOCTOM 1 MOANTUYECKN YA0OHOM TeMOW, He-
PeAKo 0Ka3blBasCh MAeanbHbIM BblpaXeHeM «TeopeMbl Tomaca.

LiudpoBoe NpoTUBOCTOSAHME: HOBbI GPEHOMEH U HOBas peasibHOCTb

NTak, ka3anocb 6bl, HeNb39 rOBOPUTL O HOBM3He HU cTpaTernn CLUA, H1 camo-
ro peHoMeHa TeXHOIOrMYeCcKon BOMHbI. B KOHEYHOM cueTe, XOTs TEXHONOM U OKa-
3bIBalOT CyLLLECTBEHHOE BO3/eNCTBME Ha MeXAyHapoAHble npoLlecchl, 6anaHcbl Cu
N T.4., HO Ha AINTENbHbBIX BPEMEHHbIX FTOPU30HTaX PaAnKanibHO UX He MEHSIHOT BHe
6osiee LWMPOKOro KOMMJeKca PecypCHbIX, MHCTUTYLIMOHANBHBIX U MHbIX 3KOHOMUYe-
CKWX U MONUTUYECKMX GakTopoB®.

OfHako peyb B AAaHHOM C/lyvae UAEeT He CTONbKO O AONTOCPOYHOM U3MEHeHU
6anaHca cua, CKOMbKO O BMOJIHE KOHKPETHOW cTpaternn B cdepe MpoOTUBOCTOSHMUA

CM. nogpo6Hee B: Johnson-Freese, Erickson 2006.

Ibid., 17.

Furnell, Warren 1999.

CM., HanpumMep, No cuTyaummn B 3Toli cdepe ao KpbiMckoro kpuauca: Hansen, Nissenbaum 2009.

B uacTHOCTW, AaHHas naes o60cHOBbIBanachb B ncciegosannm VLA, ictommnna n W.B. JaHnnunHa, no nutoram KOToporo 6bi cae-
NaH COBMECTHbI Aoknag «MeHS0T 1 TEXHONOTNN MeXAYHapOAHYH cncTeMy?» Ha VIII Bcepoccminckom KoHrpecce NoanTonoros
(MockBa, PATH, 6-8 sekabps 2018).
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cBepxaepxas. M 34ecb cnTyaums 3aMeTHO OT/IMYaeTCs OT MPOLUIbIX KOHGAVKTOB
N CUNIbHO BbIOVBAETCS 13 HABNIOAABLUMXCA eLle HeJJaBHO SKOHOMUYECKUX 1 NOANTU-
YeckMx TPeH0B.

Bo-nepBbIX, No cpaBHeHM0 ¢ 1970-1990-Mu IT. npoueccsl AOArOCPOYHOro 3KO-
HOMMWYECKOro 1 BOEHHO-TEXHUYECKOrO Pa3BUTUA N B3aMMOCBSA3aHHbIE C HAMW reo-
nonmMTuyeckne GakTopbl CTaav HAMHOMO TeCHee KOpPpPennMpoBaTb C KOMMepPUeCcknMun
TEXHONOTMSAMN N TeXHONOrnMYecknmu pbiHkamu. Mpwu atom CLUA efBa v He BriepBble
CTONIKHY/INCb C CUTYaLMe HanoXeHNs reonosIMTUYecKoro NpoTUBOCTOSHUA N Phbl-
HOUHOW KOHKYpeHUn B chepe NpPOpPbIBHLIX TEXHONOMMM — eLle 1 C MOYTU paBHbIM
OMMOHEHTOM.

UyTb 60nee NoAPOGHO MOSACHUM MOC/IefHUIA Te3nc. Ecnm rosoputb 0 Noc/ieBoeH-
Hom npoTuBocTosiHUM CLLA 1 CCCP, To CoBeTckuii CO3 6b1T B KakMX-TO 061aCTAX CO-
NOCTaBMM, B KakUX-TO paBeH, a B YeM-To npesocxoaun CLUA no BaxHerLLIM BOEHHbIM
N «ABOMHbIM» TeXHONOTMAM. CTpaHbl 6blX CONOCTaBUMbI U MO MacLuTaby, 1 no caox-
HOCTW 3KOHOMVKN. HO, BO-NepBbIX, paspbiB Mo pa3mMepy HoMUHanbHoro BBl mexay
CLLUA n CCCP paxe B cepeanHe 1980-x 6bin oyt B 1,2-1,4 pasa Bbille, YeM MeXAy
CLUA n KHP Kk koHUy 2010-x rr." Bo-sTopbIx, CCCP He koHKypuposan ¢ CLUA B cdepe
FPaXAAHCKNX KOMMepPUYeCKNX TEXHOIOTUM Ha MUPOBBIX PbIHKAX, BKAKOYAsA COBETCKMIA
N aMepPUKaHCKNA. B yCnoBMAX X0N04HON BOMHbLI 3TO 6bI110 HeocyLecTBMo, a CCCP He
npeTeHAO0BaN Ha INAePCTBO B KOMMEPYECKOM TEXHOMIOrMYecKor chepe B cuay crneum-
GUKM N36PaHHOM SKOHOMUYECKOM MoZenn. YTo KacaeTcs KOHKYpeHLMn ¢ AnoHuer B
1970-1990-e rr., TO, Kpome gecatuneTnsa 1987-1996 rr., HoMUHaNbHbLI BBIM CLUA npe-
BblLLaN AMOHCKN B 2 1 6onee pas (To ecTb pa3pbiB Mexay BBIM aByx ctpaH 6bin B 1,5-2
pa3a 6onblue, yem mexay CLLUA n KHP B HacTosLwee Bpems). YTo KacaeTca MexayHa-
POZAHOM KOHKYPEeHLK, TO CUTyaLms 6bina 3epkanbHol oTHoweHusam CLUA - CCCP. Cu-
CTeMHas KOHKYpeHLMs B chepe KOMMepYecKoro xar-Teka 6bla1a Hanmuo (MpenmyLLlect-
BeHHO B 1980-e - nepByto nNonoBuHy 1990-x), HO 3aTparneana IuLlb psag nogoTpacner
MUKPO3NEKTPOHVKA N 3NEeKTPOHHON NPOAYKLMN (3aTO 06 aMeprKaHO-AMOHCKOM reo-
MNONNTUNYECKOM NMPOTUBOCTOAHNM FOBOPUTE HE MPUXOANIOCH).

Bo-BTOpBIX, HANNLO TakXke KOppeKLMs MOAXOA0B K 3KOHOMUYECKOW rnobanvsaumn,
CTpem/ieHe KOMMEeHCUPOBaTb «MPOBaJsibl» (C TOUKM 3peHuns nHTepecos CLLIA 1 nx ctpem-
JIEHUA K COXPaHEHWUIO INAePCTBa) IN06abHbIX MHCTUTYTOB PeryiMpoBaHns. B yacTHoOCTY,
BeCbMa creundrUHO BbIMSANT MAcCOBOE 1CMO/b30BaHMe 4OCTaTOYHO CreLanm3npo-
BaHHbIX MHCTPYMEHTOB TEXHONOMMYECKUX CaHKUMA U MHBIX TOProBO-3KOHOMUYECKMX
OrPaHNYEHN, CBA3aHHbIX C TEXHOJIOMMYECKOn chepoii, NPOTEKLMOHN3MA U BCKPLITUA
PbIHKOB, He NMPaKTMKOBAaBLUMXCA 3anajHbeiMu cTpaHamm ¢ 1980-x rr. 31o Tem 6onee He-
06bIYHO, YUNTbIBasi 3aKOHOMEPHOCTU Pa3BUTUA LMPPOBOA NHAYCTPUN, rae ewe 5 neT
Ha3aZ NpeACcTaBnTb cebe CNOXMBLLYIOCS CUTYaLIMIO 6bI10 BPSAS, /I BO3MOXHO.

HakoHeL, He cTouT cObpacbiBaTh CO CHETOB U cneLndurKy NnepcrnekTnBHbIX Ludpo-
BbIX TEXHOMIOMNI B X B3aNMOCBSA3M C MeXAYHaPOAHbBIMU NpoLieccamMu.

1 OI'pOMHOVI C/NOXHOCTbH I'IOAOﬁHbIX BbIYNCNEHWNI ABASIOTCS CTaTUCTMYeCcKne OrpaHmnyeHus, B 4aCTHOCTK, cnabas BO3MOXHOCTb
cpaBHeHus BBl AByx CTpaH NMo napuTeTy nokynaTtesbHOM Cnocob6HOCTL. Mpu conocTaBneHn paspbiBoB B pasmepax BBI oT-
HocuTensHo CLUA 1 CCCP, CLUA 1 inoHUn ncnonb3oBanuck faHHble nganuii CIA Factbook, gaHHble BcemypHoro 6aHka (“GDP
(current US$),” World Bank, accessed November 25, 2020, https://data.worldbank.org/indicator/NY.GDP.MKTP.CD?view=chart.)
1n OOH no HaunoHanbHbIM cyeTam (“National Accounts - Analysis of Main Aggregates (AMA),” UN Statistics Division, accessed
November 25, 2020, https://unstats.un.org/unsd/snaama/Index.).
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B nocneaHve Tpu gecatunetus passutre rnobansHoro VKT-cekTopa oTan4vanocb
BbICOK/M YPOBHEM VHTEPHALIMOHANN3aLNN, MeXAYHapOAHO KoonepaLumm, MOLLHbIMM
rnobanbHbIMU CTOMMOCTHBIMU LienoYkamy C pacluMpeHHbIM ayTCOPCUHIOM. NomMumMo
eCTeCcTBEeHHbIX MPOL,eCCOB HayYHO-TEXHOMOMMYECKOM 1 MPON3BOACTBEHHON cneuyanu-
3auMK, IKCAyaTaummy KOHKYPEHTHbBIX MpenMyLLecTB (419 Pa3BUTbIX CTPaH — MOLLHbIX
KOMMEeTeHLMIA, ANA Pa3BMBAOLLMXCA CTPaH TUXOOKeaHCKOM A3nn — felleBoli paboyeri
CUAbI 1 MPOY.) U pa3jeneHnst PUCKOB 1 U3LePXKeK, MHTePHaLMOHaNM3auus noAnnTbl-
Banacb ABymMs TpeHzamu. C 04HOM CTOPOHbI, obecneveHnemM rnobanbLHOro Joctyna K
KBaNMPULIMPOBAHHLIM KaZpaM, NMHHOBALIMOHHbLIM MpeAnpuHMaTensM, paspabotyu-
KaM, YMHOMY KanuTany, CIOXMBLUMMCSA WHHOBALMOHHBLIM UHCTUTYTaM, 3KOCUCTEMAM
1 KnacTepam, onpeAenstoLLM KOHKYPeHTOCMOoCobHOCTb 1 pa3sutme VKT B byayliem.
C apyroi — anst HOBbIX LUNGPOBbLIX TEXHONIOTUA (MHTEPHET-PeLLeHNs], NCKYCCTBEHHbIN
NHTeNNekT, 60NbLINe AaHHbIE) - AOCTYNOM K MEPBUYHbBIM JaHHbIM Kak HOBOMY CTpaTe-
rMyeckoMy pecypcy LmdpoBor SKOHOMUKN. B ycnoBumsax pacTyLuer KoHkypeHumn CLLA n
KnTas LeHHOCTb 1 3HaUeHKe 3TUX PeCypCcoB BO3PACTatoT, a AOCTYM K HAM AeACTBUTENb-
HO CTaHOBUTCH OAHMM 13 KIHOUeBbIX GakTOPOB peannsaLuunm LnppoBoro AnaepcTaa.

TaknM 06pa3oM, HeCMOTPSt Ha O4YeBUAHbIE UCTOpPUYECKMe Mnapanfienn, TexHo-
normndyeckas BorviHa CLUA 1 Kntasa - 3To He 0b6bi4Haa TOproBas BOMHA, «TUMUYHbIE»
CaHKUMN NN UHble TPAAMLNOHHbBIE GpeHOMEHbI. ITO 3/1eMeHT CUCTEMHOM 60pLObI
CBepXAep>KaB B CPaBHUTENbHO HOBOM rN106asbHOM NPOCTPaHCTBE KPUTUYECKNX KOM-
MepUYeCcKMX TEXHONIOTUM 1N TEXHOOMMUYECKON PEeHThI, UMEKLLMX 6OMbLLIOe 3HaYeHme
ANS1 yCUNeHUss NoTeHUManoB pasBUTUS, CTPYKTYPUPOBAHUA MeXAYHAPOAHbIX OTHO-
LEeHWNM 1 peLleHns NHbIX 3aja4 nuaepcTBa. Jpyroli BONpoc, YTo B 3TOM KayecTBe OH
SABHO COXPaHSAET NPeeMCTBEHHOCTb MO OTHOLLEHUIO K FeONMOANTUYECKUM Y SKOHOMU-
YeckM KOHGANKTaM MPOLLIOro, ABAASCH, CKOpee, 3BOOLMEN CyLLLECTBYHOLNX MNOJ-
XOZ0B U peLUeHNii, y4NTbIBatoLLEen HOBYIO PO/b 1 3HaYeHne LMPPOBbLIX TEXHOOMN
B COBPEMEHHOM MUpe.

AMepuKaHcKas cTpaTerua U TexHosormyeckas BomHa
KaK nposiBIeHne TeXHOHauMoHanm3amMa

AHann3 MOTVBOB, MOJNTUYECKOTO 1 3KOHOMMNYECKOrO COAEPXaHWs, nctopmnye-
CKOrO KOHTEeKCTa aMepUKaHCKNX AeCTBNIN B pa3BOPaYMBatOLLEliCst TEXHONOMMYeCKo
BOMHE MO3BONSAET HaM KOPPEKTHO KOHLenTyannsnposaTtb cTpatervto CLUA, Hanbo-
nee yf06HOI B JaHHOM C/ly4ae OoKa3blBaeTcs afanTMpOBaHHasA KOHLeNuus (Heo)Tex-
HOHaLoHaNn3ma.

NcTopuueckn TepMUH «TeXHOHALMOHANN3M» SABASETCA He BMOJHe TOYHbIM repe-
BOZOM /103yHra ANOHCKOro MUHNCTEPCTBa BHELUHEN TOProBaAW Y MPOMbILLIEHHOCTY
«lMOCTPONM HaLMIO Ha OCHOBE HayKW W TexHonoruiix (“kagaku gijutsu rikkoku” - Fl#:
#7537 [H]), akTMBHO NPUMEHSIBLLErocs B Neprog, yKpenieHns SnoHCKOro HaLMoHaabHOro
MPOMBbILLIEHHO-TEXHONOMMYeCKOro noTeHumana'. Bo sTopoii nonosunHe 1980-x rr. OH,
0Z}HaKo, CTan MCMONb30BaTLCA TakKe aMepUKaHCKMK aBTOpaMu A1S ONMCaHKA Npo-
TeKkUMoHMcTCckon nonmtrkn CLUA B 0TBET Ha AMOHCKYH TEXHOIOTMYECKYH Yrpo3y, Kak 1

1 Nakayama 2012.
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ANOHCKWX NPOTEKLMOHUCTCKNX TEXHONOTMYECKNX CTPaTeruin'. 3T0T TEPMUH TECHO CMbl-
Kancsa Mo CMbICY C MOHATNEM «TEXHOIOTMYECKOro MEPKaHTUIN3Ma» U ero aHanoramu.

XOTA TeXHOHALMOHANNCTUYECKME akLeHTbl Bblv BCerga xapakTepHbl Ans pasBu-
ThbIX CTPaH 1 caMmx CLLIA?, B nocnesHme fecatunetis Gpokyc nccnefoBaHuii n ANCKYCCA
MO TEXHOHALMOHaIM3MY CMeCTU/CA B CTOPOHY PasBUBAOLLMXCA cTpaH A3un, rae ¢eHo-
MeH Nony4Yni Hanbonee spkre 1 xapakTepHble opmMbl. VIMEHHO Ha OCHOBE a3MaTCKNX
KencoB KoHuenuusa n obopmunack okoH4aTenbHo B 1990-e rr. [Noj TeXHOoOHaLUMOHaN3-
MOM MOHWMAJCA aKLLEHT 3/INT Ha Pa3BUTUM HaLMOHaIbHOI0 HayYHO-TEXHONOTMYECKOro
noTeHLUMana n TeXHONOrMYeckoM CyBepeHuTeTe B K/oYeBblX (Mog)oTpaciax. 3To, B
CBOIO O4epesb, PacCMaTPUBANOCh Kak OANH 13 BaxKHeNLLINX GakTOPOB KOHKYPeHTOCMOo-
COBHOCTU, HALIMOHAIbHOMO PA3BUTUSA I KOMMIEKCHOW HaLMOHANbHOM 3KOHOMNYECKOW
6e30MacHOCTM®. 3amMeTM, YTO, XOTS KOHLEMNUMS N3HavYanbHO NpUMeHsAacb Npenmy-
LLLeCTBEHHO K 3KOHOMWYECKOW MNOANTIKE, HEKOTOPbIe aBTOPbI yXKe Torja cHuTann npa-
BOMOYHbIM BKJIHOYaTb B HEe BOMPOChI, CBA3aHHbIE C YCUIEHNEM BOEHHO-TEXHYECKOro
noTeHumana, CoOBOKYMHOM MOLLM 1N MEXAYHAPOAHOIO BANAHNS®.

B cBoeil PbIHOYHO-3KOHOMWUYECKON WHTeprnpeTaum TeXHOHALMOHANN3M W3-
HayaNbHO NPOTMBOMOCTABAANCA TEXHOMNO06aN3MY, KOTOPbIA MOHMMANCA Kak Ao-
CTVXKEeHMEe KOHKYPEHTOCMOCOBHOCTM 1 Pa3BUTUA Yepe3 MHTerpauuto B rnobassHoe
pasjeneHuve Tpyda N CTOMMOCTHbIe Lenodkun (TCL), a Takxke nHble MeXayHapoaHble
1 TPaHCHaLMOHa/bHble NpoLecchl.

3T0, Ka3anock 6bl, HEMPOTNBOPEUNBOE KOHLIeNTyabHOe onpejeneHve noasep-
FN0Ch CyLeCTBEHHOMY UCMbITaHWIO B CBA3M € onbiToM KHP B KOHLe 1990-x n ocobeH-
Ho B 2000-x rr. Begylaa ponb NpsiMbIX MHOCTPAHHbLIX MHBECTULMIA, aKTUBHOE Yyya-
ctne KHP B rno6anbHOM pasgeneHuun TpyAa U MHble NpoLecchl MpUBen 3anagHblxX
aBTOPOB K MepeocMbICieHnto peHoMeHa B BUAe GOPMY/ibl HEOTEXHOHALMOHANN3Ma®.
OHa npeanosarana fOCTUXEHNE TPAAVLIMOHHBIX TEXHOHALMOHANNCTNYECKUX Lienieit
yepe3 TexHorn0b6anbHble WNHCTPYMEHTbI nnbepanbHbIX TOProBO-UHBECTULMOHHbIX
pexunMoB, BKtoYas nHterpaumio B ICLL pa3BuTbIX CTpaH.

Mpwv HaAN4YNK KOpPeKLMN Ha HOBble 3KOHOMUYECKe YCI0BUA U NpobrieMaTnky
NPOTVBOCTOAHUA CBEPXAep>XKaB KOHLENUMS HeoTeXHOHALMOHaIM3Ma OKa3biBaeTCs
Hanbonee Nose3HON ANA aHanMsa 1 KoHuenTyanmnsauuu ctpaterum CLLUA B TexHono-
rnyeckori BoriHe ¢ KHP 1 camoro ¢eHoMeHa Tako BOMHbI, YTO KOCBEHHO NMOATBEPXK-
[aeTca 1 poCcTOM anennsauni K naesM HeoTeXHOHaLUMOoHanM3Ma Co CTOPOHbI 3anag-
HbIX aBTOPOB B MNOCNeHNe rofbl’.

HabnrogaeMble npoLecchl feNCTBUTEIBHO MOryT 6biTb OMMCaHbl Kak MOMbITKa
CLLUA obecneunTb rnobanbHOe 3KOHOMUYECKOEe U reornoamTuyeckoe nMAepcTBo 3a

1 Robert Reich, “The Rise of Techno-nationalism.”; Nakayama 2012.

2 Ostry, Nelson 1995; Johnson-Freese, Erickson 2006; Mazzucato 2011; Wade 2014; Andreas Kuehn, and Bruce McConnell,
“Weathering TechNationalism.”

3 B0 MHOroMm 3TO SIBNISIETCS MONUTLNYECKO NpoeKLmeli SKOHOMUYECKNX AUCKYCCUIA O CTpaTernsax pocTa pasBMBAOLLMXCSA CTPaH.
Cm., HanpumMep: Wade 2018.

4 C kpaTkum 0630pOM 3BOMIOLMN TEPMUHA N €ro 3HauYeHWA MOXHO o3HakoMmuTbca B: Ostry, Nelson 1995; Montresor 2001;
Nakayama 2012; Kennedy 2013; Shim, Shin 2016; Kim et al. 2020.

5 Kennedy 2013; Shim, Shin 2016; Kim et al. 2020; Andreas Kuehn, and Bruce McConnell, “Weathering TechNationalism.”

6 Kennedy 2013; Shim, Shin 2016; Kim et al. 2020.

7 Cwm., Hanpumep: Robert A. Manning, “Techno-Nationalism vs. the Fourth Industrial Revolution,” Global Asia 14, no 1 (March 2019),
accessed November 25, 2020, https://www.globalasia.org/v14no1/cover/techno-nationalism-vs-the-fourth-industrial-revolution_
robert-a-manning; Andreas Kuehn, and Bruce McConnell. “Weathering TechNationalism.”; Alex Capri, “Techno-nationalism: The
US-China tech innovation race.”
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cYeT YCMNeHNsT HaLWOHaNbHOro TeXHOJIOTMYEeCKOro noTeHumana n KOHKYpPeHTOCMno-
COBHOCTN C 0COObIM aKLLEHTOM Ha KOHTPO/b Haj rnobasbHbIMU PbIHKaMW N TEXHO-
NOrnYecknMun npoueccamu. MNMpuyem BaKHENLNA acnekT HeoTeXHOHAaLUMOHann3mMa
npegnonaraeT He TOMbKO TPAAULMOHHOE yyacTue B r106asbHbIX 3KOHOMUYECKUX
npoueccax n MakCUMU3aLNIO TEXHOJIOTMYECKON PeHTbl, HO U npedepeHunanbHbIn
AOCTYM K r1obanbHbIM pecypcam LUdppoBOro pasBUTUSA: OT HAYHYHO-TEXHOIOTNYECKMX
N KaApOBbIX 40 MEPBUYHbIX AaHHbBIX 1 CUCTEMbI CTaHAAPTOB. B 3TOT LUMPOKWIA KOHLen-
TyanbHbI KOHTEKCT OPraHUYHO BNMCLIBAOTCA BCe HAabatoAaeMble MPoLechl: OT CaHK-
LM 4O paCLUMPEHHOM CEKbOPUTN3ALNM TEXHOIOTNI N JaHHbIX, BbIMOTHAOLLEN BaX-
HYIO MOBUIN3aLNOHHYO GYHKLMIO 415 (HEO)TEXHOHALMOHANNCTUYECKUX YCUNTA.

PamMouHble KOHUeNTyaNbHble YCTaHOBKW YCUANBAKOTCA CTPYKTYPUPYHOLLE PObIO
LNPPOBBIX TEXHONOTNI ANA HEKOTOPbIX MeXAYHapOAHbIX MPOLLEeCCoB.

Ecim onyctuTb BOMPOC BAVSIHUA MepCcnekTUBHbBIX LUPPOBLIX TEXHOMOMNI
Ha BO3MOXHOCTV B AMMNJIOMaTUYecKoin cdepe’, OHM OKasblBAtOT CyLLeCTBeHHOe, He-
NOCpeACTBEHHOE B/IMAHME Ha CUCTEMY OTHOLLUEHUA 1 MapTHepPCTB. XOpOoLIUM Mpu-
MepOM SIBAAKTCA TeXHONOrMK 5G, nMetoLme KpUTMYeckoe 3HadeHne A5 paseep-
TbIBAHWSA TaK Ha3blBaeMbIX YMHbIX WHPACTPYKTyp (ropoja, dNeKTpoceTu, AOporu
1 MPOY.) N B3aVIMOCBS3aHHbIX peLleHnin (LdpoBoe 34paBoOXpPaHeHMe, MPOMbILLIEH-
HOCTb - B ugeonoruu «MHayctpus 4.0», aBTOHOMHBI TPaHCAOPT U T.4.). JencTBuTens-
HO, BbIOOP B MO/Ib3Y TOrO UAM MHOTO CTaHAapTa 5G npegnonaraeTt pocT AOATOCPOY-
HOW B3aMMO3aBNCMOCTM SKOHOMUKM-AOHOPA 1 aKLLenTopa. DTO CBA3aHO C BbICOKOW
KanuMTasoeMKOCTbI0 MaclUTabupoBaHUs TeneKOMMYHUKALVOHHBIX CUCTeM, HeBO3-
MOXHOCTbIO B6bICTPOI U MONHOM 3aMeHbl 060pYA0BaHNS, 0COObIM BHUMaHMEM K npe-
eMCTBEHHOCTY (N0 IMHUM NPON3BOANTENS) CUCTEM Pa3HbIX MOKoeHWIA2, C yyeTom co-
KpaLLeHNs Yncaa y4acTHUKOB PbiHKA, CMOCO6HBLIX BbipaboTaTbk psij MepCnekTVBHbIX
LM POBLIX CTaHAAPTOB 1 6a30BbIX TEXHONOMMI B chepe TeNleKOMMYHUKALLMA, MUKPO-
3N1eKTPOHVKN N NHbIX OTPACISX, CUCTEMbl TEXHUYECKNX CTaHAAPTOB B 3HAYNTENbHOM
Mepe CTaHyT Takxke 0TobpaxeHneM CUJTbl CBSI3el MeXAY PasiNyHbIMK CTPaHaMMU.

BaxkeH 1 NposiBUBLLNICS B XOZe TEXHOIOMMUYeCkoin BOVHbI GeHOMEH KOHTPOS Hag,
cnctemoobpasyrowmm VIKT - OT MHTennekTyanbHOM CO6CTBEHHOCTY A0 MOCTaBOK 060-
PYZLOBaHMS 1 MPOrpaMMHbIX CPeACTB — B KauecTBe NHCTPYMEHTa CUCTEMHOIO BANSHUA
Ha NapTHepOB 1 AaBNeHNs Ha ONMOHEHTOB. Hanbosiee SBHO 3TO NPOSBUIOCE B chepe
MUKPO3MEKTPOHMKN. XOTa orpaHnyeHua CLUA kak cTpaHbl-gepxaTens K/io4eBbIX Mpo-
N3BOACTBEHHbIX TEXHONOMMIA B JaHHO chepe He OCTaHOBWUIN pa3BUTME TEXHOMOTNYe-
ckoir 6a3bl KT KHP, HO cyLlecTBEHHO YAOPOXUAN U YAIVIHUAWN ero, HaHecn cylle-
CTBEHHBbIN yLep6 KPYMHbLIM KUTANCKM KOPROPaLMsaM 1 0becneyumnnu Lenblii pag nHbIX
HeraTVBHbIX AOFOCPOYHbIX MOCAeACTBIM, BMAOTb 40 MOTEPU YacTu PbIHKOB?.

N

Cm., Hanprmep, KpaTkuii 0630p 1 aHanus B: JaHnavnH 2020a.

2 TpuMeyaTenbHa cMTyaLms No «6obLLION Tporike» onepaTopoB MobunbHo cBsizv B PPT (Deutsche Telekom, Vodafone v Telefdnica),
KOTOpble NPVHANN YCN0BUS MO pa3BepThiBaHWIO ceTeli 5G Ha OCHOBe NepeobopyAoBaHNA MHGPACTPYKTYpbl 4G. 3HaUVMYO Posb
B 3TOM npouecce cbirpana Huawei, Tak Kak ot 45-50 a0 65% obopyaoBaHus 4G B PI aBnstoTca npoaykumen Huawei. Cm.: Moritz
Koch, and Stephan Schueur, “Das bedeutet die Huawei-Entscheidung fir die deutschen Netze,” Handelsblatt, November 23, 2020,
accessed November 25, 2020, http://surl.li/jwbf.

3 Cwm., Hanpumep: Torsten Riecke, “Resilience and Decoupling in the Era of Great Power Competition,” China Monitor, MERICS, August

20, 2020, accessed November 25, 2020, https://merics.org/sites/default/files/2020-08/Merics_ChinaMonitor_PowerCompetition.

pdf; AaHunnH 2020b.
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3ak/loyeHme

MNpoBefeHHbIN aHann3 nokasbiBaeT, YTo cTpaterns CLUA no npoTnBoOAenCcTBUIO
KHP B undpoBoii chepe OCHOBLIBAETCA Ha 3BOMOLMN KOHLEMNLNA HeoTeXHOHaLmo-
HanM3Ma. DTOT MpOoLecC pasBMBaeTCA MO BAUAHWEM [106ann3aumy 3KOHOMUKMY,
aMeprKaHO-KUTANCKOro reonoIMTUYecKoro MpPOTUBOCTOAHUA U cneunduk HOBbIX
LNPPOBLIX TEXHONOMN U PbIHKOB. laxe 6e30THOCUTENBHO K 06 beKTVBHbBIM YC/I0BUSM,
3TO BeAeT K M3MEHEHUIO BO33PEHUI 3/IUT Ha POJib PbIHOYHO-TEXHONOTMYECKUX NPOo-
LeccoB B LmdpoBoi chepe Kak HOBOW apeHbl r106anbHON KOHKYPEHLMN CBEPXAep>KaB.
Moatomy B byayLLeM TexHonornyeckme KOHGANKTbI MOTyT CTaTb CUCTEMHBIM 1 Camo-
cTosiTeNlbHbIM PeHOMEHOM, TeM bosiee UTO 3HaYeHMe MUPOBLIX PbIHKOB AN Ldpo-
BOI0O PasBUTUSA, a TakXKe CBA3AHHbLIX C HVM KaTeropuii 3SKOHOMUYECKON (B TOM yunce
HayUYHO-TEXHNYECKO), BOEHHOW, MATKOWN CUJIbl ByeT TONBKO HapacTaTb, yCUIMBasA Tex-
HOHaUMOHaNUCTNYeCKMEe ANCKYPChI.

B 3toM cmbicne nonntuka CLUA 2017-2020 rr. He viMena KOHBHOHKTYPHOrO
Xapaktepa 1 He 6blaa 06ycnoBAeHa NMYHOCTHLIMK YcTaHOoBKamMu [l. Tpamna, Tem
6oNlee UTO M3MeHeHKWe NOoAXOAO0B BO B3aumogencteum ¢ KHP MoXHO oTcneantb
KaKk MUHUMYM CO BTOPOM agMUHUCTpauum b. Obambl. Pasnnumsa kypca b. Oba-
Mbl (@ HblHe - [x. bangeHa) n . Tpamna B 3TOM OTHOLLUEHUWN VMEIT, CKOpee,
TakTU4yeckmnin xapakTtep. [JlemokpaTbl M36MpatoT COBOKYMHOCTb OAHOCTOPOHHMX
OrpaHNYeHunin, akLueHTUpYya BHUMaHME Ha 3HaYeHUM MHOIMOCTOPOHHUX TOProBo-
SKOHOMMNYECKNX PexXnmMoB (Harnpumep, TpaHcaTiaHTMYeckoe TOProBoe N VHBe-
CTULUMOHHOE napTHepcTBO, TTIP, n TpaHCTUXOOKeaHCcKoe napTHepcTBo, TAP) kak
cpeacTBa caepxumBaHus KHP, B TOM Uncne B TexHonornyeckoin cpepe. . Tpamn xe
cAenan CTaBky Ha OAHOCTOPOHHME CaHKLMW 1 Boee XecTKoe faB/ieHne B JIornkKe
TOproBbIxX BOVH XX B. [lpnyemM ero XecTkuin NOANTUYECKMA KypC 6bl1 YacTUUYHO
06yC10B/IEH COBOKYMHOCTBIO HAaKOMUBLLUXCA MPOTUBOPEYUNIA U NpobaeM, BKtOYas
HeapPeKTMBHOCTb MpeALlecTBYOLWNX YCUANIA TEXHONOMMYECKOro CAEepPXUBaHUA
KnTas, Toprosoi BOMHOM, OBLLMM POCTOM reornoINTUYECKOrO HaMpsXXeHnsa Mexay
ceepxgepxasamMu. MOXHO NpeAnonoXnTs, 4To noantrka A. Tpamna 6bi1a Heob-
XOANMBIM LLAromM, obecrneymsLLINM paspyLleHne CTapblX, He BCerja peneBaHTHbIX
«MPaBUA UTPbI», YTO OTKPbLINO BO3MOXHOCTbL AN MOWCKA HOBbIX peLlleHnin. Han-
KaTopom nonesHoctn ang CLUA 3Toro «Co3maatenbHOro paspylleHns» ABaseTcs
TO, UTO NPU BCEN KPUTUKE «TPaMmnmM3Ma» 0TKa3blBaTbCs OT ero Hacneamns AemMoKpa-
Thl ABHO He cobupatroTcs.

CTpaTervyeckn Takas XecTkas JIMHUS CTaBUT MOJ Yrpo3y PblHOYHbIE VI MHHO-
BaLMOHHble npoLleccel B LUMGpoBoi chepe, YTO HenprveMnemo HU ANS MUPOBOWA
3KOHOMUKMW, HW ANS K/TKOYEBbIX FOCYAapPCTBEHHbIX 1 6U3HeCc-y4acTHUKOB pbiHKa. Co-
to3HMKN CLUA Takxe He BOOAyLLEB/IeHbl N3ObITOYHbLIM HecLiepeMOHHbIM JaBleHnem
BalunHrToHa.

CoOTBETCTBEHHO, B Nepurog HOBOW agMUHUCTPALLIMK OXKAaemMa HopManm3aums
NHCTPYMEHTapUsi HeOTeXHOHALMOHANINCTUYECKO NOBeCTKU B MoJb3y GopMUpo-
BaHWA MpexJe BCero TexXHO3KOHOMMUYECKNX PeXVMOB - MO aHajiorm ¢ TOProso-
3KOHOMUWYECKUMU pexmnMaMn 1 Kak Ux opraHuyeckas 4actb. Peub njet o coOBO-
KYMHOCTN FapMOHM3VMPOBAHHBLIX WHCTUTYTOB, TEXHWYECKMX CTaHAAPTOB WM WHbIX
dbopManbHbIX N HedpopMabHbIX NpaBua. ECAM NPoOBOAUTL aHaANOrMK C MeXAyHa-
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POAHBIMU UCCNeA0BAHNAMMU, TO PEHOMEH PEXMMOB BJIN30K K MOHSATUIO CTPYKTYPHO
cunbl (structural power)'.

dakTnueckn Mbl yxe HabatogaeM ckiabiBaHve MOJOOHbBIX PEXUMOB Ha NpuMe-
pe EC, peanusytoLlero KoHUenumn uepoBoro / TEXHONOMMYeCKoro CyBepeHunTeTa?,
n Kntas - B paMmkax koHuenuuun «LUndposoro LLlenkoBoro nytv» Kak opraHM4eckom
yacTy MerarnpoekTa «[1osC 1 NyTb».

Kak cneactBue, TeXHOMOMMYeckas BOMHa CBEPXAEPXKaB MNepexoAnT B CUCTEMHYHO
CTaAunto, OCHOBAHHYH Ha HEOTEXHOHALMOHANNCTUYECKMX NOAXOAaX M BO33PeHUsX, a
TOUHee - UX JajbHenLlen 3BoNLNN. DTa CTaANA BPSAA X ByAeT CTONb Xe boraTta Ha
ApKMe COBbbITUSA U TPOMKIME 3a8BNEHMSA, HO MeeT 6bosiee NPUHLUUMMANbLHOE 3HaUeHne
ans byayuwiero 6anaHca cun B Mype 1 HoBoro ¢opmata rnobanbHbIX TEXHOMOornYe-
CKWX MPOLLeCCoB.

-

CMm., Hanpumep: Culpepper 2015; Gwynn 2019.

2 Mark Scott, “What's driving Europe’s new aggressive stance on tech,” Politico, October 27, 2019, accessed November 25, 2020,
https://www.politico.eu/article/europe-digital-technological-sovereignty-facebook-google-amazon-ursula-von-der-leyen/;
“Expanding the EU's digital sovereignty,” Official web-site of Germany's Presidency of the Council of the European Union,
2020, October 27, 2019, accessed November 25, 2020, https://www.eu2020.de/eu2020-en/eu-digitalisation-technology-
sovereignty/2352828; Tambiama Madiega, “Digital sovereignty for Europe,” European Parliamentary Research Service, EPRS
Ideas Paper, July 2020, accessed November 25, 2020, https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/651992/
EPRS_BRI(2020)651992_EN.pdf.
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Conceptualizing American Strategy
in the Technology War Against China:
Economy, Geopolitics, Techno-Nationalism

ABSTRACT

The paper examines the so-called U.S.-China “tech war” of 2017-2020 in the sphere of cutting-edge
digital technologies, its origins, factors, and other aspects, with a focus on the American strategy to limit
China’s opportunities for technological development. The purpose of this study is to conceptualise the
American tech war strategy and to assess the character and prospects of technology conflicts. The article
represents the study with the use of comparative, historical approaches, the elements of systematic
economic analysis, and some elements of neorealist and constructivist approaches. Based on the
examination of key drivers of the tech war (with regard to the U.S. position), as well as the comparative
historical analysis of the observed processes and the instruments implemented to fight for technological
leadership, it concludes that technology conflict is a new phenomenon, determined, among other things,
by the specifics of digital technologies and economic changes of recent decades, which at the same
time preserves natural continuity in relation to the past geopolitical and economic conflicts and existing
strategies and tools. Taking into account the peculiarities of the new conflict and digital technologies
it deduces that it is possible to describe the U.S. policy in the framework of an adjusted concept of
neo-techno nationalism (strengthening national technological potential and sovereignty through global
economic instruments). It is noted that in the context of the digital revolution and in the analysis of the
clash of superpowers this concept implies that goals are achieved through providing preferential access
to such specific development resources as global human capital and big primary data, the formation of
systems of standards, etc. In the conclusion, it is highlighted that the U.S. strategy under Trump, which
led to a tougher American course in the tech war with China, was determined by objective circumstances
as well as by personal traits of the president. In particular, such circumstances include the need to break
old ineffective practices to design new solutions and approaches. The author draws a conclusion that in
the future the United States will focus on building techno-economic regimes as a more systemic strategy
for waging a technology conflict considering adjusted neo-techno national logic.
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ABSTRACT

With the New START treaty extension, Moscow and Washington are on course for new arms control
negotiations. The unprecedented breadth of the strategic bilateral agenda issues means that any
future talks would entail extensive linkages and trade-offs in various spheres. The article explores

two of the domains that would inevitably have to be addressed in future negotiations - missile
defense and strategic conventional weapons. Missile defense was an integral part of U.S.-Russian
arms control from early on, most prominently reflected in the ABM treaty of 1972. However, a deep
look into the current state and trajectory of U.S. missile defense developments suggests that instead
of focusing on the “strategic” interceptors in the continental U.S., the aim should be on regulating
new mobile systems, which pose a more significant threat to the strategic stability and might be
more amenable to limitations. Strategic conventional weapons are less clearly defined, and there is
less arms control experience with dealing with them. On occasions where they were subject to arms
control regulations, they were either banned or included in the strategic nuclear forces limits. With
many types of strategic conventional weapons, it does not seem that a one-size-fits-all approach is
feasible. Some of the newer systems might remain too niche to have an impact on strategic stability.
With the most ubiquitous strategic conventional weapons - long-range cruise missiles - a framework
of asymmetric limits might be considered.

KEYWORDS

arms control, missiles defense, strategic conventional weapons,
strategic equation, U.S.-Russian relations

@)or |

(O8]
<o

H9aLeL) BI/I)IL)‘IIJS.L(ZHOUBIIL)DM



=

SO[ITIR YDIRISIY

JOURNAL OF INTERNATIONAL ANALYTICS 11 (4): 2020

When Russia and the United States finally extended New START for another five
years in February 2021, it soon became obvious that the hardest part was very much
ahead of them. With all but one arms control treaty terminated or suspended, there
was a void in place of the complicated architecture that once limited and managed
nuclear competition between Moscow and Washington. Well aware of this void, Russia
presented the United States with its vision of the “strategic equation” or “security
equation,” which would account for all the factors impacting strategic stability between
the two countries. In the words of Deputy Minister of Foreign Affairs of the Russian
Federation S.V. Ryabkov, “it is not limited to nuclear weapons. We consider it very
important to embrace the entire spectrum of both nuclear and non-nuclear offensive
and defensive arms that are capable of resolving strategic tasks.” Such an equation
would form a general understanding of U.S.-Russian strategic relations, which could
be than implemented in a number of specific agreements and legal arrangements.

Two components of the equation are of particular note. Strategic missile defense
has been a problem in bilateral relations for decades, even more so after the United
States withdrew from the Anti-Ballistic Missile Treaty (ABM Treaty) in 2002. By contrast,
strategic conventional weapons were slowly gaining traction, but became an equally
important issue for Moscow. They were almost never regulated by arms control
agreements, the most important of which - the Intermediate-Range Nuclear Forces
Treaty (INF Treaty) - disappeared in 2019 after yet another withdrawal on the part of
the United States. It is hard to imagine any solution to the “strategic equation” without
addressing these two issues.

A rich body of research exists on the topic of missile defense in arms control.
Among Russian experts, A. Arbatov has noted that current ballistic missile defenses
do not change the strategic balance, although defense capabilities aimed at third
countries should be considered in the framework of the “interrelationship between
strategic offensive and defensive arms.” V. Mizin has suggested that Moscow might
not be interested in a new ABM agreement since new Russian strategic systems would
penetrate any future U.S. missile defense.? V. Dvorkin has presented a case for why
existing U.S. and Russian missile defense systems do not pose a threat to the strategic
nuclear forces of the parties.* In an equally well researched piece, V. Yesin agreed
that the current U.S. missile defense system does not undermine Russian strategic
deterrence and pointed to the open-ended and global nature of the U.S. system, which
would require further attention.®

American experts generally accept that Russia has an issue with the U.S. missile
defense system. P. Vaddi and G. Perkovich have suggested that the United States
should explore how its missile defense could be designed to counter missile treats from
rogue states, but not Russia or China.® However, elsewhere, P. Vaddi and J.M. Acton

1 “Deputy Foreign Minister Sergey Ryabkov's Opening Remarks at a Briefing at the Rossiya Segodnya International Information
Agency on Arms Control and Strategic Stability,” Russian Ministry of Foreign Affairs, accessed February 11, 2021, https://www.
mid.ru/en/main_en/-/asset_publisher/G51ijnfMMNKX/content/id/457021'9.

2 Ap6amos, A.l. Ponb S4epHOro CAepXMBaHWSA B cTpaTermyeckoli cTabunbHOCTU. TapaHTust uaun yrposa // MoCKOBCKUIA LeHTP

KapHern. 28 sHBapsa 2019. [SnekTpoHHbIA pecypc]. URL: https://carnegie.ru/2019/01/28/ru-pub-78209 (pata obpalleHus:

01.03.2021).

Mw3zunH 2019.

AsopknH 2019.

EcnH 2017.

Perkovich, Vaddi 2021.
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have noted that the United States has ruled out the possibility of putting legally
binding limits on its missile defense, and Moscow should instead focus on politically
binding transparency and confidence-building measures.” S. Pifer supported the idea
of regular information exchange on U.S. missile defense capabilities, but he believes
that this might not be enough for Moscow and has thus suggested limiting the number
of U.S. interceptors in Europe.? G. Thielmann provided a thorough analysis of how
many of the ABM Treaty's provisions could be reenacted in the current setting and
reintroduced the idea of joint ceilings for strategic offensive and defensive weapons.?

However, few solutions have been offered on the Russian side to Moscow's
concerns about the U.S. missile defense system, which undoubtedly will appear in
any future negotiations. And the proposals on the American side, while generally well
thought through, have not touched on some of the issues of concern and have not
been ambitious enough to solve this long-standing problem.

The issue of regulating strategic conventional weapons is less researched, partly
because of an ambiguity about what constitutes a strategic conventional weapon,
and partly because of the diversity of the systems. On the Russian side, A. Arbatov
has suggested that there is probably no single way to cover all existing high precision
conventional weapons, but one way to partly address the issue is to control the number of
tactical aviation vehicles that carry such weapons (in an agreementsimilar tothe Treaty on
Conventional Armed Forces in Europe), and including air-launched strategic conventional
weapons in the common warhead ceilings of the next arms control treaty (by returning
to the START | counting rules for heavy bombers) alongside strategic nuclear arms.*
S. Oznobischev and K. Bogdanov propose controlling the numbers of tactical aviation,
which carries strategic conventional weapons (in a CFE like agreement).> E. Buzhinskiy
agrees that limiting air-launched strategic weapons could be straightforward, and that
there could be technical solutions for sea- and ground-launched missiles as well.®

Inthe United States, J. Acton, P.Vaddiand T. MacDonald believe that there is no way
to realistically limit conventional sea-launched missiles and suggest data exchange.’
S. Pifer proposes capping the number of U.S. hypersonic boost glide vehicles, although
he believes that it would be hard for Washington to limit its conventional sea- and
air-launched cruise missiles and thus suggests discussing their implication for the
strategic nuclear balance instead.®

It is unclear whether Moscow and Washington would even be interested in
getting back to the counting rules established by the START | Treaty. In the meantime,
transparency measures and discussions would probably not be enough to address
the issue from the Russian point of view.

Vaddi, Action 2020.

Pifer 2016.

Thielmann 2020.

Arbatov, Alexey, and Ivanov, Igor. “Untangling the Knot of Strategic Arms Control. The Nuclear Threat Initiative,” NTI. Building a

Safer World, 2020, accessed March 3, 2021, https://www.nti.org/analysis/opinions/untangling-knot-strategic-arms-control/.

5 O3Ho6uLes, borgaHos 2020, 46.

ByxcuHckul, E. CHB-3 1 nepcnekTVBbl OrpaHnYeHnst BOOPYXXEHUA B POCCUIACKO-aMepPUKaHCKMX OTHOLLeHUsX // MexayHapoa-

HbI ANCKYCCUOHHBIN kKNy6 Bangaii. 5 despans 2021. [DnekTpoHHbIA pecypc]. URL: https://ru.valdaiclub.com/a/highlights/snv-3-

i-perspektivy-ogranicheniya-vooruzheniy/ (aata o6patyeHuns 03.03.2021).

7 James M. Acton, Thomas MacDonald, and Pranay Vaddi, “Revamping Nuclear Arms Control: Five Near-Term Proposals,” Carnegie
Endowment for International Peace, accessed March 3, 2021, https://carnegieendowment.org/2020/12/14/revamping-nuclear-
arms-control-five-near-term-proposals-pub-83429.

8 Pifer 2016.
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Finally, a number of works look into how arms control itself operates and how
specific technologies can be included in it. In 1960, R. Bowie famously described arms
control as “any agreement among several powers to regulate some aspect of their
military capability or potential. The arrangement may apply to the location, amount,
readiness, or types of military forces, weapons, or facilities.” In addition to the
agreement limiting military capabilities, arms control normally implies the possibility
of verifying that the parties are fulfilling their obligations.

Somearmscontrolmechanismsappeartobe moresuccessfulthanothers. Counties
withdraw from legally binding treaties (for example, the ABM Treaty or thelNF Treaty),
while informal agreements are sustained even without an ongoing dialogue (such as
SALT Il). This can be partly explained by domestic politics, but some other general
observations can be made. As T. Schelling, one of the first thinkers on arms control,
wrote: “Most powerful limitations, the most appealing ones, the ones most likely to
be observable in wartime, are those that have a conspicuousness and simplicity, that
are qualitative and not a matter of degree, that provide recognizable boundaries.”
This makes sense from the practical point of view - bans on whole classes of weapons
are easier to verify than reducing their numbers or placing limitations on specific
parameters.

P. Scharre points out that the success of arms control agreements can also be
influenced by the military significance of the weapon in question (the higher the
significance, the lower the chance of success) and its distribution (if both parties
possess comparable number of the weapon, interest in bilateral limitation increases
and the chance of success rises).?

In order to understand how to address missile defense and strategic conventional
weapons in the U.S.-Russian arms control framework, this paper will explore the
technical and political underpinning of both issues in detail, look into past efforts to
address them, propose possible solutions, and estimate how realistic they could be.

Strategic Missile Defense

Intercontinental ballistic missiles (ICBMs) are still the main way of delivering
nuclear weapons to enemy territory. They form the backbone of nuclear deterrence.
The flight trajectory of an ICBM and its reentry vehicle (RV) can be divided into two
parts - active (guided flight with an active propulsion) and passive (free flight after
the engine shuts down and the RV separates from the missile).* The passive stage of
the trajectory can also be subdivided into exo-atmospheric and atmospheric parts.
Throughout the history, Moscow and Washington have developed missile defense
that is aimed at interception at every stage of the trajectory.

Intercepting a missile in the active phase of its flight helps solve the problem of
decoys and other countermeasures and destroys several warheads with a single strike

Bowie 1960.

Schelling 1966, 164.

Scharre 2018, Ch. 20.

TpaekTopus nonérta bannnctnyeckor paketbl // MUHMCTEPCTBO 060pOHBI P®. [DnekTpoHHbI pecypcl. URL: https://encyclopedia.
mil.ru/encyclopedia/dictionary/details_rvsn.htm?id=14145@morfDictionary (gata obpaiieHns 03.03.2021). In the Western
tradition, the trajectory of an ICBM is usually divided in three phases: boost phase, midcourse phase, and terminal phase.
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(for missiles with multiple reentry vehicles). A missile with its engines firing provides
a highly visible target, even when it has not reached maximum speed. At the same
time, trying to intercept a missile at this stage has its disadvantages. The interceptor
must “catch up” with the ICBM, which requires considerably high speed and must be
launched from a location close to the target. The task is further complicated by existing
countermeasures, which include shortening the active part of the trajectory by using
more powerful engines.

Atmospheric intercept of RVs is complicated by the high speed and possible
change of the missile's trajectory. The atmosphere also limits the use of sensors on
the interceptors and their range.’

Exo-atmospheric intercept takes place at the most predictable ballistic part of
the trajectory. Despite the largest number of possible countermeasures (the lack of
atmosphere and orbital motion significantly complicate discrimination between RVs
and decoys), exo-atmospheric intercept is currently the most promising and well-
developed method, and it is used as the basis for all existing strategic missile defense
systems.

U.S. Strategic Missile Defense

As of January 2021, the U.S. missile defense system includes three main
components. First, two sites equipped with “heavy” GBI's (Ground-Based Interceptors)
in the continental United States. There are total of 44 interceptors: 40 at Fort Greely,
Alaska and 4 at Vandenberg Air Force Base, California.? Second, 48 U.S. Navy ships
equipped with the Aegis Ballistic Missile Defense System and armed with different
versions of atmospheric (RIM-156 Standard Block IV (SM-2) and RIM-174 Standard
ERAM (SM-6)) and exo-atmospheric (RIM-161 Standard Missile 3 (SM-3)) interceptors.?
Under the FY2021 budget submission, the number of BMD-capable Navy Aegis ships is
projected to increase to 65 by the end of FY2025.4 Third, land-based Aegis system (Aegis
Ashore) in Europe deployed as a part of the European Phased Adaptive Approach,
which includes 24 SM-3 interceptors at the Deveselu Facility in Romania. A further 24
are expected to be deployed at a second site in Poland.

In addition, the United States possess mobile THAAD (Terminal High Altitude Area
Defense) systems aimed at intercepting intermediate-range ballistic missiles in the
atmosphere and at the very end of the exo-atmospheric part of the trajectory.®

Ground-based Interceptors consist of a booster and a kinetic kill vehicle. All the GBI's
deployed by the United States are currently equipped with an EKV (Exoatmospheric
Kill Vehicle). The system has a mixed track record. Since 1999, only 11 of 19 tests were
successful.® The development of a new kill vehicle - the RKV (Redesigned Kill Vehicle) -

-

Garwin 1999.

2 “Department of Defense Press Briefing on the President's Fiscal Year 2019 Defense Budget for the Missile Defense Agency,” The
US Dept of Defense, February 13, 2018, accessed March 3, 2021, https://www.defense.gov/Newsroom/Transcripts/Transcript/
Article/1440326/department-of-defense-press-briefing-on-the-presidents-fiscal-year-2019-defense/.

3 “Navy Aegis Ballistic Missile Defense (BMD) Program: Background and Issues for Congress,” Congressional Research Service,
December 23, 2020, accessed March 3, 2021, https://fas.org/sgp/crs/weapons/RL33745.pdf.

4 lbid.

5 “Fact Sheet, Terminal High Altitude Area Defense,” The US Dept of Defense, Missile Defense Agency, September 24,2018, accessed
March 3, 2021, https://www.mda.mil/global/documents/pdf/thaad.pdf.

6 “Ballistic Missile Defense Intercept Flight Test Record,” Missile Defense Agency, September 2019, accessed March 3, 2021, http://

surl.li/mpvo.
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led by Boeing was a failure. The deadlines for testing and deployment were constantly
postponed, and in August 2019, the Department of Defense terminated the project,
stating that “we decided the path we're going down wouldn't be fruitful.”” On April 24,
2020 the U.S. Missile Defense Agency (MDA) released a request for proposals on the
Next Generation Interceptor (NGI).2

The cancelation of the RKV put on hold plans for the deployment of 20 additional
GBIs in Alaska, which was planned for 2023.2 As of right now, the Missile Defense
Agency is still planning to build 20 silos to be used for NG| deployment. But since the
NGI program aims to develop an interceptor from scratch (including a new booster),*
it is not expected to be deployed until the 2030s, although the director of the Missile
Defense Agency has since said it would be possible to field the NGI by 2028.°

The U.S. Navy operates the Aegis Combat System, which in one of its modifications
is capable of intercepting ballistic missiles with an SM-3 interceptor. Aegis is deployed
on two types of ships: Ticonderoga-class cruisers (CG-47) and Arleigh Burke-class
destroyers (DDG-51). By September 30, 2021, a total of 48 of these ships will be
equipped with an Aegis version capable of missile defense, making them BMD-capable
Navy Aegis ships. Other ships with Aegis systems can be upgraded to perform a BMD
role, which would require changes to be made to the computer systems, new software
to beinstalled, and interceptors to be uploaded.® Under the FY2021 budget submission,
the number of BMD-capable Navy Aegis ships is projected to increase to 65 by the end
of FY2025. However, Congress reduced funding for the future large surface combatant
ships in December of 2020, which calls these plans into question.’

Ticonderoga-class cruisers are equipped with 122 Mark 41 (Mk-41) Vertical
Launching Systems, while Arleigh Burke-class destroyers have 90 or 96 Mk-41 launchers
depending on the version. These launchers can fire a broad range of land-attack, anti-
ship, anti-submarine, and anti-ballistic missiles. It is impossible to assess the number
of launchers equipped with anti- ballistic missiles at any given time, but it is obviously
less than the maximum possible.

The most concerning missiles from the point of view of strategic missile defense
are the SM-3s, which are capable of performing the exo-atmospheric kinetic intercept
of ballistic missiles. There are three consecutive versions of the missile. SM-3 Block
IA and Block IB (with an upgraded seeker, processor, and increased maneuverability)
are currently deployed on U.S. ships. Estimates put their number at a few hundred.?

1 Paul Mcleary, “Pentagon Cancels Multi-Billion $ Boeing Missile Defense Program,” Breaking Defense, August 21, 2019, accessed
March 3, 2021, https://breakingdefense.com/2019/08/pentagon-cancels-multi-billion-boeing-missile-defense-program/.

2 Aaron Mehta, “Pentagon Releases Request for Proposals on Next Generation Interceptor,” Defense News, April 24, 2020, accessed
March 3, 2021, https://www.defensenews.com/space/2020/04/24/pentagon-releases-request-for-proposals-on-next-generation-
interceptor/.

3 “Missile Defense. Delivery Delays Provide Opportunity for Increased Testing to Better Understand Capability,” Government
Accountability Office, June 2019, accessed March 3, 2021, https://www.gao.gov/assets/700/699546.pdf.

4 "Hill: NGI Has Flexibility In Development Cycle, Replaces Whole Interceptor,” Defense Daily, March 10, 2020, accessed March 3,
2021, https://www.defensedaily.com/hill-ngi-flexibility-development-cycle-replaces-whole-interceptor/missile-defense/.

5 Jen Judson, “Congress Directs DoD to Build Interim Homeland Missile Defense Interceptor,” Defense News, December 3, 2020,
accessed March 3, 2021, https://www.defensenews.com/land/2020/12/03/congress-directs-dod-to-build-interim-homeland-
missile-defense-interceptor/.

6 “Navy Aegis Ballistic Missile Defense (BMD) Program: Background and Issues for Congress,” Congressional Research Service,
December 23, 2020, accessed March 3, 2021, https://fas.org/sgp/crs/weapons/RL33745.pdf.

7 David B. Larter, “Congress Guts Funding for Cruiser Replacements,” Defense News, December 23, 2020, accessed March 3, 2021,
https://www.defensenews.com/naval/2020/12/23/congress-guts-funding-for-cruiser-replacements/.

8 “Standard Missile-3 (SM-3),” CSIS Missile Defense Project, September 28, 2018, accessed March 3, 2021, https://missilethreat.csis.
org/defsys/sm-3/.
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SM-3 Block IIA, developed jointly with the Japan Self-Defense Forces, is purchased by
the Pentagon in limited numbers and is still undergoing testing. Block IIA missiles were
given a larger fuel tank, which increases its speed and potential flight time, as well as
a bigger kinetic warhead.” According to expert estimates, the speed of SM-3 Block IIA
reaches 4.5km/s compared to 3km/s for Block IB.2 The United States officially canceled
the development of the next generation of SM-3 Block IIB interceptors, which were
aimed at intercepting ICBMs, in 2013.2

Nevertheless, with the lack of progress of the Ground-Based Midcourse Defense
in the continental United States, Washington is investigating the possibility of using
SM-3 Block IIA missiles against ICBMs. On November 18, 2020, this anti-ballistic missile
successfully intercepted an ICBM-class target.* Such developments could potentially
threaten Russian strategic forces. Especially with the number of SM-3 Block IIA planned
for purchase exceeding 300.°

Allies of the United States, including Australia, Spain, Norway, South Korea, and
Japan, either have Aegis ships in their fleets, are in the process of building them or
plan to build them in the future. Most of the six Japanese Aegis destroyers are BMD-
capable. Tokyo plans to upgrade the remaining ships in the upcoming years, with two
additional BMD destroyers currently under construction.® The Aegis ships of the United
States’ other allies are not BMD capable.

Asapartofthe European Phased Adaptive Approach, the Deveselu Facilityin Romania
hosts Aegis Ashore system, with 24 SM-3 Block IB interceptors. The construction of the
second U.S. missile defense site in Europe near the Polish village of Redzikowo, which will
host another 24 SM-3 missiles, keeps getting delayed. The facility, which was supposed
to become operational in 2018, will not be ready before 2022 because of contractor’s
poor performance.” Both sites are expected to host SM-3 Block IIA missiles.

Aegis Ashore is considered as an alternative to both GBIs and Aegis BMD ships.
There were proposals to deploy further Aegis Ashore sites in the continental United
States,® Guam (as a substitute for THAAD battery),’ and Hawaii (at Pacific Missile Range
Facility Barking Sands)."°

Until recently, Japan was planning to build two Aegis Ashore sites on its territory.
According to the Ministry of Defense, the systems could have become initially

1 “Navy Aegis Ballistic Missile Defense (BMD) Program: Background and Issues for Congress,” Congressional Research Service,
December 23, 2020, accessed March 3, 2021, p. 5, https://fas.org/sgp/crs/weapons/RL33745.pdf.

2 See, for example: Joan Johnson-Freese, and Ralph Savelsberg, “Why Russia Keeps Moving the Football on European Missile
Defense: Politics,” Breaking Defense, October 17, 2013, accessed March 3, 2021, https://breakingdefense.com/2013/10/why-
russia-keeps-moving-the-football-on-european-missile-defense-politics/.

3 “Missile Defense Announcement. As Delivered by Secretary of Defense Chuck Hagel,” Legistorm, March 15, 2013, accessed
March 3, 2021, https://www.legistorm.com/stormfeed/view_rss/76757/organization/31751.html.

4 "U.S. Successfully Intercepts ICBM with Ship-Launched Missile in Historic Test,” ABC News, accessed March 3, 2021, http://surl.li/
mpXw.

5 Laura Grego, “The SM-3 Block IIA Interceptor. A New Arms Control Challenge,” Union of Concerned Scientists, August 2019,
accessed March 3, 2021, https://www.ucsusa.org/sites/default/files/attach/2019/08/SM-3%252011A.pdf.

6 “Navy Aegis Ballistic Missile Defense (BMD) Program: Background and Issues for Congress,” Congressional Research Service,
December 23, 2020, accessed March 3, 2021, p. 5, https://fas.org/sgp/crs/weapons/RL33745.pdf.

7 “MDA, Army Withholding Pay as Aegis Ashore Poland Construction Still Drags,” USNI News, March 12, 2020 accessed March 3,
2021, https://news.usni.org/2020/03/12/mda-army-withholding-pay-as-aegis-ashore-poland-construction-still-drags.

8 “Inflection Point: Missile Defense and Defeat in the 2021 Budget,” CSIS Missile Defense Project, March 23, 2020, accessed March 3,
2021, https://missilethreat.csis.org/inflection-point-missile-defense-and-defeat-in-the-2021-budget/.

9 “Pentagon Considers Replacing Guam's THAAD Battery with Aegis Ashore,” Jane's, February 5, 2020, accessed March 3, 2021,
https://www.janes.com/article/94114/pentagon-considers-replacing-guam-s-thaad-battery-with-aegis-ashore.

10 “2019 Missile Defense Review,” The US Dept of Defense, accessed March 3, 2021, p. XV, https://media.defense.gov/2019/
Jan/17/2002080666/-1/-1/1/2019-MISSILE-DEFENSE-REVIEW.PDF.
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operational in the mid-2020s.” However, on June 15, 2020, Minister of Defense Taro
Kono canceled the program, citing technical issues and the increasing cost.? Japan
decided to add two more Aegis BMD ships to its fleet instead.

The United States also considers using THAAD for the atmospheric intercept of ICBMs
and integrating it into a multilayered system together with GBIs and SM-3s. Both the
use of the existing interceptors and modification of the seeker and the booster are
being considered.?

The Donald Trump administration also showed some interest in the active phase
intercept of ballistic missiles. The 2019 Missile Defense Review stated that, “As rogue
state missile arsenals develop, the space-basing of interceptors may provide the
opportunity to engage offensive missiles in their most vulnerable initial boost phase of
flight, before they can deploy various countermeasures [...] DoD will undertake a new
and near-term examination of the concepts and technology for space-based defenses
to assess the technological and operational potential of space-basing in the evolving
security environment.” The same document noted the potential of the F-35 Lightning
Il for “shooting down adversary ballistic missiles in their boost phase,” when equipped
with a new or modified interceptor.®

At the same time, the required DoD report on space sensors and interceptors,
which was supposed to be delivered within six months (by July 2019),° was never
finished. The National Defense Authorization Acts for 2020 and 2021 show that almost
no work is being done on boost phase intercept.’

Russian Strategic Missile Defense

Unlike the United States, Russia is not developing and does not plan to develop
a country-wide ABM system. Russia maintains A-135 anti-ballistic missile system,
protecting Moscow and the surrounding industrial region. The system is compliant
with the 1972 ABM Treaty. According to open-source information, when the A-135
was completed in 1989, it included a Don-2N battle management radar and two types
of interceptors: 68 shorter range 53T6 (Gazelle) missiles for atmospheric interception
and 32 longer-range 5176 (Gordon) missiles for exo-atmospheric interception.® The
2019 U.S. Missile Defense Review also states 68 interceptors.® The system is currently
undergoing modernization with new interceptors that are being developed and tested.

1 “Lockheed Martin Wins Contract Modification for Japan Aegis Ashore Batteries,” The Diplomat, March 9, 2020, accessed March 3,
2021, https://thediplomat.com/2020/03/lockheed-martin-wins-contract-modification-for-japan-aegis-ashore-batteries/.

2 “Japan Suspends Aegis Ashore Deployment, Pointing to cost and Technical Issues,” Defense News, June 25, 2020, accessed March
3, 2021, https://www.defensenews.com/global/asia-pacific/2020/06/15/japan-suspends-aegis-ashore-deployment-pointing-to-
cost-and-technical-issues/.

3  “MDA's FY21 Budget Paves Way for New Homeland Missile Defense Plans,” Defense News, February 10, 2020, accessed March 3,
2021, https://www.defensenews.com/smr/federal-budget/2020/02/11/mdas-fy21-budget-paves-way-for-new-homeland-missile-
defense-plans/.

4 2019 Missile Defense Review,” The US Dept of Defense, accessed March 3, 2021, p. IX, https://media.defense.gov/2019/
Jan/17/2002080666/-1/-1/1/2019-MISSILE-DEFENSE-REVIEW.PDF.

5 Ibid., XII.

6 “Department of Defense Off-Camera Press Briefing on the 2019 Missile Defense Review,” The US Dept of Defense, January 17,
2019, accessed March 3, 2021, http://surl.li/mpzz.

7 “Missile Defense. An Assessment of U.S. Military Power,” Heritage Foundation, October 30, 2019, accessed March 3, 2021, https://
www.heritage.org/military-strength/assessment-us-military-power/missile-defense.

8 KonTtyHos et al. 2010, 15.

9 “2019 Missile Defense Review,” The US Dept of Defense, accessed March 4, 2021, https://media.defense.gov/2019/
Jan/17/2002080666/-1/-1/1/2019-MISSILE-DEFENSE-REVIEW.PDF.
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The goal is to have the system operational in 2022." There is no indication that the
number of the interceptors will be increased as a result.

Russia also employs a wide range of mobile air and missile defense systems. The
S-500 Prometey “Prometheus” system, which is expected to be initially deployed in
2021 and mass produced in 2025, is designed to intercept intermediate-range ballistic
missiles, as well as ICBMs in the terminal phase and under certain conditions in the
midcourse phase.? Russia widely exports its predecessor, S-400 “Triumph.” The system
has been delivered to China and Turkey, a contract has been signed with India.

Russia has also been testing its “Nudol” system, which is allegedly capable of
intercepting ballistic missiles out of the atmosphere, as well as targeting space
objects.?

Arms Control Options for Strategic Missile Defense

The most successful arms control initiative in regards to missile defense was the
1972 ABM Treaty. According to the document, the parties agreed:

- to limit their anti-ballistic missile systems to two (later one) missile fields with up
to 100 interceptors;

- not to deploy ABM systems or their components for a defense of the territory
of its country and not to provide a base for such a defense in other states, and not to
deploy ABM systems for defense of an individual region;

- not to develop, test, or and deploy anti-ballistic missile systems or components
which are sea-based, air-based, space-based or mobile land-based.

For the most part, the sides still adhere to the first limitation, despite the withdrawal
of the United States from the ABM Treaty in 2002. There is no indication that either
Moscow or Washington plan to increase the number of silo-based interceptors beyond
100 in the foreseeable future. Considering the current state of the U.S. Ground-Based
Midcourse Defense, based on GBIs, it seems realistic to say that, for technical, financial,
and organizational reasons it will pose no threat to the Russian strategic forces for at
least the next decade. The Ground-Based Midcourse Defense deployed today is also
popular with the American people and both political parties in Congress. Trying to limit
it through the arms control negotiations is thus doomed to failure. A more promising
approach would be to focus the discussion on those systems that are located outside
the United States, which, as we have seen, also have a higher destabilizing potential.

The United States is in clear violation of the second limitation, as it deploys or plans
to deploy its de facto strategic missile defense systems outside its national territory
and transfers these systems to its allies. At the same time, with the new Russian BMD
systems coming online, the issue of their delivery to Moscow's allies and partners will
havetobeaddressed.Itisentirely possiblethatBeijingand Tehran may notbeinterested
in ICBM defense - Iran would hardly be targeted by strategic nuclear forces, and China

1 Taspunos, 0. YTo6bl Myxa He nponeTena. Kak naet mogepHusaums cuctemsl NMPO Mocksbl // Poccuiickas [aseTa. 22 aHBaps
2021. [2nekTpoHHbIV pecypcl. URL: https://rg.ru/2021/01/22/kak-moderniziruiut-sistemu-pro-moskvy.html (gata obpatieHus:
04.03.2021).

2 PaspaboTumk pacckasan o Bo3moxHocTsx C-500 // PUA HosocTu. 10 dpeBpans 2020. [DnekTpoHHbIV pecypc]. URL: https://ria.
ru/20200210/1564512668.html (aata obpalueHus: 04.03.2021).

3 XodapeHok, M. «Hygonb» n «MpomeTeli»: Korga apMusi MonydYnuT HoBble cucTeMbl // TaseTa.py. 19 mntoHs 2020. [DNeKTPOHHbI
pecypc]. URL: https://m.gazeta.ru/army/2020/06/19/13123189.shtml (gaTa o6palueHuns: 04.03.2021).
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does not seem to be looking for nuclear invulnerability, aiming at deterrence instead.
This could open the door for U.S.-Russian discussions on the export of strategic BMD
systems. Moscow and Washington could establish technical limits for the export of
ballistic missile systems. The Missile Technology Control Regime (MTCR), which Russia
will be chairing in 2021-2022, could serve as a guide for such limitations.

Finally, both Moscow and Washington ignore the third limitation by deploying or
developing mobile BMD systems. At the same time, this issue was already present
in the 1990s, when the rapid development of mobile missile defense systems at the
theater level forced Russia and the United States to look into ways of distinguishing
between strategic and non-strategic BMD. At a meeting in New York in 1997, the parties
agreed on a memorandum of understanding and two agreed statements, which were
later ratified by Russia, but not the United States.

The agreement stated that, for the purposes of the ABM Treaty, interceptor missiles
with a velocity of up to 3 km/sec over any part of its flight trajectory or whose target
missile does not exceed 5 km/sec over any part of its flight trajectory and has a range
that does not exceed 3500 kilometers are not counted against ABM Treaty limits."
The parties also agreed on transparency measures regarding their non-strategic BMD
systems (THAAD and the Navy Theater-Wide Theater Ballistic Missile Defense System,
which would later become the Aegis Missile Defense System, for the United States
and C-300B for Russia).? Additionally, the agreement stipulated an annual exchange
of information about the systems, the obligation to notify the other party about the
construction of new test sites and interceptor launches. The sides promised that
deployed non-strategic BMD systems would not pose a threat to the strategic forces of
the other party, which was supposed to be supported by the exchange of information
about the numbers of such systems and plans for their use and development.

The 1997 agreements were an interesting experience. Some of their provisions,
such as making sure that the configuration of missile defense systems does not
threaten the strategic forces of the other side, seem to be quite relevant and promising
today. At the same time, other parts need updating. According to the media, SM-3
Block IIA already exceeds the accepted speeds agreed upon in the memorandum.
It is safe to assume that this could be the case for some of the newer Russian systems
as well. The speed of the interceptors would be an important factor and will have to
be addressed, especially for the U.S. anti-ballistic missiles in Europe - both ground-
and sea-based. The higher the speed, the bigger the chance that they could be used
successfully against Russian ICBMs launched from the European part of the country in
the active phase of their trajectory.

At the same time, speed is an important, but not critical factor in successfully
interceptingan ICBM inthe passive partofits trajectory. The trajectory of the interceptor

1 “First Agreed Statement Relating to the Treaty Between the United States of America and the Union of Soviet Socialist Republics
on the Limitation of Anti-Ballistic Missile Systems of May 26, 1972. September 26, 1997. Special Section: New START Il and ABM
Documents,” Arms Control Association, accessed March 3, 2021, https://www.armscontrol.org/act/1997-09/arms-control-today/
special-section-new-start-ii-abm-documents.

2 “Agreement on Confidence-Building Measures Related to Systems to Counter Ballistic Missiles other than Strategic Ballistic
Missiles,” The nuclear information project, September 26, 1997, accessed March 3, 2021, https://fas.org/nuke/control/abmt/text/
abm_cbm.htm.
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simply needs to cross the trajectory of an ICBM, which is quite easy to calculate.” Here
the total number of U.S. exo-atmospheric interceptors, primarily SM-3, would make a
difference.

Russia and the United States could agree to limit the number of interceptors so
that it would be enough to stop a finite number of missiles from third parties, but not
enough to threaten the strategic forces of Moscow and Washington. The details of
such an agreement could be then re-evaluated every five or ten years. And while the
United States is less interested in limiting Russian missile defenses, Moscow's arsenal
is growing, and the calculus might change. Additionally, Washington has on multiple
occasions raised its concerns about Russian anti-satellite (ASAT) systems. Since exo-
atmospheric missile defense and ASAT weapons are essentially based on the same
principles, there could be some room for maneuver there.

If Moscow and Washington agree to exchange information on the number of
interceptors in their possession, verification and storage would be problematic,
as would confirming the presence or absence of SM-3 missiles onboard ships, not
least because it would reveal the content of other missile tubes. One idea on how
to tackle the issue would be to separate BMD-capable ships, limit their number and
provide them with functionally related observable differences (FRODs), which can be
observed using national technical means of verification (NTMs). The U.S. Navy might
be interested in exploring this option. Its leadership has on several occasions spoken
critically about BMD consuming too much of the limited naval resources. For example,
in 2018, Chief of Naval Operations Adm. John Richardson said, “Whether that's AEGIS
ashore or whatever, | want to get out of the long-term missile defense business and
move to dynamic missile defense.”?

Another critical aspect of missile defense that should be considered in the context
of arms control is the non-deployment of BMD systems in outer space and a ban on
air-based strategic BMD systems. None of those currently exist, but research and
development is being conducted in these areas.

Strategic Conventional Weapons

There is no universally accepted definition of a strategic conventional
weapon. However, to have a strategic effect, a conventional weapon must
have high precision and be capable of traveling long (though not necessarily
intercontinental) ranges, which essentially equates “strategic” with “long-rage
high-precision” weapons.

The Handbook of Defence Terminology of the Ministry of Defence of the Russian
Federation defines long-rage high-precision weapons as the “weapons of an increased
potential threat [...] aimed at the selective assured strike of stationary [...] and in some

1 See, for example, Simon Peterson (@SimonHoejbjerg): “I often see and hear people talking about whether or not a certain
interceptor can intercept a specific ballistic missile type, e.g. can an SM-3 intercept an ICBM. And very often people make claims
that the interceptor’s burn out velocity is critical to that. It's actually not,” Tweeter, December 30, 2019, https://twitter.com/
SimonHoejbjerg/status/1211582726991691777.

2 “The U.S. Navy is Fed up with Ballistic Missile Defense Patrols,” Defense News, June 16, 2018, accessed March 3, 2021, https://
www.defensenews.com/naval/2018/06/16/the-us-navy-is-fed-up-with-ballistic-missile-defense-patrols/.
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cases quasi-stationary objects [...] at distances exceeding 400 km.”" The protocol to
the New START Treaty defines long-range air-launched cruise missiles (ALCMs) as “an
ALCM with a range in excess of 600 kilometers.”? For air- and sea-launched systems,
the genuine range is increased by the range of their platforms. No such criteria have
been developed for land-based systems, as they were previously banned under the
INF Treaty. Long-range conventional hypersonic missiles should also be included as
strategic conventional weapons.

Because of their high precision, strategic conventional weapons are well suited
for attacks against enemy infrastructure, including nuclear command and control
and dual-use military infrastructure, which can lead to nuclear escalation. Moreover,
strategic conventional weapons can be used as a part of a counterforce strike alongside
nuclear weapons.

U.S. Strategic Conventional Weapons

The U.S. strategic conventional forces include sea- and ground-launched (after the
August 18, 2019 test from a mobile launcher) BGM-109 Tomahawk missiles (conven-
tional only after 20133), air-launched AGM-86C/D cruise missiles (a nuclear version
of the missile exists as well), and air-launched AGM-158 JASSM ER cruise missiles
(extended range). R&D continues on the new air-launched LRSO (Long-Range Standoff
Missile - conventional and nuclear) cruise missile, which is intended to substitute AGM-
86 by 2030,* the JASSM XR (extreme range) and LRASM (Long Range Anti-Ship Missile)
anti-ship cruise missile based on JASSM ER.

In December 2019, a prototype intermediate range ground-launched ballistic
missile was tested.> According to expert estimates, the prototype was based on the
Castor 4A rocket engine. No further tests followed.

The United States has several ongoing R&D projects on hypersonic missiles.
Every military service runs its own program. The Army and the Navy design
their systems based on a common vehicle developed by the Army.® The Navy's
project is called Intermediate Range Conventional Prompt Strike Weapon (IR
CPS), while the Army’s is called Long-Range Hypersonic Weapon (LRHW). The Air
Force has canceled a similar program of its own, the Hypersonic Conventional
Strike Weapon, (HCSW), to save money and is now focusing on the AGM-183A
Air-launched Rapid Response Weapon (ARRW).” The Defense Advanced Research
Projects Agency (DARPA) is developing at least four hypersonic programs in
conjunction with the armed forces: Tactical Boost Glide (TBG), Advanced Full-

1 BbICOKOTOUHOE OpYyXMe 60/bLLION AanbHOCTY // CIPABOYHIIK MO TEPMUHONOMN B 060POHHO chepe. MUHUCTEPCTBO 060POHbI
Poccun. [DnekTpoHHbI pecypc]. URL: http://dictionary.mil.ru/folder/123102/item/129202/ (aaTa obpatieHus 03.03.2021).

2 Mpotokon k [loroBopy mexay Poccuiickoli ®epepauuneii n CoefnHeHHbIMK LLITaTaMn AMepurkin 0 Mepax Mo JanbHelilemy co-
KPALLEHWIO 1 OFPaHNYEHMIO CTPaTernyeckmnx HacTynaTteNbHbIX BOOPY>XeHwni // Mpe3ungeHT Poccnn. [SnekTpoHHBI pecypc]. URL:
http://static.kremlin.ru/media/events/files/41d2ef6d0dc8b2e65fc5.pdf (aaTa obpaLleHns 03.03.2021).

3 Hans M. Kristensen, “U.S. Navy Instruction Confirms Retirement of Nuclear Tomahawk Cruise Missile,” Federation of American

Scientists, March 18, 2013, accessed March 3, 2021, https://fas.org/blogs/security/2013/03/tomahawk/.

Kristensen, Korda 2021.

“Pentagon Conducts First Test of Non-Nuclear Capable Ballistic Missile Post-INF Treaty,” The Drive, December 12, 2019, accessed

March 3, 2021, https://www.thedrive.com/the-war-zone/31456/u-s-conducts-first-test-of-non-nuclear-ballistic-missile-following-

inf-arms-treaty-collapse.

6 Sydney . FreedbergJr., “Army Warhead is Key to Joint Hypersonics,” Breaking Defense, August 22, 2019, accessed March 3, 2021,
https://breakingdefense.com/2018/08/army-warhead-is-key-to-joint-hypersonics/.

7 “Roper: The ARRW Hypersonic Missile Better Option for USAF,” Air Force Magazine, March 2, 2020, accessed March 3, 2021,
https://www.airforcemag.com/arrw-beat-hcsw-because-its-smaller-better-for-usaf/.
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Range Engine (ARFE), Operational Fires (OpFires) and Hypersonic Air-Breathing
Weapon Concept (HAWC).'

The U.S. defense budget for FY2021 has earmarked 2.6 billion USD for hypersonic
research, including 206 million USD for hypersonic defense.? According to the
Congressional Research Service, United States is unlikely to field an operational system
before 2023.3

All the U.S. hypersonic boost glide vehicles under development are conventional
only. According to Mike White, the Pentagon’s assistant director for hypersonics,
because of the differences in ranges and the trajectory of the boost glide vehicles,
“any adversary who's got the capability to detect [them] will quickly understand the
difference.” With this said, the strictly conventional nature of the new weapons
increases their requirements, including higher accuracy. Taking the specific conditions
in which the hypersonic boost glide vehicles are operating into account - high speed,
extreme heating due to air friction - it will be tough to meet these requirements.

Russian Strategic Conventional Weapons

Russian strategic conventional weapons include “Kalibr” sea-launched cruise
missiles (a separate nuclear version of the missile also exists), Onyx sea-launched
anti-ship cruise missiles (a separate nuclear version of the missile also exist),> and
Kh-55, Kh-101,° and Kh-327 air-launched cruise missiles (separate nuclear versions of
each of these missiles exist). On December 1, 2017, the “Kinzhal” air-launched ballistic
missile (a separate nuclear version exists) mounted on MiG-31K aircraft reached initial
operational capability.® The “Zircon” hypersonic sea-launched missile is undergoing
testing.

The Russian armed forces do not have strategic conventional weapons with
intercontinental range. According to open-source information, the “Avangard”
hypersonic boost-glide vehicle was developed as a nuclear weapons delivery system.

Arms Control Opportunities for Strategic Conventional Weapons

Russia and the United States have extraordinarily little experience in dealing with
strategic conventional weapons in arms control. Whenever Moscow and Washington
have touched upon the issue, strategic conventional weapons were either banned or
included in the total limits together with the nuclear weapons.

Ground-launched intermediate range conventional missiles were banned along-
side their nuclear “cousins” under the INF Treaty, primarily to make the verification
easier. START | banned air-launched ballistic missiles, both conventional and nuclear.
Finally, New START included conventional ICBMs and SLBMs (in case they would be

1 Kelley M. Sayler, “Hypersonic Weapons: Background and Issues for Congress,” Congressional Research Service, accessed March

3, 2021, pp. 4-8, https://www.hsdl.org/?view&did=827149.

Sydney J. Freedberg Jr., “Hypersonics Won't Repeat Mistakes of F-35."

Kelley M. Sayler, “Hypersonic Weapons: Background and Issues for Congress.”

Sydney J. Freedberg Jr., “Hypersonics Won't Repeat Mistakes of F-35.”
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produced) in the aggregate strategic offensive arms limit. Neither the United States
nor Russia ever built such weapons.

None of this precedent looks especially helpful this time around. It seems clear that
neither country is prepared to give up its strategic conventional weapons altogether.
And the asymmetry in the Russian and U.S. strategic conventional arsenals just does
not stimulate Washington to discuss this issue at all. The United States also needs to
take China's substantial missiles arsenal into account.

The situation can change with new Russian systems, such as “Zircon” hypersonic
missile, coming online. In the event that Washington becomes interested in discussing
sea-, air- and ground-launched strategic conventional missiles, the experience of
START | can become relevant. While the original START did not cover sea-launched
nuclear cruise missiles, the parties have produced politically binding declarations,
limiting the number of long-range nuclear SLCMs (with a range exceeding 600 km) to
880 missiles. Moscow and Washington also pledged to make an annual exchange of
plans for the arsenals of such missiles for the next five years. The parties also agreed
to exchange the number of nuclear SLCMs with a range of between 300 and 600 km."
These limitations were completely lopsided. While the United States was planning
to deploy 637 long-range nuclear SLCMs, the USSR only had 100.2 Similar limitations
could be adopted for conventional missiles (including hypersonic) as well.

Washington could be interested in discussing hypersonic systems, an area in which
Russia currently has an edge. However, Russian and U.S. hypersonic systems were
developed separately and with different goals. In the United States, the Prompt Global
Strike was a child of the “capabilities-based” military planning under the G.W. Bush
administration, which came to replace the old-fashioned “threat-based approach.”
For its part, the Russian “Avangard” boost glide vehicle is a continuation of the
“Albatros” project started in the 1980s with the aim of defeating the U.S. global BMD
and delivering nuclear warhead to the continental United States. Since the Russian and
American programs were not created as a reaction to each other, mutual limitation
without considering the challenges they were meant to address looks improbable.*

Currently the mass production of hypersonic boost glide vehicles is partly limited
by New START, which limits the number of deployed ICBMs. The Russian side has
agreed to include “Avangard” in the New START limits, as it is mounted on a treaty
accountable missile.> Hypersonic systems are also rather expensive (more so compared
to “classic” warheads), and their missions seem to be quite narrow. One can imagine
that hypersonic weapons will remain a niche project, with little impact on strategic
stability.

Depending on the pace of development of intermediate-range hypersonic
weapons and the threat perceptions of the two sides (especially of sea- and air-

1 “Declaration of the United States of America Regarding its Policy Concerning Nuclear Sea-Launched Cruise Missiles,” FAS, July 31,
1991, accessed March 3, 2021, https://fas.org/nuke/control/start1/text/declsts.htm; “Declaration of the Union of Soviet Socialist
Republics Regarding its Policy Concerning Nuclear Sea-Launched Cruise Missiles,” FAS, July 31, 1991, accessed March 3, 2021,
https://fas.org/nuke/control/start1/text/declsts.htm.

2 The Future of the U.S.-Soviet Nuclear Relationship 1991.

3 “Special Briefing on the Nuclear Posture Review,” The US Dept of Defense, January 9, 2002, accessed March 3, 2021, https://fas.
org/sgp/news/2002/01/npr-briefing.html.

4 Borrie etal. 2019, 15-16.

5 B leHwTabe 3asBWAN, YTO KOMMIEKC «ABaHrapA» He HapyLIuT goroBopeHHocTu no CHB // NHTepdakc. 24 ntona 2019. [Dnek-
TPOHHbIN pecypcl. URL: https://www.interfax.ru/russia/670264 (aata obpatleHus 03.03.2021).
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launched hypersonic weapons), there could be a room for discussing the issue. The
sides will have somewhat similar weapons (the Russian “Kinzhal” and the array of the
U.S. systems), which could lead to numerical limitations.

Conclusion

None of the possibilities mentioned in this article will be easy to implement.
Despite the New START extension, the U.S.-Russia relations remain in poor condition.
Views on the strategic stability and the national security of the two countries diverge
significantly. Even maintaining the current limitations on strategic offensive arms five
years from now is not a given.

Worse still, we should not expect a clean and easy-to-verify solution on missile
defense or strategic conventional weapons, and this, experts believe, it increases
the chances for an agreement to succeed. In both cases, the capabilities of the two
sides are not equal (although Russia is catching up), which leads to an asymmetry
of interests. Both missile defense and strategic conventional weapons provide clear
military and political benefits (though in a different way) to Moscow and Washington,
so limiting them would be a tall order.

However, a case can me made that arms control frameworks could successfully
address some of these issues if properly targeted.

In terms of missile defense, instead of focusing on the U.S. Ground-Based
Midcourse Defense, which is not the most immediate threat to strategic stability
and is an extremely popular program that enjoys bipartisan support in Washington,
Russia and the United States should look into the missile defense and mobile systems
located outside their territories. Limiting the export of mobile strategic missile defense
systems could also be of interest to Moscow and Washington. It will not be easy to put
limitations even on mobile U.S. missile defense systems, but some sort of combination
of qualitative and quantitative limitations on U.S. interceptors would be beneficial
for strategic stability. Such an agreement would need to include robust information
exchanges and could be verified by NTMs. Space and air-based missile defense remain
as destabilizing as ever and should be avoided.

Moscow and Washington have never had much success in regulating strategic
conventional arms. The issue is further complicated by the asymmetry in the U.S.
and Russian arsenals. Despite the impressive developments in new technologies,
the biggest issue would still be posed by the same old conventional cruise missiles.
One possible approach to address this would be to use the experience of SLCM
limitations accompanying START I. As for hypersonic boost glide systems, those of
the intercontinental range (if produced) will be covered by the existing arms control
limitations. Intermediate range hypersonic systems are currently not mass produced.
If this changes, and both countries believe that they pose a problem for their security,
they can be discussed in the arms control format.
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Pemenune crparernueckoro ypapHeHus:
MHTerpalus NPOTUBOPAKETHON 060POHDI
1 0ObIYHBIX BOOPYKEHUIT B POCCUIICKO-
AMEPUKAHCKUI PeXKUM KOHTPOJISA
Ha/l BOOPYKEHUAMM

HaLeL) BI/I)IL)‘IIJS.L(ZHOUBIIL)DM

AHHOTALUMA

B cBsi31 c npoaneHnem cpoka fencTeuns Hoeoro gorosopa CHB MockBa 1 BallHIToH BCTynnau
B MPOLIeCC HOBbIX MNEPeroBopPOB MO KOHTPOJIKO Haj BOOPYXeHnsMU. becnpeLiejeHTHoe KOM4ecTBo
HepeLleHHbIX BOMPOCOB BYCTOPOHHE NOBeCTKM 03HavaeT, YTo /tobble byayLle Meperosopsl
MoBJ/IeKyT 3a CO60 KOMMPOMMCChI B Pa3inyHbIxX chepax. B cTaTbe nccnegyrotca gse obnactu,
KOTOpble Hen3beXHOo NPUAETCS paccMaTprBaTb Ha byAyLLMX NeperoBopax - MPoTMBOpakeTHas
060pOoHa 1 cTpaTernyeckme obbivHble BOOPYXeHUA. MNpoTneopakeTHas 060poHa bbina
HeOoTbeMNeMOM HYaCTbo POCCUICKO-aMePUKAHCKON apXUTEKTYPbl KOHTPO/IA Haj BOOPYKEHUAMU
C CaMoro Ha4ana, YTto Hambonee sipko oTpasnnoch B gorosope no MPO ot 1972 r. OgHako
M3y4eHne TekyLLero COCTOSHMSA 1 BEeKTOpa pa3BUTUSA NPOTMBOpakeTHoM o60poHbl CLLIA
No3BONIAET MPeANONIOXNTE, YTO BMECTO TOr0, UTOObI COCPEAOTOUNTLCSA Ha T. H. «CTpaTernyeckmnx»
nepexsaTyMKax, pacnofioXXeHHbIX Ha KOHTUHeHTanbHoM Yactu CLLA, Lens neperosopos
[OJIKHA 3aK/1H04aTLCS B YPeryampoBaHum ctaTyca 1 poivt HOBbIX MOBUbHBIX CUCTEM,
KOTOpble NPeACTaBAAT CyLLeCTBEHHYIO Yrpo3y CTpaTernyeckon ctabuabHOCTU U € 6onbLLer
BEPOATHOCTBIO MOTYT CTaTb MPeAMETOM orpaHuyeHuii. OnpegeneHvie cTpaTermyecknx obbIUHbIX
BOOPY>XeHW Pa3MbITO, U OMbIT KOHTPOS X KOHTPONSt He3HaunTeneH. B Tex cnyuasx, koraa Ha
HWX PacrpoCTPaHAIOTCA MONOXKEHWS O KOHTPOE Haj BOOPYXXEHUAMU, OHW IGO0 3anpeLLarTcs,
NGB0 BKAOYAKOTCA B IMMUTLI, PacnpoCcTpaHseMble Ha cTpaTernyeckune saepHole cunbl. bonee
TOro, KO MHOMMM TMMNaMm cTpaTernyecknx 06bl4HbIX BOOPYXXEHNA HEBO3MOXHO MPUMEHATb
yHVBepCabHbIV NOAX0Z KOHTPOAS. [103TOMY NPUMEHNTENIbHO K CaMbIM PacnpoCTpaHeHHbIM
cTpaTernyecknM obblYHbIM BOOPYXKEHUAM - Kpbl1aTbiM pakeTam 60/bLLOIN AaNbHOCTA - aBTOP
CUNTaeT, MOXHO 6bI10 6bl PaCCMOTPETb PaMKU T. H. aCIMMETPUYHBIX IVMUTOB.
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ABSTRACT

This paper explores the idea that developments in Conventional Prompt Global Strike (CPGS)
systems degrade nuclear security. The United States is developing such weapons for niche
conventional use on the surface, but the line between tactical and strategic weapons is becoming
blurred. What is more, while there have been discussions in Congress surrounding the problem of
missile ambiguity, there is a multitude of other problems, with the largest being that CPGS weapons
inherently degrade nuclear security. By looking at the behavior of critical states and actors involved
in the emergence of CPGS weapons and combining this with pre-existing literature and insight on
similar topics within international relations, we then can conduct a thorough investigation on the
impact of these CPGA systems. When compared to nuclear missiles, the increasing usability of these
weapons is inherently dangerous, as it increases both the likelihood of their use and the likelihood
of a first strike against another state’s nuclear deterrent. Traditionally, conducting a first strike
has been all but impossible because it entailed using nuclear weapons, which come with ethical
and environmental consequences. If nuclear weapons can be replaced or substituted with CPGS
weapons, then a first strike becomes an actual possibility. Hence, as a result, the nuclear doctrine
is changing to reflect this conventional danger and has led to a lower threshold for nuclear use.
This fact then demonstrates clear signs that CPGS technology degrades nuclear security and thus
increases the chance of nuclear use.
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Introduction

Nuclear weapons hold a unique place in arms control and international relations.
In one sense, they viewed are still as one of the greatest threats to humanity - desp
ite the fact that 75 have passed since they were last used. On the other hand, they
seem to have been largely relegated to the sidelines of the public sphere since the end
of the Cold War. A bogyman from a bygone age whose danger is remembered but not
truly feltanymore. Recent developmentsinvolving North Korea aside,” new threats such
as terrorism, cyber warfare, and the continuing evolution of conventional weapons
have taken the spotlight. The lethality of nuclear weapons remains unchanged, but
public and government focus has arguably shifted to face new threats.

However, it is precisely these non-nuclear developments that merit a review
of nuclear stability, as they themselves threaten the regimes that were set in
place to control nuclear proliferation. In particular, the evolution of conventional
capabilitiessurroundingglobal strike programs generallyreferredto as Conventional
Prompt Global Strike (CPGS) systems in the United States. These developments
threaten to degrade nuclear security and subsequently increase the danger of
nuclear use. We are talking primarily here about the increasing accuracy of missiles
attheintercontinental level. Increasing the accuracy of a missile means that theyield
of thewarhead can be lowered and a conventional weapon can theoretically be used
instead of a nuclear one in roles traditionally filled by the latter, such as a disarming
first strike. While seemingly positive, this development undermines nuclear security
by making a first strike a real possibility, which in turn raises the chances of a
nuclear response.

Additionally, the increasing viability of conventional weapons with intercontinental
range raises a myriad of other questions and concerns. The issue that has drawn
perhaps the most attention here is the inherent ambiguity of missiles inflight. After
launch, missiles carrying conventional warheads are indistinguishable from those
carrying nuclear warheads. This in turn increases the likelihood of one of these
weapons being mistaken for an incoming nuclear missile. In Congress, debates
surrounding long-range conventional weapons have often focused too narrowly
on the issue of miscalculation, and serious concerns have been raided regarding
misattribution.? To this end, hypersonic weapons systems are being explored as
alternate delivery systems because their flight path is distinctly different from that
of ballistic nuclear weapons.® However, despite the differences in their flightpaths,
hypersonic weapons have the same problem as ballistic missiles in that there is nothing
preventing nuclear weapons from being loaded onto these systems. Looking deeper
into the ramifications of these developments on nuclear deterrence, it becomes clear
that not only does the use of hypersonic delivery systems fail to solve the problem of
misattribution, but that CPGS weapons, no matter how they are deployed, inherently
degrade nuclear security and consequently increase the chances of nuclear use
regardless of the launch system used.

1 Choe Sang-Hun, “North Korea Vows to Boost Nuclear Program, Saying U.S. Diplomacy Failed,” The New York Times, June 2020,
accessed January 29, 2021, https://www.nytimes.com/2020/06/11/world/asia/north-korea-nuclear-trump.html.

2 Acton 2013, 1, 4.

3 Butt 2016, 51.
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Background Definitions

The central argument here is that contemporary developments in conventional
weapons technology degrade nuclear security, and that this in turn warrants
conventional arms control efforts. However, this is not a technical paper and it does
not provide technical answers to the problems explored here. The focus is on the wider
political and security challenges posed by the development of conventional weapons
technologies. This focus on technology posits that, regardless of the state involved, it
is technology itself that poses the threat. Consequently, the emphasis here is not on
individual states as causal factors behind the danger. Nonetheless, there is a specific
focus on the United States due to its consistent and open desire to develop a global
strike program using conventional weapons with intercontinental range.” We will also
discuss the responses of Russia and China to U.S. conventional weapons development,
as they are both nuclear states that are arguably adversaries of the United States.
It is within these two bilateral relationships that the impact of evolving conventional
weapons technologies can be clearly seen. That notwithstanding, it is the strategic
impact of these weapons that poses a threat to international stability.

However, as M.C. Horowitz points out, the very fact that this technology
is still emerging makes studying its potential impact difficult.2 This is largely
because of the lack of available evidence and the fact that there is real uncertainty
surrounding the influence of new technologies.®* This uncertainly is of course
why the topic merits academic exploration and why this paper discusses the danger of
CPGS weapons, despite the lack of empirical evidence. Horowitz puts forth that there
are research design options available when studying new weapons technologies,
as well as a lack of data. One of the more relevant options he presents “involves
behavioral research on what influences attitudes toward them within the general
public [...] in the military, or among elites.” The other relevant approach for this paper
involves studying applied theory, which “entails leveraging insights from existing
international relations theory - or other fields - and applying them to limited existing
evidence to assess how particular weapons systems are likely to shape international
politics.” Despite the inherent methodological shortcomings of studying the impact
of emerging technologies, these two methods allow us to explore existing theories
and cross-reference them with the real world actions of military leaders and planners
in order to make logical claims about the strategic influence that developments in
conventional weapons technology have on international security and stability.

On that note, conventional weapons can be generally understood to be any
weapon that derives its destructive power from kinetic energy, or standard explosives.
For this discussion, this can be narrowed down to focus on CPGS weapons which
are “high-precision conventional weapons capable of striking a target anywhere
in the world within one hour's time of the decision to launch.”® This paper will delve

Warren 2011, 446; Butt 2016, 51.
Horowitz 2020, 386.

Ibid.

Ibid., 387.

Ibid.

Acton 2013, 4.
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into the strategic ramifications that inherently come with CPGS weapons; however,
it should be noted that many of these weapons also incorporate another emerging
technology known as hypersonic launch systems. The inherent instability caused by
CPGS weapons is separate from hypersonic technology. However, because the U.S.
development of CPGS is increasingly focused on hypersonic variants,’ this emerging
technology warrants an exploration in the context of CPGS weapons. Furthermore, as
will be discussed shortly, the U.S. Congress believes that pursing hypersonic variants
of CPGS weapons gets around the problem of warhead attribution that comes
with the use of conventional missiles.?

Hypersonic Weapons and Warhead Ambiguity

Attheircore, hypersonicweaponsarethosethat“travelfasterthanMach5(~3,800mph)
and have the capability to maneuver during the entire flight.” Both factors theoretically
increase the survivability of a hypersonic missile against ballistic missile defense (BMD)
systems as “the flight profile of [hypersonic weapons] provides a natural immunity
from U.S. ballistic missile defenses.” These advantages could allow for maneuverable
lightning-fast strikes against adversaries, which is why many states are pursuing this
technology. On the surface, developing flexible non-nuclear options appears to be a step
in the right direction. In an escalating crisis where some level of nuclear conflict seems
inevitable, the option to use CPGS weapons in the place of a nuclear strike appears to be
not only desirable, but also the distinctly ethical choice. However, while this flexibility
is beneficial to any state, the very existence of these weapons destabilizes nuclear
deterrence and international stability, and even increases the odds of nuclear use.

As we stated earlier, the debate surrounding CPGS has been narrowly focused
on the issue of warhead ambiguity.> However, accurate long-range conventional
weapons are inherently dangerous, and this is separate from any ambiguity issues.
Despite this danger, it appears that the United States will continue to pursue CPGS
weapons, due in part to the belief that hypersonic delivery systems offer an escape
from the problem of warhead ambiguity. While it could be argued that a working
and unambiguous CPGS system would outweigh the inherent degradation of nuclear
deterrence that comes with it, the reality is that hypersonic missiles are not free
from the same ambiguity problem. Traditionally, ballistic CPGS systems could easily be
misinterpreted as a nuclear attack, “thereby fostering unwanted and strong escalatory
incentives.” This is because of the “virtually impossibility of knowing the difference
between a nuclear and conventionally armed missile” once in flight.” This difficulty
stems from the fact “that the ballistic trajectory of [conventionally-armed ballistic
missiles] makes it undistinguishable from a nuclear-armed ballistic missile.”® With
this difficulty in mind, hypersonic weapons could theoretically act as an unambiguous

Butt 2016, 51.

Ibid.

“Hypersonic Weapons Basics,” Missile Defense Advocacy Alliance, accessed January 29, 2021, https://missiledefenseadvocacy.
org/missile-threat-and-proliferation/missile-basics/hypersonic-missiles/.

Butt 2016, 52.

Acton 2013, 4.

Gromley 2015, 125.

Ibid.

Garcia 2017, 359.
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global strike system - as the boost-glide trajectory of hypersonic weapons, which
differs from a traditional ballistic missile. This would make them less likely to be
confused with a nuclear ICBM attack.' However, while the United States allegedly
intends for hypersonic weapons to remain within the conventional realm, both Russia
and China appear to be pursing nuclear variants.? Despite assurances by the United
States that it will not arm its hypersonic weapons with nuclear warheads, adversarial
states have to see incoming hypersonic weapons as a possible nuclear attack. This
then puts hypersonic missiles in the same ambiguous category as ballistic missiles.
Therefore, regardless of whether we are talking about conventional ballistic or
hypersonic missiles, their use could be misinterpreted as an incoming nuclear strike.
However, suppose one is to argue that Congress has been focusing too narrowly on
the issue of warhead ambiguity. In that case, one must also establish the alternative
problem of CPGS weapons that they should be focusing on. By exploring core theories
of nuclear deterrence and the strategic impact of CPGS weapons, their degrative effect
on the key tenets of nuclear security becomes clear.

Deterrence Theory

One such tenet under threat is Mutually Assured Destruction (MAD).
Despite the unquestionable danger of nuclear weapons, many, including the late
K. Waltz, argued that they “are a great force for peace.” The cold, yet effective
logic of this idea is that nuclear states can never afford to go to war with one
another because the possible retaliation would be too costly. The key concept here
is the absolute certainty nuclear weapons create, as their use would be undeniably
catastrophic in every way imaginable. Therefore, states tend to act defensively
rather than offensively as “the state that fears attack does not pre-empt - since
that would be a wasteful [and dangerous] use of its military resources - but rather
prepares to receive an attack. Doing so does not decrease the security of others,
and several states can do it simultaneously; the situation will therefore be stable.”
In theory, nuclear weapons become the ultimate defensive tool. In this way, the theory
of MAD has a strong parsimony. However, this is not to say that MAD is an unassailable
concept that is destined to remain static. In fact, as stated by B.R. Green and A. Long,
MAD is far “more malleable then commonly admitted.” While the destructive nature
of nuclear weapons is irrefutable, the survivability of a state’s second-strike or
retaliatory capability is not secure. B.R. Green and A. Long saw that Soviet nuclear
policy changed throughout the Cold War as its leadership became increasingly
concerned that their deterrent was becoming less effective and thus vulnerable to an
American disarming strike.® To take this one step further, K.A. Lieber and D.G. Press
suggest that developments in ballistic missile accuracy was, and continues to be,
a threat to the survivability of fixed targets and thus places doubt on the strength
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of MAD." This paper seeks to build upon these ideas, which, when thoroughly explored,
will demonstrate that the stability of MAD eroding due to the continued pursuit of
conventional strike weapons, and that new developments in missile accuracy are a
large part of this problem.

It can be argued that stability in nuclear security is primarily based on
perception and the confidence in one's second-strike capabilities. The perception of
a threat can have almost the same effect on states as real threats, especially when it
comes to nuclear strategy. Additionally, failing to correctly perceive an adversary's
deterrent, or misunderstanding how one's own deterrent is perceived, can cause a
complete failure of deterrence efforts.? R.K. Betts notes that states could “stumble into
[war] out of misperception, miscalculation and fear of losing if they fail to strike first.”
Furthermore, threat perception guides nuclear doctrine because there would be almost
no time to consider real world developments in a situation where nuclear weapons are
used. If nuclear weapons are launched, there could be as little as 15-30 minutes before
they reach their target.* Therefore, states build their nuclear doctrines around what they
perceive as threats, rather than around actions directly taken against them.

One core aspect of perception is the idea of an offensive or defensive advantage.
The principalideaiswhether being aggressive or defensive is advantageous to obtaining
security for the state. When offense is said to have the advantage, it is easier
to destroy the forces of an adversary and take territory than it is to defend your own.
The opposite is true when defense has the advantage. Moving forward and capturing
territory becomes less efficient than defending your own.> In the defensive world,
military buildup by states can be assumed, at least to some degree, to be defensive,
as aggression is impractical. Thus, states can increase their own security without
threatening the security of others due to the perception of the threat being lowered.

With thisin mind, for most of world history, defense has arguably had the advantage.®
Attacking has been costly, as technology and geography often made it possible to absorb
aggression.” However, despite this apparent defensive advantage, human history is
littered with wars. As mentioned before, perception plays an important role in strategy.
Even in a defensive world, if conquest is believed to be easy, or at the very least possible,
then states will act accordingly.® However, as Betts said, “easy” maybe be too vague an
adjective and therefore it should be replaced with “when states believe that conquest of
a desired objective is achievable at acceptable cost.” Additionally, while the perception
of an offensive or defensive advantage is especially pertinent to the potential outbreak of
a nuclear conflict, the causes of conflict are undeniably varied. The focus on perception
in nuclear deterrence is arguably due to the realist notion of the rational actor.

While the notion of rationality is certainly up for debate, the undeniable
destruction of nuclear weapons once again comes into play here and forces states and
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leaders to consider the impact of their use no matter their motivations for aggression.
Despite valid critiques of Offense-Defense Theory, when it comes to non-nuclear
powers, the theory helps understand how modern great powers act.' These weapons
force actors to be rational, as defined by R. Keohane, and to consider the consequenc
es of aggression. Here, states are: unitary rational actors, carefully calculating costs of
alternatives courses of action and seeking to maximize their expected utility, although
doing so under the conditions of uncertainty and without necessarily having sufficient
information about alternatives or resources to conduct a full review of all possible
courses of action.?

Even if the factors that drive them to act aggressively fall outside traditional
realist thinking, the threat of a second strike cannot be ignored. Planned aggression,
in the form a first strike between nuclear armed states, would arguably only occur if
one side doubted the resolve of the other to use their nuclear deterrent, or if they
believed that they could somehow avoid being hit by a second strike. In either case, it
could be said that offensive would have the advantage.

Offense is far more difficult if one’s weapons are secure. Nuclear weapons are
a powerful deterrent due to their assured level of destruction, but only if they can
be relied upon. Therefore, any development that threatens the reliability of nuclear
weapons could result in a shift to an offensive focused world and this is precisely what
CPGS programs are doing. They have the potential to render the deterrent capability
of states such as Russia and China ineffective, thus promoting the possibility of a first
strike by the United States. The mutually assured aspects of MAD are removed, and
destruction is all that remains.

Given that the perception of whether or not offensive actions have the advantageis a
key factor in nuclear decision making, this allows us to put forward a definition of nuclear
stability. Nuclear stability is evident when states perceive/believe that adversaries are
unlikely to conduct a preemptive strike against their nuclear deterrent. This perception of
safety can be created by a multitude of different factors, one being technical limitations
on first-strike capabilities. If conducting a first strike is extremely difficult, then states are
naturally less likely to perceive such a risk. Stability would thus increase, as the fear of
being attacked is reduced. On the other hand, nuclear stability is often influenced by soft
power, in the form of arms control agreements. These confidence- and security-building
measures often allow for “information exchanges, means for compliance and verification,
as well as different forms of military co-operation.” Taken together, the concepts
that define stability help to provide a framework for exploring the detrimental effects
of the development of conventional weapons.

The Dangers of Technological Developments in Weapon Accuracy

Traditionally, the less accurate missiles are, the more powerful they
need to be to achieve their objective. A direct hit may not be possible, but this can
be accommodated for with a larger payload or by launching more missiles. It is
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important to remember that first-strike targets are often incredibly far away from
launchers and may be hidden or moving. With this in mind, a nuclear silo can withstand
at least 10,000 pounds per square inch or more of blast pressure on the ground,
so the strike must be able to produce this amount.”

However, as accuracy increases, fewer launches and smaller payloads will
theoretically be required to achieve a successfully first strike on an adversary.
The potential reduction of the payload yield is what turns this into a discussion about
developments in conventional weapons technology. A missile targeting a nuclear silo
could theoretically be armed with a conventional payload if confidence in the missile’s
accuracy was great enough. To that end, modern developments in missile accuracy
seems to indicate that this level of confidence may be a realistic possibility. One
of the more “promising [approaches] to boosting accuracy is the addition of a Global
Position System (GPS) receiver.”? Ballistic missiles within the United States have
traditionally relied on inertial navigation, and while this is accurate enough for nuclear
weapons with their larger yield, it would not be enough for conventional weapons.?

Another development in accuracy is super-fuze technology. The super-fuze
increases the effective accuracy of ballistic missiles by giving them a “flexible height-of-
burst capability that enables [them] to detonate at any height within the lethal volume
over a target.” Thus, weapons, warheads and missiles that would have overshot their
objective can now be detonated anywhere above their target, close enough to ensure
a successful strike. Before the addition of the super-fuze, only half of the U.S. Trident
Il 100-kt W76-1 ballistic missile warheads would have hit their target with enough
force to take out a nuclear silo.> While technically not increasing the actual accuracy
of the missile, the super-fuze technology increases the ability for weapons to strike their
targets with lethal force. Despite its potential, the creation of super-fuze technology
should not be viewed as a single moment in time that signifies the advent of useable
CPGS weapons. It should instead be seen as part of an overarching push or movement
toward the development of long-range conventional weapons that can be used in a
counterforce or disarming first strike. Both the addition of GPS systems to conventional
weapons and the creation of super-fuze systems effectively increase accuracy, and
they indicate that CPGS are becoming increasingly viable tools.

This technological advancement degrades nuclear security because conventional
missiles are more useable than nuclear missiles and because this increased viability
will further exasperate the pre-existing ambiguity of missile launches. In theory,
a state could achieve total victory over another nuclear state by conducting a first
strike on its nuclear deterrent. If successful, this preemptive actor would avoid
suffering the ramifications of MAD. However, as long as strategic nuclear weapons
are used to conduct the first strike, a preemptive nuclear attack has never been a
realistic option. This lack of realism is due to the devastation that would be inflicted
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on the global environmental. For example, even a “nuclear war between new nuclear
states, say India and Pakistan, using much less than 1% of the current global arsenal,
could produce so much smoke that [...] it could produce global environmental change
unprecedented in recorded human history.” Considering that the three large powers
discussed in this paper have approximately 5,800 (in the case of the United States),?
6,370(Russia),>and 290 (China)*nuclear warheads, respectively, a first strike to eliminate
any one of these state's nuclear arsenals, particularly those of the United States or
Russia, would have to be large enough that mutually assured destruction would be
almost inevitable without a second strike even being launched. It is far more likely that,
alongside the potential environmental devastation of a first strike, part of the deterrent
would survive and then be used on the aggressor's cities. Bismarck’s observation that
a preemptive strike was akin to committing suicide out of a fear of death has never
held more relevance than with nuclear weapons. This fact alone, barring all others,
should be enough to prevent a disarming first strike.

However, this changes as soon as states develop the ability to use nuclear
weapons with conventional warheads. These weapons are “useable” in the sense that
they lack the well-deserved stigma that comes with strategic nuclear weapons. For
example, when considering a first strike on China, even if the targets are too hardened
for current conventional capabilities, a combination strike that uses low-yield nuclear
warheads alongside conventional weapons could result in a successful first strike
and as few as 700 casualties in total.> This circumvents the taboo of nuclear genocide
and makes for a much more attractive prospect, which again degrades nuclear
deterrence.® Without both the psychological effect of nuclear weapons and the very
real environmental devastation that would occur with nuclear use, a first strike on an
adversary becomes an actual possibility.

This should not be taken as the belief that this technology will drastically
change the face of war or guarantee the use of nuclear weapons. Some thinkers have
rightly pointed out that discussions on emerging technologies often amount to a
dangerous form of alarmism.” Historically, other technologies, such as chemical
weapons, which were predicted to change the nature of warfare failed to live up to these
expectations.t Other times, “even when technologies do have significant strategic
consequences, they often take decades to emerge, as the invention of airplanes and
tanks illustrates.” The notable exception to this was the advent of nuclear weapons.
The undeniability of their sheer destructive power has dominated international
security and great power interactions since their conception. CPGS weapons are not
nuclear weapons, nor will they come close to reshaping the very nature of war. Where
they differ from other once emerging technologies is that while they too will not come
close to restricting conflict, they may directly impact how nuclear deterrence and
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nuclear strategy function. The importance of studying these weapons comes from their
secondary effects. Their danger lies in the instability they create with regard to nuclear
weapons.

Havingauseablefirst-strikeweaponincreasesinternationalinstabilityinamultitude
of ways. A state with realistic first-strike capabilities can adopt a much more aggressive
foreign policy. Such a policy could lead that state to overconfidently conduct a first strike
using CPGS weapons, only to trigger a nuclear response when they almost certainly
fail to completely eliminate the adversary's nuclear deterrent. Additionally, a realistic
first strike further degrades nuclear stability because other nations tend to lower their
own nuclear threshold for nuclear use or adopt more aggressive postures to deter
a conventional first strike. Due to the offensive advantage that comes with CPGS
programs, other states can be backed into a corner, which could lead them to lash
out and fight even if they are at a disadvantage. This offensive domination thus makes
war more likely. Instability will occur no matter who has the offensive advantage, as
states will struggle to escape this utterly disadvantageous situation - and struggle can
hold the seeds of war.!

A distinct shift in nuclear doctrine is taking place in both Russia and China that a
ppears to reflect the need to respond to CPGS developments.? For example, China's
Second Artillery Corps has been seriously considering “future scenarios in which China
[would] have to consider scrapping the [No First Use] restrictions [...] and threaten
nuclear retaliation for purely conventional attacks against the Chinese homeland.”
They concluded that in a situation where conventional weapons are used in a manner
that is similar to weapons of mass destruction, such as an attack on the Three Gorges
Dam, then the use of nuclear weapons in response to such attacks would be a
“retaliatory strike for de-escalation and possibly even war termination purposes.”

Russia too has stressed its concern with the development of CPGS programs.® This
“growth in capability of the U.S. conventional strike force is another development that
Russia has been watching with significant concern [as] many Russian analysts believe
that improvements to the accuracy of non-nuclear strike systems and the supporting
reconnaissance, communication, and command and control infrastructure could
allow the United States to use its conventional forces to augment or even replace
nuclear systems in missions that might involve an attack against key elements
of Russia’s strategic forces.”® This concern was especially evident when Russian
analyst Y. Miasnikov argued that experts in Russia believe that U.S. precision-guided
weapons are a greater threat then BMD, as an effective stockpile of these precision-
guided weapons continues to grow.” Considering that, at one time, American BMD
systems were labeled as the single greatest threat to Russia,® the concern over CPGS
developments cannot be understated.
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With these concerns in mind, M. Schneider has stated that “military leaders [in
Russia] have openly stated that Russia has deliberately lowered the nuclear use
threshold and talked about the use of nuclear weapons in regional and local wars."
Specifically, in Russian doctrine, this seems to entail the use of nuclear weapons in
response to conventional conflicts, as Russian military officials believe that “they
are capable of nullifying the combat abilities of all modern conventional systems.”
More recently, a translation of the “Fundamentals of the State Policy of the Russian
Federation in the Field of Naval Operations for the Period until 2030" stated
that “during the escalation of military conflict, demonstration of readiness and
determination to employ non-strategic nuclear weapons capabilities is an effective
deterrent.”® While somewhat ambiguous, this does seem to indicate that Russia could
use nuclear weapons in response to a conventional attack. Considering that the United
States can theoretically use CGPS weapons to conduct or supplement a first strike on
Russia, and that Russia has clear reservations about CPGS programs, this appears to be,
at least in part, a response to this developing U.S. conventional superiority.

Of course, there are thinkers who suggest that the threat of CPGS weapons is
overstated for a multitude of reasons. One such critique focuses on the ambiguity
surrounding the threat of emerging technology and the fact that other historical
examplesdemonstratethatthese“technologies often have countervailing or conditional
effects that can temper their negative consequences.” Despite having destabilizing
effects, the emergence of new technologies can be stabilizing in other areas, and other
factors may mediate the potential fallout for the international system.> While there
certainly are valid points to this critique, the reverse is also true. Even if there are
positives to developing CPGS weapons, the negative impact still exists. One does not
cancel out the other.

Onthe other hand, it could simply be argued that deploying this technology will have
greater benefits overall. In his paper exploring the deployment of conventional ballistic
missiles, B.M. Sugden concludes that the United States ought to deploy CPGS weapons
for missions “intended to defeat emerging, time-sensitive, soft targets, such as exposed
WMD launchers, terrorist leaders, and sites of state transfers of WMD to terrorists or
other states within roughly one hour of a decision to attack.” He does not deny that there
are serious risks surrounding misperception,” or that these weapons could be used for
larger-scale counter-nuclear missions.? He takes this one step further and argues that
CPGS weapons could significantly shape the adversary’'s military investments and cause
them to pump greater resources into supposedly defensive technology such as ballistic
missile defense or hardened nuclear capabilities.? However, while it is evident that CPGS
weapons have an influence on the defense strategies of America's adversaries, this
paper has demonstrated that, rather than focusing on simply hardening their existing
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deterrent, states have adopted increasingly aggressive nuclear doctrines. In doing so,
they seek to ensure that their deterrent capabilities remain credible in the face of new
destabilizing technology. While there may be defendable uses of CPGS weapons in
certain scenarios, this again does not negate or balance out the negative effects that
this emerging technology has on deterrence.

Finally, there are significant technological difficulties that stand in the way of CPGS
weapons becoming reliable tools. This primarily revolves around achieving the functional
level of accuracy required for conventional weapons to be reliable at extreme ranges.
As we have already stated, one such solution was to attach GPS systems to missiles.
While this does appear to significantly increase their accuracy, the missiles “would be
vulnerable to losing GPS signals due to vehicle maneuvers, enemy jamming, and plasma
formation around the vehicle during the reentry phase.” This formation of plasma is
particularly prevalent when hypersonic speeds come into play, and combining this speed
with the required level of accuracy for CPGS weapons appears to be technically impossible
at this time. In this light, discussing the strategic implications of perusing this technology
may seem pointless at best, or even alarmist at worst. However, this line of thinking is
incorrect and potentially dangerous. Regardless of the technological hurdles, it should not
be assumed that they will always be there. Additionally, despite these difficulties, the United
States is still actively pursuing a robust CPGS program designed to be delivered with
hypersonic boost-glide technology.? This speaks to the belief that this combination of speed
and accuracy is possible and will deliver tangible benefits. While we cannot be certain of
this, the potential impact of this technology and the pursuit of it still merits significant
review. Finally, just as with BMD, current technological limitations have not stopped other
adversarial nations from reacting to the development of such technologies in the United
States. This means that even if the pursuit of these technologies proves fruitless, their
impact today remains relevant.

Suggestions

Developing CPGS systems comes with a multitude of risks, most important
of which is the inherent degradation of deterrence. If the development of CPGS
systems continues - and it appears that it will - then at the very least measures
must be taken to limit its negative effects. The first step could involve ensuring
that there is clear communication of intent prior to the launch of CPGS weapons.
This reduces the possibility of a conventionally armed missile being mistaken for a
potential nuclear strike. And this remains true, and is perhaps more relevant than ever,
if the target of a CPGS weapon is Russia or China. Even a short amount of notice would
likely reduce confusion and lessen the chance of uncontrolled conflict escalation.

Additionally, ensuring that CPGS weapons are land-based only and separate from
known land-based nuclear weapons would reduce the ambiguity that comes with the use
of CPGS weapons. Even in a dire crisis, it would be clear that a conventionally armed
weapon has been launched, as it would be known that the point of origin does not
house nuclear weapons. Keeping them geographically separate from nuclear weapons

1 Sugden 2009, 132.
2 Acton 2013, 2.
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would reduce the likelihood of the two types of weapons being confused. Conversely,
at sea, it would effectively be impossible to make the same sort of distinction between
CPGS systems and SSBNs (ballistic missile submarines), as there is no way to tell whether
a submarine is housing nuclear weapons when a launch is detected.!

Another way to lessen the instability caused by CPGS weapons is to have them be
part of the New Strategic Arms Reduction Treaty (New START) or something similar
in nature. While conventionally armed ballistic missiles fall under the purview of
New START, hypersonic systems do not.2 While ratifying the treaty, “the [U.S.] Senate
made clear that the U.S. interpretation of the treaty precluded ‘any prohibition
on the deployment of such systems.’ "* Adding hypersonic weapons to such a treaty
would set a limit within which states can work to stabilize the number of CPGS weapons.
At this time, the lack of restrictions on hypersonic weapons allows states to pursue
strategic superiority over their adversaries. Without regulation, this presents an
opportunity to deploy a dangerous number of strategic weapons, which would in turn
create massive instability between the United States and its peer-adversaries. This,
of course, is true for all states that are developing hypersonic weapons technology.
Communication and confidence building must come from both sides.

However, while there are ways to reduce the number of negative issues (for
example, missile ambiguity), the inherent degradation of deterrence caused by CPGS
weapons and their hypersonic variants is somewhat unavoidable. Weapons will
continue to become more and more accurate. Butthisis notrelated to nuclear deterrence,
and the widespread nature of technological developments in this area means that it
cannot be related. Accordingly, the problems pointed out in this and numerous other
studies cannot be resolved by simply giving up the pursuit of these technologies. Even
if a state were to put such programs on hold, the technology surrounding accuracy
will continue to grow, and thus so too will the ability to lower the yield of warheads on
missiles. In a sense, the world of deterrence is forever changing, and this new reality
must be considered when discussing doctrine and arms control efforts.

With this in mind, even the above mentioned suggestion to include CPGS weapons
in arms control regimes may not do enough in terms of combating the degradation of
deterrence and CPGS systems. It could be argued that states could simply maintain
relatively small numbers of these conventional weapons so that they can act as
niche tools and do not pose a serious first-strike threat against states with larger
nuclear weapons stockpiles (such as Russia). However, this argument fails to hold
up to criticism. Not only would other states armed with a smaller number of
nuclear weapons still see these CPGS weapons as existential threats to their nuclear
deterrents, but these conventional weapons would also act as a powerful hurdle for
meaningful disarmament. As we mentioned earlier, the world could suffer irreversible
environmental damage if even less than 1% of the global stockpile of nuclear weapons
were to be used.* Therefore, meaningful disarmament must, at the very least,
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work to lower the number of nuclear weapons to a level which ensures - intentionally
or otherwise - that such global devastation can never happen. However, as we have
explored in this paper, CPGS systems create the possibility of a realistic first strike,
and thus even a small number could act as a serious roadblock to lowering the
number of nuclear weapons to the level previously suggested. Nonetheless, even
if the increasing accuracy of CPGS weapons creates this reality for arms control
activists, work in this direction must continue with due account of such technological
developments. While this paper does not offer a concrete solution to this unavoidable
problem, the combination of confidence- and security-building measures, together with
clear communication and efforts to signal the lack of nuclear use could develop over
time into genuine trust between adversaries. Just as old enemies became close allies
in Europe, where the threat of attack is effectively non-existent, perhaps the United
States and its peer-adversaries can one day achieve this same trust.
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Yrposa npumeHeHus 00bIYHBIX BU/I0B
BOOPYKEHUI I sijlepHOil 6e301MaCHOCTH:
HOBas PeajbHOCTH C TOUKH BPeHNs
ClepKIBAHUS

AHHOTALUMA

B faHHOI paboTe paccmaTpuBaeTCs Te3UC O TOM, UTO pa3BUTME CUCTEM «bbICTPbI rnobanbHbIl
yaap» (bl'Y) pa3mbiBaeT saepHyto cTabunbHocTb. CoeanHeHHble LLUTaThbl pa3pabaTtbiBatoT NOLO6OHbIN
B/, OBbIUHBIX BOOPYXXEHWI ANt X MPUMEHEHWS Ha TeaTpe BOeHHbIX AeCTBUIA, O4HaKo BCIeACTBME
3TOro rpaHb MeX/y TaKTUYeCK1M 1 CTPaTernyeckM OpyXmnem CTaHOBUTCSA pasMbITol. B KoHrpecce

CLUA BeayTCs gnuckyccum no npobnemam HeonpeeneHHOCTN B pakeTHO-aepHo chepe, camas

KPynHas 13 KOTOPbIX 3aK/04aeTcs B TOM, UTO cucTeMbl BIY Mo cBoeit CyTn pasMbIBatOT SAepHbIN

naputet. PaccMatpuBas rnosezeHmne KpynHeniLwmnx rocyjapcTs, CTaBLUMX I1aBHOM NPUYMHON
Ans co3ganmna cuctem By B CLLIA, n codeTast 370 € paHee CyLLleCTBOBaBLUelV 1nTepaTypoi 1
MOHVMaHNeM pa3fiNyHbIX aCNeKToB NPobieMaTnKM AA4ePHOro HepacnpoCTpaHeH s, aBTop
nccneayet Bosgencteme bIY Ha AaepHYr0 CTabunbHOCTb. M0 CpaBHEHMIO C pakeTaMU-HOCUTENSMU
AepHbIX 60eronoBok, Hannyme y CLLIA paccmaTprBaemblx CUCTEM 0BbIYHbLIX BOOPYXKEHWIA MO CBOEN
NpupoAe onacHo, MNOCKO/IbKY OHO MOBLILLAET Kak BEPOATHOCTL VX NPUMEHEHWS, TakK N BEPOATHOCTb
HaHeceHWa NepBoro yAapa no cucremMam f4epHoro CAepXrBaHns 4pyroro rocyjapcraa.
TpaAnLMOHHO HaHeceHVe NepBoro AAepHOro yaapa SBAseTca NpakTnYeck HeBO3MOXHbIM,
MOCKO/IbKY OHO BNieYeT 3a co601 0TBeTHbIV yaap. Eciv agepHoe opyxue MoXeT bbITb 3aMeHeHOo Ha
CUcTeMbl BOOPYXXeHW BIY, To BepOSTHOCTb MepBOro yaapa KpaTtHo Bo3pacTtaeT. ClefoBaTeNlbHO, B
pe3ynbTaTe U3MeHeHNs SAepPHO AOKTPUHBI C y4eToM cucTem BIY, cHMaeTcs mopor NpyMeHeHns
ALEPHOro OpyXns. ITOT GakT AeMOHCTPUPYET ABHbIE MPU3HAKN CHIKEHNSA A4ePHON 6e30nacHOCTU
Y, KaK CieACTBMe, yBeIMYEHUSA BEPOATHOCTU NMPUIMEHEHNS SA€PHOM0 OPYXUS.
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ABSTRACT

Although information is nothing new to war or conflict, the speed at which it reaches a much wider
target audience, and thus its potential impact and consequences, is changing due to the rapid
development of information and communications technology. Regime change and information

warfare have been around for a very long time in the history of organised human societies.

An undertaken review of academic literature demonstrates a great interest today to these concepts
in academic, policymaking and practical terms. The present article attempts to track the evolution
of the Western conceptual and theoretical thinking on the use of regime change and information
warfare, seeking to understand the factors that precipitate it. In the paper | address the following,

what is the relationship between information warfare and regime change? The high level
of information and communications technology development and persisting leadership globally
have allowed the United States to engage in regime change and information warfare more effective,
although not without risks. The author considers the most illustrative examples of such engagement
and, based on them, concludes that we have seen a shift in motivation from an offensive stance
(the desire to spread influence) to a defensive one (the desire to prevent other international
actors from gaining influence and power) on the global level. The theoretical method chosen
for the analysis is phenomenology, as a means of the reading and analysis of a lived experience
as well as a qualitative method will be used to analyse the data, where the goal is to capture
the complexity of the object of study.

KEYWORDS

hybrid warfare, information warfare, political warfare, regime change, evolving global order,
information operations
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Introduction

The role of information warfare and regime change has become as topical as it is
controversial in the 20™ and 215t centuries.” The current approach to regime change
and information warfare has evolved from its origins in the Cold War.2 A number
of different academic assessments as to the evolution of aspects of regime change and
information warfare already exist.? However, the focus can be rather narrow for such
assessments, meaning that the bigger picture is often missed in terms of the historical
and contemporary variables that shape the approach and understanding
of information warfare and regime change for various stakeholders, and the evolution
of the conceptualisation, practice and perception of information warfare and regime
change can thus be overlooked.

This article seeks to track and analyse the contemporary nature of regime change
and its relationship to information warfare in the 21t century during the relative
decline of the U.S. unipolar global order. As the sole remaining superpower,
the United States has far greater opportunity and motivation, as well the capability
and capacity, to attempt regime change than other actors. The various examples
of individual, as well as cascading regime change are seen in terms of how they
function at the theoretical, conceptual, political and practical levels to establish if
thereis anoticeable evolution. Thisisdonein conjunction with identifying the possible
causes of a given evolution.

The article consists of several sections that aim to introduce the reader to the topics
and discussions on them. The first two sections deal with a literature review to set
the scene as to how to interpret the empirical cases that come later, firstly examining
the elements and processes of the information realm. Then the following section
examines the most recent reviews on the conceptual and theoretical basis of regime
change. The third section provides a review of the methodology used in the paper.
This is followed by a number of brief overviews of different attempted and successful
regime changes in the 21stcentury.

Shaping and Influencing the Information Realm

The actor that is able to shape and define information flows in the information
realm is better placed to control the content that determines the audience's perception
and understanding of reality, and therefore shapes meaning in the physical realm
and subsequent assessments in the cognitive realm.* Intangible factors within
the context of this paper refer to non-physical elements found in the informational
and cognitive realms of the human experience (information and communication tools,
opinions, perceptions, values, world views, identity and so forth). These aspects can
shape and influence the level of effectiveness of the various stakeholders and their
tangible elements of power (security, military resources, infrastructure and personnel)
for better or worse. This makes understanding the role of information and how it

Zollmann 2017; Sakwa 2016.

Carne, Barnett 1989.

Ofer et al. 2019; Manoylo et al. 2020.
Arquilla, Borer 2007.
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is communicated crucial to our awareness of the relationship it has with power and
influence.

P. Robinson contends that in order to comprehend the contemporary socio-
political world around us, we first need to understand how power is exercised through
communication.” He also suggests that the research agenda should be broadened
from its focus on the mass media to include governments, researchers, NGOs, think
tanks and popular culture, as these are all additional forms of manipulative and
non-consensual modes of persuasive communication. The priming and mobilisation
of crowds to support or oppose a planned or proposed regime change depends
on the quality and quantity of information received for or against the idea. This
requires a deal of coordination and signalling of key stakeholders at the right
moment and in the right (resonating) tone, where the role of the manipulation
of information to shape the target audience’s emotions and consciousness is key.?
Hence, in the warfare of the 215t century, technology and information play a critical
and parallel role to the associated and embedded political considerations and
military operations.® Information warfare and its influence on conflict does not
remain static.

Although information is nothing new to warfare or conflict, the speed with which
it reaches a much larger target audience, and thus its potential influence and effects,
is changing owing to the rapid development of information and communications
technology. Shallcross notes as much: “information used as an element of warfare and
national power is as old as civilisation itself; however, the advent of the information
age has resulted in an exponential propagation of tactics, technologies, and threats
as they relate to the relatively new art and science called Information Operations.”
Furthermore, the growth and developmentof newmediaanddigitaltechnologies means
that state-based actors have lost their monopoly on globally projecting influence and
power (including soft power) via means of mass communication, which is evidenced
by the rise of such terrorist groups as Al Qaeda and ISIS (terrorist organization banned
in Russia).> An understanding of the theoretical and conceptual approach to regime
change and its various parts forms the basis of the following section.

Theoretical and Conceptual Underpinnings of Regime Change

In relation to the disastrous Iraqg War and current conflict (2003 - present),
the social construction of public policy plays a significant role. As noted by R. Burgos,
“foreign policy strategies are social choices, embedded in particular discourses about
what constitutes a problem and what constitutes a solution.” This creates the context
of ideational interpretations of problems and solutions that influences the cognitive
realm in terms of the perceptions and opinions of policymakers, practitioners and
academics. Academic research in such sensitive subject areas as terrorism and

Robinson 2019.

Edmond 2013

Ofer et al. 2019; Karpovich et al. 2020; Manoylo et al. 2020; Walzer 2006.
Shallcross 2017, 2.

Manoylo 2016.

Burgos 2008, 255.
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extremism has witnessed collaborations between the academic community and
the state, which can create ethical issues and conflicts of interest.

[...] social scientific research can be compromised:
(1) interference with the evidence base (through a lack
of transparency on data and conflicts of interest); (2) col-
laboration on research supporting deception by the state
which undermines the ability of citizens to participate
in democratic processes; and (3) collaboration on research
legitimating human rights abuses, and other coercive state
practices.’

There are similar risks evident in research on political and information warfare
owing to the need for the facade of political legitimacy of actors seeking to subvert
a target country or government, for those acts may be legally, ethically or morally
flawed. Therefore, contentious politics requires this facade of legitimacy and needs
toappeardesirable, properand appropriate within the context of the specificnormative,
value, definitional and belief framework in which it is situated. The political actor is
constrained by the type of legitimacy, network balance and structural dependence.?
The same can be drawn from contentious policymaking by political actors, such
as the act of engaging in warfare.

Waging a war against another actor in the international system can include indirect
and covert military operations that are intended to destabilise and target country and its
government. This may involve attempting to incite an insurrection through supporting
radical politics in a country as a form of political action that supports a foreign policy line
of the ‘sponsoring’ power. This is where insurrection is a destitution of political power
seeking to suspend the power of the incumbent authorities and established politics via
forms of post-sovereign political activism and mobilisation.? Warfare involves the role
and influence of relationships and structures on the direction and outcome of a conflict.
For example, the dynamics of a proxy war can be visualised through the overlapping
dyads between a beneficiary, a proxy and the target by conducting a structural-relational
analysis of the interactions among these actors based upon strategic cooperation.*
These interactions can be direct or indirect, but with a specific policy outcome in mind.

Warfare is a political act, which should involve political goals using coercion and/or
force, such as the policy of regime change or an act of revolution. However, the social
and political environment needs to be prepared in advance for an act against a target
governmentto increase the likelihood of success by the attacker. L. Beilenson identified
three ‘traditional’ strategic characteristics of subversion: “(1) It was mainly auxiliary
to war being waged or expected to come. (2) Decisive external subversion was always
geographically spotty. (3) In a particular country to be subverted, decisive external
subversion was normally conducted in an opportunist manner.”

Massoumi et al. 2019, 1.
Schoon et al. 2020.
Newman 2017, 297.
Rauta 2018.

Beilenson 1972, 90.
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During the latter part of the Cold War (the 1970s-1980s), conservative thinkers
in the United States believed that the West was losing the geopolitical contest, mostly
due to the supposed effectiveness of Marxist Revolutionary Warfare. They looked
to the Soviet model to create an American version (and escalation of the violence
inherent in Marxist Revolutionary Warfare) as a way to counter and roll back Soviet
influence.” The result was the creation and support of the Contras against the governing
leftist Sandinistas in the bloody Nicaraguan Revolution. The distinction between war
and peace was consequently blurred.

A. Codevilla, for example (in the above context), defined political warfare as “the
marshalling of human support, or opposition, in order to achieve victory in war
or in unbloody conflicts as serious as war.”? He understood the need to prepare for
success by bringing together a number of environmental circumstances to subvert
the target country: the presence of widespread public discontent, for example from
a long-term economic recession; the lack of open communication channels between
a target government and its population; an iconic event to prime and mobilise a mass
public to action, such as projecting a contested election or a government's alleged
disproportionate use of force; and a committed foreign power to support (materially
and financially) and organise the so-called opposition.? These aspects and conditions
are seen in the current approach of the United States to vicarious warfare.* Once
the informational and cognitive environment is prepared, then the operational
elements in the physical environment can commence.

The idea and practice of revolution is not new. A basic working understanding and
definition of revolution is “the downfall of an old regime through non-legal means and
its replacement by a new regime that attempts to establish a new political, and perhaps
also socioeconomic, order.”> As a fundamentally competitive activity, revolutions
(seeking regime change) need to be aggressively marketed by the revolutionaries and
their backers to various stakeholders to gain publicity and attention so as to create
an advantage in social and political capital, together with a perceived sense
of legitimacy.®

The conceptofrevolution has gradually developed with physical realm examples
and informational realm interpretations in revolutionary theory. One of the strands
of this theory involves the categorisation of different generations of revolution that
tracks the academic and operational aspects of the act of revolution. G. Lawson
understands so-called fourth generation “revolutions as conjunctional amalgams
of systematic crisis, structural opening, and collective action, which arise from
the intersection of international, economic, political, and symbolic factors.”” This
generational understanding of revolutions considers the increasingly complex
number of different factors and circumstances that influence the outbreak
of revolution.

Beilenson 1972; Carne, Barnett 1989.
Codevilla 1989, 77.

Ibid.

Waldman 2021; Zollmann 2017.

Katz 2001, 5.

Clifford 2005; Schock 2005.

Lawson 2016, 106.
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In the wake of recent “revolutionary waves” (such as the Arab Spring) there has
been a reassessment of the current fourth generation of revolutionary theory. One
of these assessments is that the fourth generation is “imperilled” because it attempts
to cover too many variables and move away from pure theorising, becoming stale and
being partially displaced by other fields. B. Abrams argues that we need to consider
the rise of a fifth generation of revolutionary theory to mitigate these shortcomings.'
As with the notion and practice of revolution, the idea and practice of regime change
has also evolved with time and experience.

One possible definition of regime change exists that has conceptual and
operational aspects and consequences. “Regime change is [...] an operation to replace
another state's effective political leadership by significantly altering the composition
of that state’s ruling elite, its administrative apparatus, or its institutional structure.”
By their very nature, regime changes violate the de facto sovereignty of the intended
target, but not necessarily its de jure sovereignty if the target is not directly occupied
or annexed.® Regime change has been observed in acts against single targets (such
as Bolivia or Venezuela) or in constructed waves of regime change (such as the Colour
Revolutions or the Arab Spring).

Regime change cascades can occur through demonstra-
tion effects and active mediation, although common external
causes and contemporaneous domestic triggers can cause
events outwardly resembling them. Regime change cascades
tend to occur where (a) there exists a common frame of politi-
cal reference, (b) unpopular leaderships are becoming lame
ducks; (c) elites lack of other focal points for coordinated de-
fection, and (d) structural conditions supporting a new regime
type are in place.*

This attempt to define the ideal conditions for regime change cascades includes
a number of different variables, but seemingly omits others. There are several
embedded ideas or perhaps hopes among the academic community (and also among
sections of the policymaker communities) that engage in ideological utopianism, such
as regime change spreading democracy and peace.® There is a tendency to try and
create generic blueprints of different cases of regime change and revolution to make
the explanations of the physical realm seemingly clearer and more comprehensible.
However, this tendency in social science defies the reality of the physical realm
by its interpretations in the information realm. C. Beck observes that an “analysis
of the changing structure of comparison over time reveals that comparison precedes
the development of an epistemology. The results suggest that conclusions about
the possibility, or lack thereof, of generalisation may be an artefact of the comparative

Abrams 2019, 383-385.

O'Rourke 2020, 95.

Ibid., 95-96.

Hale 2013, 331.

Bermeo 1990; Cederman, Gleditsch 2004; Lawson 1993; Way 2008.
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method.”" This does not discourage the pursuit of knowledge and an evaluation
of effectiveness (or lack thereof) in the concept and practice of regime change.

This has prompted research to find and explain the correlation between regime
change and regime types.? Whenever the United States and its allies complete
a successful regime change operation, the target country is typically labelled
a‘democracy.” In spite of the relative enthusiasm for employing the strategy of regime
change to attain foreign policy goals, some observers nevertheless point out its
limitations. R. Haas argues that regime change needs to be a complimentary, rather
than a stand-alone tool, especially owing to the unpredictable nature and results
of its application.* It is for these reasons, in addition to the reputational and financial
costs of the aggressor invoking regime change that, according to W. Reisman,> make
regime change a mostly bad policy idea.® Regime change as an operational policy is
supported by intangible environmental factors, such as the control of selective and
symbolic information to create a convenient perception of events to project a sense
of legitimacy.

Methodology

The theoretical method chosen for the analysis is phenomenology, as a means
that seeks an “understanding of how appearances affect consciousness prior
to the attempt to conceptualise objects and events.”” In other words, phenomenology
is the reading and analysis of a lived experience.® As such, a qualitative method will
be used to analyse the data, where the goal is to capture the complexity of the object
of study.’ These combined set out the ontology and epistemology of the evolution
of the definition and practice of academic concepts with operational implications.

The theory of science deals with ontology, i.e. the issue
of what is real and what exists, and epistemology, issues re-
garding knowledge and how we know things. [...] According
to critical realism it is possible to obtain knowledge about
the real domain of social mechanisms by studying the phe-
nomena in the empirical domain.™

1 Beck 2018, 134.

2 Bjornshov, Rode 2020; Mahoney, Snyder 1999.

3 Sussman 2010.

4 Haas 2005.

5 Reisman 2004.

6 Melissa Willard-Foster, “Three Lessons From the History of Foreign-Imposed Regime Change,” Political Violence at a Glance,
February 1, 2019, accessed January 22, 2021, https://politicalviolenceataglance.org/2019/02/01/three-lessons-from-the-history-
of-foreign-imposed-regime-change/; Henry Butterfield Ryan, “Regime Change: New Name, Dangerous Old Policy,” Origins: Current
Events in Historical Perspective, October 21, 2002, accessed January 22, 2021, https://origins.osu.edu/history-news/regime-
change-new-name-dangerous-old-policy; Benjamin Denison, “Stay Out of the Regime Change Business,” War on the Rocks,
June 16, 2020, accessed June 18, 2020, https://warontherocks.com/2020/06/stay-out-of-the-regime-change-business/; Benjamin
Denison, “The More Things Change, the More They Stay the Same: the Failure of Regime-Change Operations,” Policy Analysis
no. 883, January 6, 2020, accessed January 22, 2021, https://www.cato.org/publications/policy-analysis/more-things-change-
more-they-stay-same; Stephen M. Walt, “Regime Change for Dummies,” Foreign Policy, May 14, 2018, accessed January 22, 2021,
https://foreignpolicy.com/2018/05/14/regime-change-for-dummies/.

7 Szeman, Kaposy 2011, 535.

8 Simons 2020, 55.

9 Hyett etal. 2014, 2; Simons 2020, 21-23.

10 Boréus, Bergstrom 2017, 9.
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The above-mentioned quote gives a hint at the link that exists between academic
conceptsand theories and the more pragmatic nature of operational practice that seeks
to implement the goals and objectives of policymakers. This link between relevance
and importance is expressed by S. Gelman, who notes that “concepts are fundamental
to all of human experience. Naming objects, recognizing novel instances, generalizing
from the known to the unknown, making inferences, and learning new information
all make use of concepts.”' She also states that concepts should not be treated and
analysed in isolation from theories, stating “both are mental representations that give
order to experience.” This needs to be understood and articulated in order to capture
the essence of this academic nature and practical experience, and a literature review
is employed to achieve this goal.

Literature reviews play an important role as a foundation for all types of research,
where they can serve as the basis for the development of knowledge. As such, they can
form the basis of future research and theory.? A literature review potentially enables
a synthesis of the latest knowledge, which in turn allows the quality and relevance
ofthe currentresearch evidence to be appraised.* There are a variety of ways of carrying
out a literature review. For example, a structured or a semi-structured literature review
or a scoping study. A structured literature review that offers a summary of a number
of different studies and may draw some conclusions.> Meanwhile, a systematic review
is “a specific, carefully defined approach to the literature review,” and it is argued that
this method should only be applied when they can provide valid means to summarise
the literature.® The favoured approach of this paper is the semi-structured literature
review.” The literature review seeks to track the evolving academic definition and
operational practice in academic and popular revolutionary and information warfare
texts. Theory and practice invariably evolve along with, and because of changes
in the society in which it exists and operates through being tested and contested
in the arena of academic definition and practical operationalisation.

The research question based upon the literature review and the resulting
methodology: What is the relationship between information warfare and regime
change? A second follow up question: Has this operational and theoretical relationship
changed or remained constant?

Contemporary Developments of the Practice of Regime Change

The end of the Cold War in 1991 saw the collapse of the bipolar world order and
the emergence of a unipolar global order with the uncontested supremacy of the U.S.
military, whose political and economic might no actor was able to challenge. In practical
terms, this meant that the United States could do what it wanted without any checks
and balances in the international system, which is precisely what it did. However,
the excessive operational (mis)use of regime change and information warfare
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has contributed to the relative decline of U.S. power and the gradual emergence
of a multipolar global order.” Therefore, the following examples of contemporary
information warfare and regime change are taking place in a different qualitative
environment of international relations.

The Colour Revolutions represent a regime change cascade that occurred in the
post-Soviet space from 2000 (in Serbia) until 2005 (in Kyrgyzstan and Uzbekistan). These
regime changes had different outcomes and were viewed in different value-normative
perspectives. There were debates as to the “real” causes of the Colour Revolutions,
such as Lucan Way's argument that structural factors (a single category of casual
factors) and not electoral and diffusion dynamics were responsible for the successful
regime changes.? Meanwhile, V. Bunce and S. Wolchik state that structure, agency and
process, such as the effort and role of transnational coalitions of activists, where ideas
are diffused to destabilise the incumbent political power, are all important.? This idea
goes against Way, as it states that electoral breakthroughs come about via practical
questions or concerns rather than abstract structural influences. The importance
of how stakeholders perceive reality, as opposed to how reality actually is, can be
overlooked when over-theorising events and processes in the physical realm.

Therefore, Western scholars and observers tended to see the Colour Revolutions
as a political phenomenon, where success depended on a united and organised
political opposition and an alternative ideological and political agenda to the targeted
government.* This is often viewed within the cover narrative of “promoting democracy”
inthetargeted country and government,>where thereis often no tangible or meaningful
change in the wake of a successful regime change with the exception of a more pro-
Western government.®

The elites in the target countries also learnt from the successes and failures
of regime change in the Colour Revolutions cascade how to counter the subversion
tactics employed against their governments.” Astute Western observers understood
why the Colour Revolutions ultimately failed, as, despite the narrative of promoting
democracy, none of the successful regime changes produced a successful consolidated
democratic government. The underlying reason for this failure is that “too often,
the Colour Revolution governments acted above or with little regard to the democratic
standard to which they held their predecessors.” In other words, there was no
or limited application of the rule of law and no foreign Western government supporting
the regime change held them to account.

Other, primarily non-Western interpretations of the goals and purposes
of the Colour Revolutions did not see the supposed benevolence of the interfering
state. Various Russian observers noted the role and importance of social media and
new media (supporting the “opposition”) in the political trends and processes involved
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in the Colour Revolutions, coupled with the diminishing role and influence of traditional
media (supporting the government).” In contrast to the projected Western view
of the Colour Revolutions, China and Russia tended to view and understand them
within a geopolitical context. Although domestic factors (such as corruption, poverty
and rising levels of inequality) were seen as contributing to the attempts at regime
change, the role and actions of Western powers (and the United States in particular),
as well as their covert manipulation tactics, were understood and viewed with
greater concern, as they posed a potential risk to the foreign and domestic policies
of the Chinese and Russian political systems.

In other words, the Colour Revolutions were viewed as an attempt on the part
of the United States to preserve its geopolitical hegemony. The tactics were seen
as an evolution from the hard power of mass violence and military conquest employed
during the Cold War to less violent tactics that employed soft power tactics to try and
disarm the target government.? Colour Revolutions tended to threaten the leader
of the political system, but not the political elites, with the system itself remaining
almost exactly the same. In this sense, the Colour Revolutions differed greatly from
the next regime change cascade, the Arab Spring.

Even the brand name, Arab Spring, is a symbolic informational mechanism
that is intended to manage the expectations of the target audience, where spring is
association with a season of growth in temperate climates. The Arab Spring is another
example of a regime change cascade that was heavily supported by information and
revolutionary warfare to induce regime change across selected countries in the Middle
East and North Africa (MENA). It employed soft and hard power, at times in parallel,
in to achieve the desired regime change, while maintaining a facade of ethical and
moral legitimacy for foreign policy actions that would not be acceptable if placed under
critical scrutiny. Some of the general causes for the Arab Spring revolutions included:
the protracted stay in power by some of the region’s political leaders; the religious
factor of an Islamic awakening; poor governance and corruption; human rights abuses;
a weak constitutional framework; and foreign interference.?

When a targeted government succumbs quickly to regime change, the process
is mostly covert and only the public information warfare facade is noticed. However,
when a targeted government resists the attempts at subversion, the tactics are rapidly
escalated to include a large-scale propaganda campaign through the mainstream
media in the information realm to shape the cognitive realm of the audience;*
or the increased use of covert actions supporting proxy forces, such as arming
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the jihadist forces in Syria," in order to shift the balance of power in the physical realm;
or direct and overt military intervention, as in the case of Libya (for ‘humanitarian’
reasons) or Syria (under the pretext of the branded Global War on Terror). Successful
regime change during the Arab Spring in terms of international values and norms
(human rights, democracy, etc.) would typically be followed by a noticeable drop-off
in media coverage and political opinion.

However, the objective result and the projected and interpreted subjective
result are two very different things. The case of Libya illustrates this point perfectly.
Many thousands in the country have died following their ‘liberation’ and many tens
of thousands more have been displaced. The country is evolving into a geopolitical
shatter belt in the form of a protracted civil war after the regime change.? As with
the Colour Revolutions, the Russian view was that this regime change cascade was
aligned more with geopolitical games than human liberation.? The results of the Arab
Spring have been rebranded the Arab Winter, having ultimately failed to deliver on their
promises (according to the Western narrative) of liberation and democracy.

There are also various examples of non-cascade regime changes taking place
around the world in the 21st century that are selectively waged in the name of such
values and norms as human rights, democracy, freedom of choice and other
projected ‘universal values’ for geopolitical gain. Some of these revolutions and regime
changes exhibited similarities with the Colour Revolutions and the Arab Spring. One
such example is Euromaidan (also known as the Revolution of Dignity), where new
information and communications technologies and social media played a critical
role in the rapid priming and mobilisation of mass crowds onto the streets against
the targeted government led by President V. Yanukovych, as well as in the internal and
external communication, coordination and organisation of the events.*

The international dimension of the ensuing competition for influence
in determining Ukraine's future among foreign actors did not simply start in 2014.
Rather, it was evident much earlier. These aspects of geopolitical self-interest tend
tobewrappedinlessobtrusiveand more appealingvalueand norm-based narratives.
The U.S.-led West was able to control the flows of information in the mainstream
Western media in order to give a sense of legitimacy to the regime change agenda
and thus de-legitimise the regime defenders. This led to the operational success
of the regime change, but has left the country in a protracted state of war ever since.

The events in Belarus starting in early 2020 also hint at an attempt at regime
change using the Colour Revolution technologies as a way to oust incumbent President
A. Lukashenko and make way for the ‘leader of the opposition’ S. Tikhanovskaya
(in a similar vein to what was attempted in Venezuela). There have been attempts
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to use popular economic grievances, the presumed lack of direct communication
between the government and the people, a contested election and foreign support for
regime change (notably from Poland and Lithuania) to mobilise the public.” Belarus
is the target country, but the object appears to be to weaken Russia’s military and
economic potential by removingits allies and partners. However, the power of this form
of subversion is negligible when all of the pieces are not aligned, and the leadership is
not instantly cognitively overwhelmed.

In2019, aseries of revolutions and unrest swept through six continents of the globe,
affecting various types of political regime across the spectrum in an unprecedented
display of public mobilisation.? However, some of these events received more attention
from the media and politicians than others. Long-term targets of U.S. regime change
in Latin America include the governments of Cuba and Venezuela, with numerous and
varied attempts having already taken place. Venezuela has been an ongoing regime
change project, where the U.S. administrations (across all lines) have always served
as a powerful broker that supports anti-government forces (often wealthy and right-
wing) to subvert the N. Maduro government. But the tactics used by this group have
tended to split the ‘opposition’ and unite the Chavistas.? Several attempts at regime
change took place in 2019-2020, such as the U.S.-backed and supported operations
in Bolivia and Venezuela.

Once more, the United States used the pretext of an undemocratic election
as a means to create a basis for the political subversion of the Venezuelan government
by asserting that the ‘leader of the opposition’ ). Guaidé had ‘won’ the vote, even
though he had boycotted the election. However, as with President of Syria B. al-Assad,
the United States decided to meddle in the domestic politics and sovereignty of another
country by claiming that the only thing to ‘negotiate’ was the departure of the sitting
(anti-U.S.) president.*

Under the D. Trump presidency, and particularly when M. Pompeo was Secretary
of State, the regime change agenda was given further priority. The usual political
rhetoric was employed, where the narrative of a “free and democratic Venezuela”
was projected.® A window into the actual reasons and logic for regime change
in Venezuela was given when the D. Trump administration publicly stated that it
was willing to use overt military force® (as in the Cold War with the Noriega Panama-
scenario) or other forms of violent subversion.” This created concern that the United

N
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States was going to resort once again to military force to effect regime change, this
time in Venezuela.

D. Trump ultimately complained about being misled with promises of an easy
regime change in the country, which that never happened. The biggest culprit was
National Security Adviser J. Bolton, whose advice, the President claimed, could have got
the United States embroiled in another war.2 Deceptive and misleading information has
been propagated that is intended to compromise the target government in the eyes
of international public opinion, such as the story that claimed N. Maduro was
responsible for burning a humanitarian aid convoy attempting to enter the country
from Colombia.? Proxy forces were also used to (unsuccessfully) kidnap President
N. Maduro in a very public debacle that saw former U.S. soldiers and citizens captured
after entering Venezuela illegally to carry out the operation.*

The mainstream media was condemned for not criticizing the increasingly aggressive
stance of the D. Trump administration towards regime change in Venezuela and not
holding the abuse of powerto account. Ifanything, the media proved to be complicitinand
supportive of war and creating a fog of information around the events.®> The attempt at
regime change was ultimately unsuccessful, although efforts to topple the government
there continue. The attempted regime change in Bolivia, on the other hand, was initially
successful. However, it highlighted the inherent problems in the attempts at regime
changes undertaken by the United States in the 21t century.

In the end, the U.S.-backed coup in Bolivia failed, although the elected leftist
leader E. Morales (an irritant to U.S. foreign policy and interests) was violently deposed
by a group of right-wing coup leaders backed by the military. The coup and regime
change were supported publicly by the United States and its allies. However, they
failed to consolidate their power and lost in the democratic election when the people
of Bolivia voted overwhelmingly to reject the coup government installed by the United
States and re-elected the Movement for Socialism (MAS) party.® The United States
employed more Cold War-style hard power regime change tactics and through the use
of a brutal military crackdown, as demonstrated in Chile. Butin the end, the weaknesses
and lack of appeal of the U.S. project was exposed and the attempt ultimately failed.
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China equates the threat of subversion of its political and social system during
the Cold War period with the West's current strategy of “peaceful evolution,” which
is designed and intended to bring about a non-military approach to regime change.
The intention is to export the notions of human rights and liberal democracy through
the development of trade and economic ties.” However, China has observed that
the U.S.-led West tends to employ hard power tactics to bring about regime change
alongside or instead of the soft power approach, such as witnessed in Libya, Syria and
Irag.in 2019, China experienced a Colour Revolution-type event in Hong Kong that was
allegedly triggered by the extradition law and selectively covered in a binary manner
of ‘good’ and ‘bad’ by the Western mainstream media.

Furthermore, the Western mainstream media gave far more coverage to the events
in Hong Kong (with China portrayed as a competitor) than to protests occurring in states
considered to be clients of the Unites States (Chile, Ecuador and Haiti). This illustrates
the importance not only of what is covered in the news, but also of what is omitted.?
It has been noted that supposedly independent Western media outlets often collude
with hegemonic powers for mutually beneficial (political and economic) gains.?

This has been presented as a contest between ‘pro-democracy’ (‘good’) and ‘pro-
China’ (‘bad’) forces, of freedom against repression.* The ‘pro-democracy’ protesters
in Hong Kong wore black clothes to symbolise mourning and sorrow (while counter-
protesters wore white clothes to distinguish themselves). This follows a long-standing
tradition of sorts to use symbolic colours, as seen in the 2014 Umbrella Revolution
in Hong Kong, the Colour Revolutions and the Arab Spring.>Although the United States
denied official involvement (plausible deniability to avoid possible military responses),
the unrest in Hong Kong suited U.S. interests and was spurned on by them. Although
there is evidence available in digital sources that would suggest the opposite, beyond
the creation and maintenance of obvious props as key influencers such as J. Wong
as the ‘public face’ of the subversion.®

Conclusions

Two research questions have been posed in this article: 1) Whatis the relationship
between information warfare and regime change? 2) Has this operational and
theoretical relationship changed or remained constant? In short, the answer is that
there is a close observable relationship between information warfare and regime
change, as the physical, informational and cognitive realms are all connected
and influence the perceptions and reactions of stakeholders. An evolution
in the conceptualisation, political use and practical application of information warfare
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and regime change can also be observed, and there are various reasons for his. But
there are also some observable constants too.

Western information warfare has played a critical role in regime change in the 21
century. This concerns the ability of the information realm to impose the interpretation
and projection of the physical realm and its ‘realities’ onto the cognitive realm of its
target audience. There are two sides to information warfare and its intended effect:
1)tolegitimise military/paramilitary attempts to subvert atarget governmentand thereby
increase their offensive operational freedom of choice; and 2) to de-legitimise the target
government and therefore limit its operational freedom of choice when it comes to self-
defence. This creates an Orwellian double speak, where deception is the truth, regime
change is freedom, and the U.S.-supported opposition is democracy.

During the Cold War, the narrative was that the United States and its allies were
working to prevent the spread of communism in the ‘free’ world. This notion has
evolved in the post-Cold War period of ‘universal’ values and norms to the narrative
that the West is spreading ‘democracy’ and ‘freedom’ to the unfree world. This concerns
the ability to prime and mobilise (and, in the case of an opponent demobilise) audiences
to fulfil the foreign policy agenda and secure the associated national interests. This
is done under increasing strain in the 21t century due to the decline in the global
power and influence of Western civilisation, and U.S. hegemony in particular, through
attempts to stymie the rise of Chinese and Russian influence and thus retain a relative
military and political advantage regionally and globally. So, this has moved from
the goal of an offensive push towards absolute global hegemony (the ‘end of history’)
to a defensive attempt to slow thwart the rise of competitors and keep hold of its
hegemonic position.

As noted by H. Hale, this “leads to a sobering conclusion that the notion
of democratising regime change cascade may be a reflection of our hopes more
than of hard reality.”” The difference in here, of course, lies in the space between
the emotional hopes of the general public and the more cynical and pragmatic
desires of the private plans and intentions of the political elite. Historically, regime
change operations have given actors a strong incentive to use covert acts to reduce
the potential material, economic and reputational costs of a direct intervention.?
In this respect, little has changed since the Cold War in the contemporary environment
of subversion and regime change in the 21stcentury.

The contemporary approach to regime change and information warfare adopted
by the West is to unleash an all-out attack on the cognitive realm of the target
through the informational realm, thus preventing policymakers and practitioners
from adequately responding to the impending physical threat. This is coupled with
priming and energising those actors and elements that are working for regime change.
Information and communications technologies are used to help bring about regime
change through methods of information warfare. The speed of information warfare
is potentially so great, and its reach so massive that it can cognitively overwhelm
a defender. However, the longer a defender manages to survive, the less likely

1 Hale 2013, 349.
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the attempted regime change is to work, as the financial, political and reputational
costs increase and the chances of sustaining the facade of legitimacy shrink.

Consequently, regime change and information warfare (employing elements
of soft power) may take a step backwards in their evolution to earlier iterations
that include the militarised variants of the Cold War (the reliance on hard power),
which we have seen in the case of Libya, where NATO helped to eventually bring
about a ‘'successful’ regime change, as well as in the ongoing Syrian conflict. Previous
examples of regime change and information warfare provide lessons for both attackers
and defenders. For example, a government that is communicationally isolated from
the population is vulnerable to losing the cognitive contest, as it does not or cannot
compete in the informational realm with its attackers for the perceptions and opinions
of stakeholders. The motivations and reasoning behind regime change and information
warfare essentially remain unchanged, which are to serve national interest and pursue
foreign policy objectives.
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DBOIOIMA KOHLIEIIIIMM CMEHbI peKuMa
1 uH(popMaunoHHbIe BOMHbI XXI Beka

SO[ITIR YDIRISIY

AHHOTALUMA

XoTst uHGopMaLMst He ABNSIETCH HOBbLIM SiBJIEHEM, COMPOBOXAAILLMM BOOPYXEHHbIE KOHGANKTbI,
CKOPOCTb ee pacnpocTpaHeHs 1 BAVSHMSA Ha LUMPOKYHO ayAUTOPUIO U, Cej0BaTeNlbHO,
ee noTeHUManbHas onacHOCTb PacTeT B CBA3M C 6bICTPbIM Pa3BUTUEM MHPOPMALMOHHO-
KOMMYHWKaLMOHHbIX TeXHONOT NI, MprMepbl CMeHbl pexirma 1 MHGOPMAaLMOHHbIX BOVH
CyLLEeCTBYIOT B UCTOPUM OPraHn30BaHHbIX YeoBeYeCKMX 06LLeCTB C AaBHVX BpeMeH. MNpoBeAeHHbIN
0630p Hay4HOU NnuTepaTypbl AEMOHCTPUPYET CeroAHs 60/bLLON MHTEpPeC K 3TUM KOHLIeNLMam
B aKaZeMnyeckoMm, NONNTUUYECKOM 1 MPaKTMUYeCcKOM niaHax. B HacTosiLwel cTaTbe NpeanpuHsTa
nonbITKa NPOCNeANTL 3BOOLMIO KOHLIENTYaNbHOMO OCMbIC/IEHNS CMEHbI peXxuma 1 npobaemaTiku
NHPOPMAaLIMOHHOW BOWHbI, a Takxe CTaBUTCA 3a4aYa BbIABUTb GpaKTOpPbIl, BAUSAOLLME Ha CBA3b
MHPOPMALMOHHOM NOANTUKM 1N CMEHbI PEXMMOB. BbICOKMI ypOBEHb Pa3BUTUS MHGOPMALIMOHHO-
KOMMYHMKaLMOHHbIX TEXHOMOT NI 1 COXPaHsatoLLieecs rnobanbHoe AnAepCTBO NO3BOANAN
CoeanHeHHbIM LLITaTamM yyacTBOBaTb B CMEHEe HeyroAHbIX MPaBUTENbCTB U MHPOPMALMOHHbIX
BOlMHax 6onee 3¢pdeKTNBHO, XOTH 1 He 6e3 puCKoB. ABTOp paccmaTpmsaeTt Hanbonee
rokasaTeNbHble MPYMepbl TAKOrO BO3AENCTBUSA 1 Ha UX OCHOBE MPUXOAUT K BbIBOAY O TOM, UTO
Mbl Hab0AaeM CABUT MOTMBALMM OT HaCTynaTelbHOM NO3ULMK (CTPEMIEHVE PacpPOCTPaHNTL
BAVSIHNE) K 060POHNTENBHO (CTPeMAeHNe MoMeLLaTh APYrM MexXAyHapOoAHbIM akTopam A06UTLCS
CXOAHOrO BANSHUSA B MUPOBOW MOANTUKE) Ha r106anbHOM YpOBHe.
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ABSTRACT

The article is devoted to the study of the protest movement on social networks. The novelty of
the study is in its comparative analysis of protests in different regions of the world. Its relevance
is determined by the need to identify the main trends of the protest movement that began a few

years ago and continues to play a huge role in the life of society today - particularly during this
period of integration and digitalization - which is confirmed by the statistics given in this article.

Special attention is paid to autopoietic organizations: loyal to the regime, limitrophe and radical

communities. We emphasize that activism in social networks is characterized by cyclicality and

orientation towards international recognition. The work presents universal patterns of the formation

of lexical units, expressed in the form of hashtags. It provides information on specific political
techniques for using social media platforms in the United States, highlighting the most effective
ways of constructing social media posts and using slogans and text that attract the attention of the
audience. The paper also reveals the vital role of social networks in the political agenda of African
countries such as Uganda, Kenya, etc. The paper highlights the protest movements that took place
in Muslim countries during the Arab Spring and provides a brief description of the Hong Kong
Umbrella Revolution. And it is the totality of lexical units, expressed in the form of hashtags, that
fully reveal the nature of protest movements, providing an opportunity to analyse a specific protest
not by one word, but by a set of lexemes to view a subject in various ways.

KEYWORDS

protest movements, digitalization, social networks, hashtag activism
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The modern world is striving to integrate many spheres of today’s society: politics
and economics, culture and technological progress, sports and art. Interaction seeks
to erase boundaries, ensuring the wellbeing of society as a whole, regardless of the
region. However, such integration processes often have negative consequences, leading
to the interests of some states being catered to, while those of others are ignored.

It is apparent that this trend continues to develop today. In the 215t century,
humanity has entered a new era of the information space, where digitalization
is becoming the main source of knowledge. The internet, which unites countries and
continents, plays a significant role in this process. A separate place in this context
should be given to politics.

Indeed, the form of communication both among politicians and in their interactions
with society has transformed completely over the past decade. With the advent of social
media platforms, the process of providing information has moved to a qualitatively
new level. Moreover, the emergence of Twitter has meant that politicians now react
to world news in almost real time. In addition, the dissemination of information has
acquired a more convenient form through the transmission of messages to the target
audience. A phenomenon has thus appeared that in the past only indirectly concerned
the media - reader backlash and interactive communication between politicians and
their audiences, an understanding of their reaction to specific actions. In this regard,
the question of the politician’s competent use of his or her image on social networks
is an important one.

The second factor that affected the second-generation internet was the protest
movement. The process began in 2000-2010 with the flourishing of social media
platforms. Some of the first countries to feel the influence of social networks were the
Muslim states, where the Arab Spring unfolded with the active participation of users of
social networks such as Facebook and Twitter. Subsequently, the experience of these
protest movements began to spread throughout the world, affecting Asia, Africa and
many other regions. Consequently, the emphasis in this work will be on social networks
as an integral means of forming the modern political system.

The second-generation internet has radically transformed the process of virtual
communication. High technologies have provided us with a means for engaging
in prompt interactive communication both on the internet in general, and on social
networks in particular. Transferring and exchanging information has become a two-
way process, creating new forms of social interaction. In a relatively short period of
time, social networks (Facebook, Instagram, Twitter, etc.) have become one of the main
platforms for accessing the internet for millions of users alongside search engines
(Google, Baidu, Yahoo, Yandex, etc.). According to O. Dyachenko, in certain situations,
groups on social network act as an independent component of converged media
in terms of their target content and audience." An increasing number of users employ
their social media feeds to monitor the news, a practice that has begun to spread to the
field of professional media communication. Today, the number of subscribers to news
communities on social networks is gradually overtaking the number of readers of
offline versions.

1 AbsiveHko 2016, 30
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Through the study of individual cases, we test the hypothesis that protest
movements in the modern world acquire their scale thanks to hashtags, which, in
turn reflect processes in society, and that the most reliable data is not one hashtag,
but a combination of lexical units that form a common semantic field. Thus, hashtags
represent for material for research, amenable to relatively quick verification due
to the transparency of their use on many social networks. Moreover, in our study,
we investigate the diachronic aspect of the use of hashtags in the first half of the
2010s (as a stage in the formation of the hashtagging process) using as the example
the slogans of the Arab Spring (December 17, 2010 to December 2012), #kony2012
(2012), #BlackLivesMatter (2013) and its 2020 iteration, and the hashtags of Hong Kong
demonstrators (#HongKong, #OccupyCentral, and #UmbrellaRevolution) in 2014 and
2019. All the hashtags analysed were processed manually, with no added software.

These hashtags were selected so that we could monitor the chronology of
transformations and because they are strong indicators of the largest demonstrations
in the world at those specific times. We also pay special attention to the fact that only
a combination of various hashtags can give the most complete picture of protest
movements, which the above cases confirm.

The Nature of the Hashtag and its Role in the Further
Digitalization of Society

One of the important attributes of most large social networks is the hashtag.
The first hashtags appeared in the 1990s in the IRC network (Internet Relay Chat).
However, they did not start to gain widespread popularity until 2007, when they
were used on the Twitter social network to organize messages. C. Messina, a former
employee at Google working at Twitter's San Francisco headquarters, suggested
using keywords that combine major posts, identified by the hash symbol. The
hashtag has enjoyed a widespread currency on social media, simplifying the process
of virtual communication. It was S. Boyd, a senior researcher at GigaOM Media, who
coined the new term “hashtag.” To date, hashtags have already gone through a long
evolutionary path, and their main function (textindexing for quick search in the context
of a specific topic) has been relegated to the background.” The hashtag is gradually
becoming an identifier of socio-political transformations, a tool for advertising and
image building.

The lexical unit expressed by the hashtag has become an integral part of the media
text that is broadcast through the channels of social networks. The form of integrating
text or a key lexeme with the pound sign transforms the hashtag into a hyperlink that
includes a complex of textual information, audio and video content.

This makes it possible to acquire an extensive layer of information on the target
topic.Inaddition, theinteractive nature ofthe hashtagliesinthefactthatcommunicators
on social networks autonomously post a corresponding lexeme, in the form expressed
by the hashtag. “Hashtagging” also facilitates operational navigation in the media
discourse in order to select the right information. Currently, in connection with the

1 MNaTpywesa 2018, 471
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development of graph theory and the analysis of big data, this phenomenon has
become the prerogative of users of social networks, and is of key interest to marketing
professionals and political strategists.

Within the framework of communication theory, the communication system
is differentiated into elements that are defined as “units.” This system consists
of transmitting devices (or addressers) that encode the text of the communication
channel (a translator of information) and receiving devices (or addressees) that receive
and decode the text. A complete unit of communication, as defined by the linguist
G. Kolshansky, must satisfy two criteria: it must be organized structurally and it must
provide complete information.’

In this regard, a lexical unit expressed in the form of a hashtag is a unit of media
communication, since it reflects a specific segment of speech that independently
conveys a message.? This study presents four main cases of protest movements
and their correlation with hashtag activism. We established that single hashtags are
not enough to provide a complete picture on a given topic, and that combinations of
hashtags should be investigated. We have thus identified the main slogans on social
networks related to specific socio-political processes, which are indicated in Table 1.

‘Table 1.

SOCIO-POLITICAL PHENOMENA IN HASHTAGS
COLMATbHO-MOJIMTUYECKUE MPOLLECChbI, OTPAXXEHHbBIE B X3LUTEFAX

Event Corresponding hashtags
Arab Spring #Tahrir, #Lulu, #Bahrain, #Egypt, #Libya etc.
Kony 2012 #kony2012, #findkony, #stopkony, #stopatno(thing), #makekonyfamous etc.
Black Lives Matter #BlueLivesMatter, #BlackLivesMatter, #AllLivesMatter, #WhiteLivesMatter etc.

Hong Kong Revolution  #HongKong, #0ccupyCentral, #UmbrellaRevolution etc.

Source: Compiled by the author.

Use of Political Hashtags on Social Media

Before hashtagging and social media became firmly established in society, there
were fewer opportunities in politics to create, develop and maintain a person’s image,
orto strengthen his or her status. In the past, this role belonged to the traditional media.
Media communication has expanded the scope of resources for the abovementioned
purposes. Social media platforms directly facilitated the establishment of interaction
between society and government, and the second-generation internet radically
modified the situation in the media sphere. In this regard, special attention should
be paid to the political strategies of using these platforms and the search for relevant
tactics for both forming and maintaining the positive image of a politician.?

Since the emergence of social networks such as Instagram and Twitter, politicians
have striven to expand their influence on the internet in order to broadcast their

1 KonbliaHcknin 1984, 176.
2 ®uanH 1979, 80.
3 Xeuenunyc 2019, 93.
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political views and convey them to audiences by increasing the number of subscribers
who are adherents of the politician’s ideas and who may vote for them in elections.
Thus, the formation of a positive image in modern virtual communication is becoming
an integral part of the political programme of modern politicians.

One of the most prominent examples of a world leader using Twitter is the 44
President of the United States, B. Obama, who used the platform extensively during his
2008 campaign. The trend of world leaders using Twitter really caught on among world
leaders from 2009 to 2012. In 2015, H. Clinton announced on her Twitter account that
she intended to run for presidency, a fact that once again confirms the importance of
social media in the political life of society. D. Trump during his term has been the most
ardent supporter of Twitter in the political arena. He was an avid user even before he
ran for president. Trump’s tweets have repeatedly served as information to highlight
his position both on radio and television, and in print media. The scandal following the
ban of his personal account even raised the profile of this social network.

Currently, around 85% of the state representatives of the 193 member countries
of the United Nations have a Twitter account, and approximately 66% of heads of
state are personally represented on the platform.! In addition, it should be noted that
many officials are more actively using Twitter, both as a resource to highlight their
point of view, and as a tool for political propaganda. And hashtagging on these social
networks acts as a priority source, not only for shaping a politician’s image.

Hashtags in modern society are, by their very purpose, multi-tasking lexical
units. To a certain extent, they appear as translators of political slogans of the past,
modified in the context of the information society into a type of capacious, catchy and
informative message. According to S. Fedorchenko, political hashtags in modern virtual
communication have a “viral character” and demonstrate hypertextuality, targeting,
psychological profiling and coding.

So, hashtags should be viewed as analogues of slogans that dictate the political
agenda. This is of particular importance today, when in one capacious phrase
on social networks you can instantly outline both your opinion on a certain political
topic and influence your subscribers, forming a certain attitude towards the current
situation in them. An interesting study on the shaping of the political agenda was
carried out by M. Grachev, who, based on the works of M. McCombs and D. Shaw?
on identifying the first level of the political agenda (which ranks texts in the context
of the semantic differential®), focused on the second (concentration of the audience’s
attention on a certain message) and third levels of the political agenda (correlation of
the attributive agenda with frames fixed in the minds of recipients).*

The thesis of the third level of the political agenda interprets the world of social
networks in the best possible way, where lexical units expressed by hashtags act as
system-forming components. Social media platforms such as Twitter, Facebook and
Instagram have become a kind of experimental platform where politicians compare

1 AkoseHko, H. Modemy nonntukm nontobunm Twitter // MIHOCMW. 16 nions 2015. [DnekTpoHHbIA pecypc]. URL: https://inosmi.ru/
world/20150716/229132082.html (aata obpatyeHus: 8.02.2021).

2 McCombs, Shaw 1972; 1976.

3 Construction of individual or group notional spaces with assessments on a number of rating scales. In this case, the system
“main-minor-insignificant” becomes the scale. See: Osgood et al. 1957.

4 [pades 2018, 146.
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newly formed frames with the existing ones, which are actively used in society in
the form of political slogans. In this regard, politicians should only correctly establish
the current interests of society and, by broadcasting the hashtag (in accordance with
their principles), adapt their own point of view to the needs of the audience.

According to German sociologist N. Luhmann, a political message implies
accessibility for communication.” He distinguishes three autopoietic organizations:
loyal to the regime, limitrophe and radical communities.? Groups on social media
platforms can also be classified under this categorization. Particular attention should
be paid to network limitrophe communities, which are in a balancing position between
the two remaining binary systems.

Hashtags that take part in the work of self-referential network structures act as
political codes. Hashtags can unite communication actors and transform and grow
communities on social networks, endowing them with a value-symbolic component
that attracts new users.

According to V. Tsymbursky, network limitrophe communities not only smooth
out conflicts between pro-government and radical groups, but also provide
an opportunity for the regime to appeal to the impartiality, honesty and democratic
nature of the current political system without rigidly censoring content.? So, we see
that in addition to forming a politician’s image and serving as a platform for his or her
slogans, social networks give the population access to the thoughts and positions of
the opposition and actively promote it in the process of media communication.

Thus, an active protest movement can, using hashtags in modern virtual
communication in an attempt to rally the support of society, act as a means of socio-
political transformations in real life. Contrary to traditional means of expressing
political positions, hashtag activism does not force users of social media platforms to
take any risky action. The purpose of protest activity is reduced to the simplest actions
that they can perform through subscriptions, likes and retweets.

Certain social and political movements have enjoyed popularity and success in
many countries around the world over the last decade. In fact, the use of lexical units
expressed in the form of hashtags during protest actions has significantly changed the
situation in various regions, with governments even turning off the internet during
episodes of mass unrest in order to maintain stability in the country. The expansion
of the hashtag protest movement is directly related to the increase in the number of
social networks and their diversity.

Hashtag activism, despite its short history, has captured the media’s attention,
engaging a large number of users on issues such as reporting on legal injustices
and human rights violations, as well as for the purposes of fundraising and building
opposition. The social media protest movement also runs political campaigns that
seek to enact regulations and laws aimed at suppressing crimes that are ignored by
the courts. Hashtag activism has transformed into a macro-text of defending a specific
position, integrating users of social media platforms to participate in the campaign
by promoting a capacious, concise and informative message.

1 JNlymaH 2001, 116.
2 Jlyman 2007, 27.
3 Upbimbypcknia 2011, 45.
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J.Ndavula, A. Munuku, and H. Mberia identified" how the context in which a hashtag
is formulated influences opinions on socio-political issues. Hashtags covering such
problems as the political crisis in the country, ministerial scandals, collapsed buildings,
terrorist attacks, social unrest and others were studied. The sample included hashtags
with more than 100,000 mentions. It was found that most of the hashtags (51%) relate
to the political context; 40% to the social context; 6% to security or terrorism; and only
3% to the economic context.

A significant percentage of the use of political hashtags indicates that political life
causes more controversy on the internet. The number of tweets under these hashtags
indicates that when trouble is brewing, people want to be heard if the nature of
the problem is political. Statements, slogans and appeals can reflect both individual
and group judgments, at times based on belonging to a particular political party.

Turning to the diachrony of the protest movement on social media, T. Small's work is
worthy of note here. Small believes that hashtag activism emerged during the presidential
elections in Iran.? In 2009, activists from the Democratic movement used the hashtag
#iranelection on social media. This technique was used for positioning political statements,
organizing mass protests and delegitimizing the political regime in country.?

History of the Emergence of Hashtag Activism in the Context
of Political Transformations

When studying protest movements in modern virtual communication, we should
keep in mind that the Arab Spring was key in the formation and spread of this
phenomenon. From December 17, 2010 to December 2012, revolutionary movements
took place in such countries of the Arab world as Egypt, Yemen, Tunisia, Libya and
others. Social networking platforms (Facebook, Twitter, etc.) have become a means of
rallying the population around a common cause in these countries.

The governments of the countries tried to restrict the population’s access to
the internet, as the coverage of protest actions became wider and the users of social
networks became more united. Hashtags in this context have become a macro-text that
unites citizens and illuminates relevant data on the results of revolutionary actions. In
addition, the coordination of movement processes was entrenched in many hashtags,
often bearing the names of the squares where the movement of activists was directed.

It thus established lexical units expressed in the form of hashtags. The most
notable were #Tahrir and #Lulu, with the first hashtag marking Cairo’s main square
(Tahrir) as the venue of mass protests. The second, #Lulu, was used to discuss Pearl
Roundabout or Lulu Roundabout - a traffic interchange in Manama (Bahrain).

Regarding the toponymic nature of hashtags, it should also be noted that the
coordination function is only one of the factors in the emergence of new lexical units
based on a proper name, with the addition of a hash key in front of it. The populations
of the countries accorded much greater importance in the lexemes #Bahrain, #Egypt,
#Libya, drawing the attention of the global community to the situation in the region,

1 Ndavula et al. 2017.
2 Small 2011, 872.
3 PegopueHko 2019, 24.
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and the English version of the spelling once again emphasizes the protesters’ intention
to assert themselves at the international level within the framework of transnational
social networks.’

Having realized the high level of influence of social networks after the events
ofthe Arab Spring, people and politicians began to gradually use thistool to achieve their
socio-political goals. The next surge in protest movements based on hashtag activism
was the events in Africa, or rather the coverage of these events in the United States in
2012, which once again underlines the international scope of this phenomenon. In this
case, a group of activists from the United States drew the attention of the citizens of
their country and the entire world to the oppression of children in Uganda in particular,
and in the Central Africa in general. Human rights defenders have accused Ugandan
war criminal J. Kony of murdering and mistreating Ugandan children.

The next stage in the deployment of the political campaign was to attract politicians
and people who were popular, not only in the United States but all over the world.
This is due to the large number of celebrity followers on social media. The campaign
attracted a large number of people, which allowed the U.S. authorities to control
the situation in Central of Africa moving forward.

Of course, hashtagging was not the only reason for the widespread coverage of
this political campaign. In addition, internet platforms such as YouTube played an
important role. However, the growing use of video was facilitated by the hypertext
component, the main carriers of which were lexical units expressed in the form
of hashtags. The difference is that while not all the goals of the Arab Spring were
achieved through social media, because the governments of the countries involved
opposed the protest actions, in the case of the Kony 2012 political campaign (with
the hashtag #Kony2012 and others such as #findkony, #stopkony, #stopatno(thing),
#makekonyfamous), the plans were implemented in full.?

However, researchers offer an opposite point of view that takes the real effect of
protest movements on social networks into account. Thus, according to M.T. Bastos,
C. Puschmann and R. Travitzki, a number of media outlets, political institutions and
organizations are becoming the subject of widespread deception. The Twitter accounts
of political movements in the United States such as Occupy Wall Street and Occupy
U.S. spoke only in the role of sock puppeteer. In other words, internet accounts were
used to mislead people. In addition, scholars claim that Twitter or media accounts of
CNN, The New York Times, Reuters and HuffPost had a fairly large number of retweets
without active involvement in a particular information flow.2

This fact indicates that well-known and reputable Twitter accounts are being
tagged in all sorts of information streams in order to draw the attention of the media
to socio-political phenomena and highlight a specific purpose or opinion.

Nevertheless, the situation surrounding the hashtag activism of the Kony 2012
campaign has shown American society what can be achieved using social media
platforms. On the other hand, there is also a critical view of this problem. In particular,

1 Steinert-Threlkeld et al. 2015.

2 Joshua S. White, “Final-Retweets-Containing-KONY-Hashtags-for-graphing,” Research Gate, accessed October 30, 2020, https://
www.researchgate.net/publication/235764178_KONY2012_Retweet_Directed_Graph_Data.

3 Bastos etal. 2013.
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M. Chossudovsky expressed the opinion that the struggle for human rights was only a
cover for U.S. geopolitical ambitions'.

The following year (2013), political life in social media was no longer concentrated
outside the United States, but within the country. In July 2013, a court decision acquitted
G. Zimmerman of the murder of African American teenager T. Martin, an event that
provoked outrage from both the black community in the United States and human rights
activists. This protest reaction was supported by a significant part of the Democrats, which
subsequently resulted in the appearance of the #BlackLivesMatter hashtag, a succinct and
laconic protest on social networks. Looking at the history of hashtags in 2020, we can see
a repetition of the situation at a higher level. This tells us that the protest movement that
originated at a certain point in time and then began to decline also needs research in
order to understand its causality and the ability to predict the consequences for society.

The peculiarity of this political campaign in the context of hashtag activism
is also expressed in the expansion of the structure of the use of one lexical unit,
expressed by a hashtag, with a complex of lexemes focused on opposing the
initial one: #BlueLivesMatter, #AllLivesMatter and #WhiteLivesMatter.?2 In this
way, part of the U.S. population reacted to the protest movements, speaking out
against the discrimination of the majority and the destructive protests, and only
in extremely rare cases trying to justify violence. The situation that we currently
observe in the United States underlines the fact that the belittling of the role of social
networks in the protest movement, and the disparaging name of hashtag activism
as slacktivism, has little to do with the state of affairs that arises as a result of virtual
protests turning into real ones and vice versa.

In the time between the first mention of the #BlackLivesMatter hashtag and its use
in 2020, a flash of LivesMatter movements occurred in July 2016 following police killings
in Dallas. This is noted in detail in Figure 1. As we can see, the protest movements can
be analysed solely on the basis of all lexical units expressed by hashtags and which
form a single semantic field of protest movements in the United States. This trend
reflects all cases of protest movement analysis, when only a combination of hashtags
can provide a complete picture of demonstrations.

Regarding political events in the United States in 2020, it should be noted that
D. Trump was an active user of social networks. He had no rivals among politicians
on Twitter in terms of usage. Competition from Joe Biden in this area during the 2020
presidential campaign, even if meticulously coordinated, would be perceived by voters
as more than artificial. Thus, a number of political scientists and journalists believe that
the Black Lives Matter (BLM) movement on social networks acquired its scale precisely
thanks to the work of the Democrats during the presidential campaign to persuade
electors who used social networks and who, in turn, contributed to Joe Biden's victory,
primarily in the media space of the second-generation internet. On 8 January 2021 the
leadership of the American social network Twitter announced that it decided to finally
block the account of the U.S. President.

1 “Joseph Kony, America’s Pretext to Invade Africa: U.S. Marines Dispatched to Five African Countries,” Global research, accessed
February 15, 2021, http://surl.li/limn.

2 Emma Madden, “The BTS Army and the transformative power of fandom as activism,” The Ringer, July 11, 2020, accessed October
30, 2020, https://www.theringer.com/music/2020/6/11/21287283/bts-army-black-lives-matter-fandom-activism.
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Figure 1.

PROTEST MOVEMENTS IN THE U.S. IN JULY 2016 (BASED ON GOOGLE TRENDS)
MPOTECTHBIE ABUXEHWA B CLUA B UIOJIE 2016 r.
(HA OCHOBE TEHAEHLIMUA GOOGLE)

#AllLivesMatter 15%

Source: Compiled by the author based on Google statistics.

Hashtag activism in the modern world, as we can see from the example above, is
cyclical. However, this does not mean that cyclicality manifests itself only in the case
of repeating a lexical unit expressed in the form of a hashtag. In a broader sense, this
process borrows not only patterns that are characteristic of the protest movement, but
also their style, direction and even structure. In addition, the experience of previous
protests protects demonstrators from possible actions on the part of politicians against
whom the actions were directed in the first place.

A prime example of all of the abovementioned aspects is the hashtag activism that was
witnessed during the Hong Kong Umbrella Revolution. In manyways, this revolution repeated
the history of the Arab Spring. The main hashtags were #HongKong, #OccupyCentral
and #UmbrellaRevolution." In this case, the first two hashtags can be traced back to those
used during the Arab Spring: #HongKong and #Egypt (the country of the protest in order to
notify the world community) and #OccupyCentral and #Tahrir (the location of the protests
and the direction of movement of social media users towards the main square).

The second important point was the level of preparedness on the part of those who
took partin the Hong Kong protests. Protestors downloaded the FireChat app, which allows
users to distribute messages even without an internet connection thanks to Bluetooth and

1 Griffin Leow, “Analysis of Tweets on the Hong Kong Protest Movement 2019 with Python,” Towards Data Science, November
18, 2019, accessed October 30, 2020, https://towardsdatascience.com/analysis-of-tweets-on-the-hong-kong-protest-movement-
2019-with-python-a331851f061.
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Wi-Fi. The demonstrators of the Arab Spring did not prepare for the protests in this way,
since this was the first time such large-scale actions on social networks had been held. It
should also be noted that, like the BlackLivesMatter protest movements, the protests in
Hong Kong also took place in two stages with a significant break in time: in 2014 and 2019.

Conclusion

Based on all the above examples, it should be noted that political activism is
an integral part, not only of social media platforms, but also of real political events
taking place in all regions of the world. For a better understanding of the nature of this
multifaceted phenomenon, itis necessary to establish the regularities of the functioning
of lexical units expressed in the form of hashtags.

Many political phenomena covered in social networks become animportant part of
media communication, which subsequently also influences the situation in a particular
region. Interactivity is a distinctive feature of the second-generation internet; social
media platforms allow users to not only to see the information, but also to actively
discuss, challenge or support it.

The ambivalence of modern existence (in the framework of constant competition
between international and regional social platforms) is an integral part of globalization
asaprocess of strengthening the interconnectedness of different parts of the world, the
ever-growing impact on the social reality of individual countries, and various factors of
international significance: information and cultural exchange, political and economic
ties, art and social movements. A true revolution took place in the information space
with the introduction of and connection to the second-generation internet, which
made it possible for people to communicate online.

Active use of the internet serves to shape worldviews and facilitate interaction
among people. Making adjustments to the value picture of global society, cross-cultural
behaviour and behaviour models, the lack of censorship, anonymity, various types of
contacts, and the pragmatic orientation of internet interaction all contribute to the
development of media communication for the purpose of socio-political protest.

Digitalization has undoubtedly changed the life of modern society, and made
communicationinternational. Political transformationsin one countryinstantly become news
to the whole world. To date, the function of indexing a message to search for a publication
on a given topic is gradually fading into the background. In this work, we emphasize the
relevance of hashtag activism. With each new case, this process becomes less and less trivial
and, therefore, requires a deeper analysis. Statistical data helps scientists to assess the
situation transparently in order to identify the main features of this phenomenon. And it is
the totality of lexical units expressed in the form of hashtags that fully reveal the nature of
protest movements, providing an opportunity to analyse a specific protest not by one word,
but by a set of lexemes to view a subject in various ways.

Based on a number of examples provided in this paper, we see that social media
activism is cyclical and internationally recognized. The similarity of the forms of slogans
and messages expressed by hashtags, and the algorithm of subsequent actions provide
an opportunity to extrapolate new emerging ideas and movements both in the field of
modern virtual communication in general, and on social media platforms in particular
for the timely adoption of constructive decisions.
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Ananus npumMepoB UCHOIb30BAHUSA
XHUITET0B KaK CpejicTBa KOOpAUHALUN
IPOTECTHBIX JIBUKEHUI

AHHOTALUMA

CTaTbsi NOCBsILLEHA MCCNEA0BAHNIO MPOTECTHOIO ABVXEHNS B COLMANbHbBIX CETsX. AKTYallbHOCTb
NCCes0BaHVst JeTePMHUPOBaHa HEO6XOAMMOCTBIO BbISIBNIEHWS HOBbIX GOPM NMPOTECTHOW
aKTVMBHOCTU, CGOPMUPOBABLLMIXCS B Neprog undpoBraumm 1 rnobanusaumm. Niccnegosarvie
MOCTPOEHO Ha IMMMPUYECKOM aHaNM3e KOHKPETHbIX C/ly4YaeB NMprYMeHeHNs X3LLUTeros.
MozYepKMBAETCS, UTO aKTUBM3M B COLMANBbHbBIX CETSX XapaKTepu3yeTcs LNMKIMYHOCTBIO U
opuVieHTaLMelt Ha MexXayHapoAHOe npur3HaHue. B paboTe npeacTaBneHbl yHMBEpCabHble
naTTepHbl 06pa30BaHVIs NEKCUYECKMX EAVHLL, BbIpaXeHHbIX Mo popme xawuTeramu. Viccneayetcs
Ype3BblYaliHO BaXHas posib COLMabHBIX CeTeli B MONTMYECKOl MoBecTKe Taknx adprKaHCKmX
CTpaH, Kak YraHaa, KeHuvsi v gp. Takke B TeKCTe OCBELLAOTCH MPOTECTHbIE ABUXEHWS B
MYCY/IbMaHCKMX CTpaHax B nepuog Apabckoli BecHbl. IMEHHO COBOKYMHOCTb IeKCUYECKMX eANHNL,
BbIpaXeHHbIX Mo GopMe X3LUTeramu, B MONHOM Mepe packpbiBaeT NPYPOoAY MPOTECTHbLIX ABVXEHUI,
NpeAoCTaBsist BO3MOXHOCTb aHA/IM3MPOBaTb KOHKPETHBbIV MPOTECT He Mo 04HOMY C/I0BY, a MO
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ABSTRACT

In the course of rethinking how Muslim communities have historically reacted to progress and
integrated its achievements into their lives, we tried to revisit the reasons why the Islamic world
has preserved a deep rift between tradition and modernity. Looking at the debate in theological
and near-theological circles amongst Muslim thinkers and theorists of the past, we conclude that
one of the major issues in terms of philosophical grounds is that religion has become associated
with tradition more than with the revelation. Religion teaches timeless principles, while tradition
adheres to past practices, which are time-bound. When tradition is treated as religion, problems
arise, for traditional practices can conflict with modern ones. A large portion of the Muslim world
has difficulties in adapting to modernity, and this is related to the fact that religiosity has become

associated with feudalism and ritual. While a strong suggestion is to discursively separate religion
from politics, this article nevertheless begins by exploring how progress in the Muslim world is
affected by the confluence of tradition and revelation, among other factors. The two case studies
based on the analysis of the specifics of modernization in Turkey and Iran are highlighted the trends
that hinder technological progress in the countries of the Islamic world.
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Introduction

On the eve of the KL Summit, dubbed as a nascent alternative to the Organisation
of Islamic Cooperation (OIC), in Kuala Lumpur in 2019, Prime Minister of Malaysia
Mahathir Mohamad lamented that inability of Muslim nations “to progress and
become a developed country had resulted in Muslim nations being perceived as weak
and Muslims continued to be suppressed, controlled and abused by other countries.”
Mahathir Mohamad said despite Muslim nations having the ability and capability to
compete with other developed nations, they had no desire to do so. The difficulty
discussing the causal links between the tenets of Islam and the relative backwardness
of Muslim countries in terms of technological, social and economic progress underlies
the multiplicity of factors that hinder the development of these countries. Muslim
majority countries mostly belong to developing or least developed economies, which
by itself can be a consequence of a colonial past, modern neoliberal policies, the oil
curse/resource-based economies, corruption, the unequal distribution of wealth, or
geopolitical volatility and not of the religious affiliation of their populace and governing
authorities.

The lack of innovation and stimulating policies can also be explained by other
factors, such as cultural features that do not stem from Islam itself, for example
the extreme importance of “face-saving practices,” which diminish the appetite for
risk and thus discourage innovation. If culture dictates that failure in an endeavor is
the height of shame, then people will likely avoid risking their wealth by investing in
start-ups. In his Development as Freedom, A. Sen defined freedom and development
as interconnected notions. To achieve development, he argues, poverty, tyranny,
social deprivation, and the machinery of repression need to be removed.? In addition,
economic opportunities need to be created and public services improved.

Though China’s developmentandtechnological advances prove thatthe correlation
between freedom and development is not direct or absolute (freedom can be relative
and exist as a comprise, for example, in the form of social benefits without political
liberties), A. Sen’s idea invites the assumption that the configuration of a given political
regime and the policies it deploys might be a reason for backwardness, including
intellectual backwardness, which, in turn, does not have any relation to the cultural
or religious canvas of society. Apologists of Islam, in turn, would suggest that, just as
with other world religions, Muslims were called upon to eliminate poverty through
charity and the equitable allocation of resources based on the principles of justice.
So, development generally is also taken care of by the tenets of Islam, but it says less
about how much freedom (and rule of law) is necessary to pursue justice, equity and
movement forwards.

The ability to adapt to modernity and thus progress technologically is “path
dependent.” That is, it depends greatly on what path particular a culture walked
through to reach its current point, and culture, in turn, is a substance rigid to change.
The nexus of culture, tradition, religion, and the political employment of cultural and

1 Junita Mat Rashid, “Dr M: Muslim nations can become developed and competitive,” New Straits Times, November 30, 2019, accessed
February 11, 2021, https://www.nst.com.my/news/nation/2019/11/543419/dr-m-muslim-nations-can-become-developed-and-
competitive.

2 Sen 2000.

—_—
=
(V]

H9aLeL) BI/I)IL)‘IIJS.L(ZHOUBIIL)DM



SO[OIIR [DIRASAY ‘ =

JOURNAL OF INTERNATIONAL ANALYTICS 11 (4): 2020

religious sentiments played a great role in how the Islamic world grappled with the
idea of modernity and the progress that was supposed to come along. And even
though the Islamic world may also have observed a decline of trust in religious
institutions, the demand for spirituality has not waned. This demand, along with the
cultural baggage that various Muslim communities carry, has an enduring influence
on the developmental processes within respective societies.” We take this sociological
trend, thoroughly researched by R. Inglehart and his colleagues, as a basis for our
discussion on the cultural and ideological premises of this barrier to progress in the
Muslim world.

In modern global discourse, we find a plethora of figures that support the
idea of progress within, and supported by, Islam. One such example is the work
of A.H. AbuSulayman, who maintains that there is a “crisis” in the Muslim mind that
needs to be overcome. In his opinion this crisis is one of thought and methodology,
not one of belief.? However, an important problem with A.H. AbuSulayman’s
recommendation is that he appears unwilling to put the Muslim tradition under the
microscope. He simply assumes that tradition is reliable and uncorrupted. Another
proponent of renewal is T.J. Alwani, a former colleague of A.H. AbuSulayman. He agrees
with A.H. AbuSulayman that the problem is one of thought and thus calls for “sound
thinking”™ Umer Chapra has also highlighted the requirement to welcome science.
According to him, decline took place as a result of the influence of tradition.*

What all these commentators share is a concern with a revival of rationalism
and sound thinking, while either seeking compatibility with the Islamic tradition or
completely detaching religious and scientific thinking. When it comes to the former,
unfortunately, calls are made but concrete solutions are not offered. In an attempt
to re-examine the ability of Muslim civilization to achieve technological progress, we
believe that modern discussion on the topic should be highlighted. Ironically, though,
this discussion is often underpinned by references to the past, whether it takes place
within a close intellectual circle or on a large platform for policy makers.

Discourse on Knowledge and Progress

Religions blossom when they bring knowledge and truth, and they degenerate
when they are reduced to rituals and become institutionalized, when their adherents
lose sight of the reasons for being religious. Progress makes demands on everybody,
but adaptation appears to be a hurdle in stagnant communities. Various resources
are required to assist in the transition from tradition to the present, where knowledge
matters, but tradition and community culture are also important. Problems adapting
to progress arise due to a deficit of knowledge, or when the tradition is rigid.

In some educational traditions, Muslims are brought up to be suspicious of
change and reasoning, which are perceived as evil, they are taught to suspect evil
in anything unfamiliar, on the grounds that it is bid’ah (innovation), even though it is

Inglehart, Baker 2000, 49.

AbuSulayman 1993, 28.

Ibid., 4.

M. Umer Chapra, “Is Rationalism Possible in the Muslim World?" p. 9, accessed August 11, 2017, http://ierc.sbu.ac.ir/File/Article/
Is%20Rationalism%20Possible%20in%20the%20Muslim%20World_93498.pdf.
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only innovation in religion itself that is proscribed in Islam. Furthermore, embracing
“innovation” in tradition was made to appear as a compromise on religious principles,
and embracing the present eventually came to be seen as apostasy, the gravest of
misdeeds in Islam. That this has taken place is indicated by the paucity of traditions
relating to reason or intellect. From this perspective, the traditions appear truncated,
and thus it is puzzling that they are presented as “completing” the Quran, the holy
book of Islam, which presents itself as “complete” first and foremost.

The Quran says, “We hurl the truth against falsehood ...” (Quran, 21:18), pointing
to a way from the morass caused by the traditional denigration of reason that began
with the persecution of philosophers at the time of the fourth Abbasid caliph, Musa
al-Hadi in 786," and was meant to destroy sciences to the core. The persecution of
thinkers betrayed a perception of faith that at the time required believers to prove
faith by the sacrifice of reason. That dangerous requirement in itself paved the way
for anti-rationalism and in its ultimate form extremism. In order to adjust the entire
paradigm to the idea of progress, it would thus need to be freed from the association
between religiosity and compliance with the external world and directed more toward
inherent values, including the pursuit of knowledge. Let us recall that the prophetic
traditions are not the verbatim words of the prophet, but mere paraphrases, hence
their reliability differs from that of the Quran.

The problem is epistemological as well as political. And it has been made more
controversial by attempts to “Islamize” knowledge, when Palestinian philosopher
Ismail al-Farugi suggested that science be de-Westernized and brought in compliance
with Islamic ethos. In other words, he called for paths of reconciliation to be found
between the Islamic way of life and modernity when it comes to science. His ideas laid
the grounds for further work in that direction by the U.S.-based International Institute
of Islamic Thought (IlIT). In Muslim majority Malaysia, whose elites drew the very
notion of the Islamization of knowledge from S. Muhammad Naquib Alatas’ 1978 work
Islam and Secularism,? this effort was pursued by the International Institute of Islamic
Thought (ISTAC) and Civilisation and the International Islamic University, functioning
under auspices of the OIC.

Supporters of this kind of campaign think they can bring Muslims into modernity
by “re-painting” knowledge with the shades of Islam. The movement is based upon a
duality between Islamic and un-Islamic knowledge, while the revelation differentiated
only between knowledge and ignorance. Muslims might perceive “progress” as
problematic because it is associated with Westernization and abandoning tradition.
When properly articulated, religion does not hinder, but rather accommodates and
even uses the fruits of progress, for example communications technology.

The aversion to progress is a part of a protective mechanism, where progress
is rejected because it is associated with negative experiences or expectations, for
example the ruining of social institutions, like the family or encroachment upon dignity.
This was the experience of Sayyid Qutb, the leading member of Muslim Brotherhood.
During his visit to the United States, he was horrified at couples mingling freely in

1 Sayyid Jamal al-Din al-Afghani 2002, 110.
2 Muhammad Naquib al-Attas 1978.
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what he saw as self-indulgence and debauchery. He recoiled it in horror and wrote
his books partly in response to this negative experience and his desire to protect the
Muslims from a similar fate, should they follow the path of the West. In a move to warn
the Egyptian political elite from the curse that comes with modernization, a notion that
is sometimes interchangeable with Westernization, he met with President of Egypt
G.A. Nasser and asked him to stop the departure from traditional values, for example,
by making it compulsory for all Egyptian women to wear a headscarf. Nasser would
later mock Sayyid Qutb for this suggestion, pointing to the single most important
woman the activist had failed to compel cover her hair - Qutb’s own daughter.’

When Islamic scholars discuss this issue, many point to the “closure of the gates
to jjtihad,” (independent judgment in juridical matters) and the emergence of taglid
(imitation) or the following of tradition even against reason as the main reason why
Islamic civilization, after going through a period of bloom in the development ofsciences
and the cherishing of knowledge, plummeted into this era of darkness, where Muslim
societies are only capable of borrowing and not cultivating the fruits of technological
progress. Sometimes this closing of the gates to jjtihad is presented as the opposite
to the Enlightenment in Europe, when thinkers opened wide the doors to reasoning,
ushering in the “age of reason.” Blame is occasionally placed at the door of Muslim
jurists, who around the 10th century proclaimed that all legal issues had been solved
and that there was no need for any additional thinking on the subject - that attention
should be placed exclusively on practicing the established norms and drawing analogies
from existing precedents, where necessary. In the present day, even when it comes
to those legal scholars who have been entrusted with spearheading the renewal of
Islamic civilization, there is little fresh thinking taking place.

On the other side of the ongoing debate, a few scholars maintain that ijtihad
among the schools of Islamic jurisprudence continued well beyond the 10th century,
while those who believe in the “closure of the gates” became marginalized or extinct.?
However, the four mainstream schools of jurisprudence remained intact without new
ones emerging. This is why it is sometimes believed that the Shia world (where Iran
would be the major among the heavyweights) remained faithful to the principles of
ijtihad because up until now Shia Muslims can choose their own mujtahids (those
entitled to interpret the existing norms and generate new prescriptions - fatwas) and
opt for a new one after their demise, instead of relying on the edicts issued by the
mujtahid they used to follow. Nevertheless, in the present day, the decline in the value
of reason leads to calls for a revival of jjtihad as a prerequisite for Muslims to progress
and adapt to modernity.?

Therejection of rationality facilitated the acceptance of the perception, widespread
among Sufis, that true piety requires the sacrifice of reasoning on the altar of tradition.
This attitude also damaged the spirit of rational enquiry, thereby thwarting the growth
of Muslim civilization. A true follower of a Sufi sheikh would practically revere his
“master.” In a few Muslim countries the reverence for sheiks went to the extent that

1 “(Re)lslamization of Arabia: Nasser on The Muslim Brotherhood and Hijabs (1966 Egypt)-(english) #76,” YouTube, accessed
February 11, 2021, https://www.youtube.com/watch?v=0fswb4a9jcU.

2 Hallaq 1984.

3 Al-Alwani 2005.
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they were referred to as “maulana,” or “our protector,” a term reserved in revelation
for Allah. (Quran, 2:286) This dichotomy was employed in building some education
systems, some of which refused to teach mathematics and logic in favor of religious
disciplines. Persecution of rationalists was yet another blow to the development of
thought within Islamic civilization.

Ethics and the Pursuit of Knowledge

The pursuit of knowledge is also a priority tenet of Islam. According to Islamic
philosophy, the search for knowledge is one of the things that is supposed help to
bring the believer to paradise. At the same time, the pursuit of knowledge has its own
limitations. M. Umer Chapra, for example, reminds us that development based on the
welfare of society goes beyond material wellbeing, which is understood as aspects of
psychological wellbeing, happiness, justice, human kinship, equal and fair treatment
and sharing in the fruits of development.”

0. Bakar echoes this perception by asserting that technological development is never
value-free butculturally determined.?He contrasts the Islamictraditional view of technological
development and progress with the contemporary Western approach to the matter.
According to the category of scholars represented by O. Bakar and those like him, the
Western world has walked the path from medieval times, where religion marginalized
science, to the contemporary era, where science has not only marginalized religion but has
replaced it altogether. As a result of globalization, Muslims have started to look at science
and technology in the same way that people from the West view it, that is, by this detaching
it from their religious background. Meanwhile, traditional Islamic culture sees the notion of
progress as being closely related to the understanding of its moral boundaries.

O.Bakar statesthat Western culture is the perfect manifestation of arrogance, most
notably in its approach to science and technology, as it has been almost completely
desacralized by committing to empiricism and materialism and neglecting ethics and
spirituality.® The creation of nuclear weapons is something that Muslim scholars would
present as an example of exercising freedom of choice without ethical constraints.
In other words, not all knowledge is beneficial, and some knowledge should be
shunned because of spiritual constraints or to serve a greater public good.

This point of view is a development of the criticism suggested centuries ago
by Persian philosopher A.H. al-Ghazali in his The Incoherence of the Philosophers, which
some instead perceive as an adversary of reason in the Islamic world. According to
A.H. al-Ghazali's categorization, “blameworthy” knowledge is that which can be defined
as “leading to any harm whether to its practitioner or anybody else; when it is mostly
harmful; and when the pursuit of that kind of knowledge does not give the practitioner
any real increase in beneficial knowledge.”

0. Bakar argues that the classical premises laid out by Abu Hamid al-Ghazali were
supposedtolead to the creation of a culture of scientificand technological development
that would be in line with Islam. But that did not happen. Instead, Muslims, being

Chapra 2008.

Kamali et al. 2016, 18.
Ibid., 24.

Kamali et al. 2016, 31.
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mostly borrowers and users of ideas and technology, are no longer in a position to
dictate the direction of science and technology.' On the other hand, Ghazali is labeled
as adelinquent responsible for driving the Muslim world away from science. According
to this point of view, al-Ghazali stated that mathematical sciences have no bearing
on religion, per se, but pose a greater danger because they fascinate scholars to the
extent that they turn their backs on religion.? He is also charged with disrupting the
notion of causality for future generations of Muslims through the metaphor of fire and
a piece of cotton, which argues that it is not fire (cause) that burns a piece of cotton
(effect), rather it is Allah who destroys it.®> This therefore gives humans with limited
power to understand and predict the way things work.

Having discussed the discursive, theological and ethical foundations of how
knowledge, science and subsequently technological progress were perceived by the
Muslim world, the question of how meaningful the link between Islamic philosophy
in all its manifestations and technological progress as an area of practice is remains
open. To actually achieve technological productivity and progress, Muslims might
need to stop searching for the basis in theological and sacred texts and tradition.
Vesting a theologian with the authority to adjudicate on scientific matters resulted did
not stimulate development, rather it led to restrictions being imposed on it. That is
why progressive thinkers sometimes call for a “reformation” of Islam, much like what
happened with Christianity. Here, in fact, those who condone Ghazali's texts on science
would interpret his ideas that religious discourse should not be mixed with scientific
discourse, as both science and religion would be worse for it.*

Turkey: Modernism vs. Conservatism?

Among Turkish authors of modern period, N. Berkes,5 H.Z. Ulken,® M. Turkéne,”
I. Kara,® and A.H. Tanpinar® examine the same issues starting from the 18th century
of Turkish modernization and the processes that led to the establishment of the
republic. Particularly interesting are K. Karpat's works on the New Ottomans, where he
exposes the role of political movements in the modernization process within Ottoman
Empire. i. Ortayl deals with the process of cultural modernization,’® as well as the
changes in historical governance and their effects on modernization." F. Sezgin spoke
of the backwardness within the Islamic world and amongst the Ottomans and their
efforts to internalize technological development from Europe.'?

With the establishment of the Republic of Turkey and the Academy, research
into the causes of the technological lag in the Ottoman and Islamic world and how

Kamali et al. 2016, 32.

Peters 1990, p. 46.

Al-Ghazali 1963, 185-186.

“A grievous crime indeed against religion has been committed by the man who imagines that Islam is defended by the denial of
the mathematical sciences, seeing that there is nothing in revealed truth opposed to these sciences by way of either negation or
affirmation, and nothing in these sciences opposed to the truth of religion” (quoted as per Watt 1953).

Berkez 2019.

Ulken 2019.

Turkéne, 2003.

Kara 2020; 2019.

Tanpinar 2012.

10 Ortayli 2007.

11 Ortayli 1979.

12 Sezgin 2015.
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this process affected the modernization of society began. One of the most important
historians of the Republic period, H. Inalcik, discussed such issues as the relationship
between the state and religion in the Ottoman Empire and the reaction of different
religious communities to modernization in his works." H. Inalcik refers to original
sources to decipher the kind of relationship that existed between the Sultan and
religious communities.

Turkey has gone through its own history of theological-philosophical debates and
relevant transformations of the education system. Until the 16" century, the Maturidi
interpretation of religious tenets, which places an emphasis on science and philosophy,
was dominant in the Ottoman Empire. Later, it largely shifted to the Ashari theology
with its dogmatism and questionable relationship with rationalism. At that time, the
Ottoman madrasas (schools) underwent a reform under Sultan Suleiman (1520-1556),
when disciplines like mathematics and logic lost their value to the curriculum, which
arguably led to the Ottoman State falling behind Europe.?

The history of modernization in the Ottoman Empire goes back to the 18" century.
At the time known as the tulip period (1703-1730), the Grand Vizier Damat Ibrahim
Pasha encouraged innovations in the Empire, while studying the European experience
closely. With diplomatic missions dispatched to major cities such as Paris, Vienna and
London, the imperial establishment started to learn about the Western way of life and
think of how to introduce and adopt the best achievements at home. This began with
the introduction of technological innovations, such as the printing press by Ibrahim
Muteferrika and Said Efendi, the establishment of a paper factory and the introduction
of medical innovations, such as the measles vaccine, to Ottoman society.? This period
also marked the first collision between tradition and innovation within the Ottoman
Empire.*

Later, the Russo-Turkish War of 1768-1774, which resulted in the Ottoman side
making large concessions under the 1774 Treaty of Kuicuik Kaynarca, including the loss
of Muslim-dominated Crimea and the granting to Russia of the extra-territorial right
to build a church in Constantinople and protect all the Orthodox Christians under
Ottoman rule, forced the imperial leadership to face an unpleasant truth - that the
Ottoman Empire was in a state of complete stagnation, uncertainty and technological
backwardness compared to its adversary. Radical innovations thus needed to be
imposed on society.®

In an attempt to reconcile the traditional basis for legitimacy with the ability
to introduce new practices, a new “social contract” was signed between the center and
imperial vilayets. In order to maintain the communication link between the Ottoman
rulers and the provinces, especially Eastern Anatolia, Sultan Mahmut Il introduced the
Charterof Alliancein 1808. This reconfiguration was supposed to launch a constitutional
reform and transform the Empire into the constitutional monarchy.® Much has been
written about the Charter of Alliance in Turkish-Ottoman historiography. For some,

inalcik 2019.

Kalayci 2012; Yildiz 2019.
Emecen 2018.

Mazanec 2016.

Kuzucu 2010.

Akyildiz 1998.
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the first constitution of the Ottoman Empire represented only a slight adjustment in
the continuing relationship between the center and the provinces." However, despite
this view - which renders the agreement less significant than it actually was - the
constitution was still the first legal text that stipulated power sharing. Nevertheless,
Mahmut I (1808-1839) continued with centralist rule despite the Charter of Alliance.

The understanding of the need to modernize, especially in military terms, continued
with another period of reform, widely known as Tanzimat (1839-1876), which spurred
development of intellectualism and tighter links with the European intellectual tradition.
During this period, the Young Ottomans emerged as the first traditionalist intellectual
movement as a result of the spread of press and education. The publication of the
first Ottoman newspaper Ceride-i Havadis (Journal of News) in 1840 and Agah Efendi's
Terciiman-i Ahval in 1860 also happened during the Tanzimat period,? which advanced
the formation of independent public opinion and intellectual circles.

The Young Ottomans themselves represented a conflicting intellectual merger
between their openness to technological innovations on the one hand, and the defense
of the traditional Ottoman imperial structure on the other. But every single reform
initiated by the Ottoman Empire faced backlash, either because they were seen as
superficial or introduced at the request of external powers. As a result, these reform
initiatives were either delayed or implemented long before society was ready for them,
which had a number of consequences.

The second Crimean War of 1854-1856, which took place after the Tanzimat
reform, led to the Imperial Reform Edict of 1856, which granted equal rights to
minorities in the Empire.® This was seen as another attempt at modernization, albeit
one that was carried out under external pressure - from France and Great Britain
- in exchange for their support with funds and weapons during the war. The first
constitutional era 20 years later, in 1876-1878, forced the Ottomans accept the need
for profound modernization if they wanted to be embraced by the European family.*
Acceptance of this constitutional legitimacy led to the emergence of a new political
class of governmental bureaucrats, although it was short-lived.

Sultan Abdul Hamid Il (1876-1918) was an anti-reformist who abolished the
previous constitutional innovations and essentially became a symbol of three decades
of staunch conservatism.> Nevertheless, the two years of constitutionalism shaped life
of Ottoman politics in the long term, and paved the way for the second constitutional
era in 1908, with traditional Ottoman life becoming more open to innovations,
including the creation of the Republic several years later. We can thus state that in the
19% century, conservatism in the Ottoman Empire was reactive in nature, a movement
to preserve the traditional ways of social life, whereas conservatism in the 20" century
had started to take on a more developed and ideological form.®

1908 marked the beginning of the second constitutional era, during which
the Ottoman Empire was on the losing side in the First World War and was ultimately

Can 2016.
Mardin 2015.
Aytekin 2013.
Hanioglu 2010.
Ahmad 1991.
Ahmad 1986.
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destroyed and captured by occupying powers. Resistance against foreign powers,
the abolition of the Sultanate and the establishment of the Republic - all this was
an extension of the debate on what should and should not have been accepted from
the West.

Mustafa Kemal Ataturk, the founding father of the Turkish Republic, believed
in modernizing his country, which worried the traditional religious circles of the former
empire. For Ataturk, religion was associated with backwardness, hence the most
extreme forms of secularization were supported. The Latinization of the Ottoman
script in 1928 as part of numerous other reforms eventually led to an increase in
literacy levels - from 10% according to the population census in 1927, to 30% 14 years
later.”

The views of Turkish Islamists and religious conservatives were mainly influenced
by the 1979 Iranian Revolution and the literature of the Muslim Brotherhood, although
in Turkey itself, no one questioned its own, “special” path. The first anti-Western
religious-conservative force, the National Salvation Party (Milli Selamet/MSP), came
to power in 1973 under the leadership of N. Erbakan. With the assistance of various
coalitions in the parliament, they succeeded in determining or significantly influencing
Turkish policy for many years. The MSP would never be accused of being liberal - on the
contrary, the party always demonstrated a strong anti-Western conservative attitude,?
and it never advocated for the development of Turkish democratic institutions. However,
N. Erbacan’s ousting by the military on February 28, 1997 and the closure of his Welfare
Party (Refah Partisi) propelled him to the forefront of Turkey’s modernization effort.

N. Erbakan, who earned his degree in engineering in Germany, pushed
for the development of heavy industry, as well as the construction of iron and steel
plants and the establishment of the motor, electronics and electromechanics industries
in 1976. Driven by the desire to industrialize the country, N. Erbakan also believed that
it should be freed from technological dependence on the West. This was why he was
so open to cooperation with the Soviet Union as an alternative for the nascent Turkish
industry.

Between 1998 and 2001, young politicians such as R.T. Erdogan, A. Gul, B. Arinc,
and others formed a splinter group from the supporters of N. Erbakan, which later on
became the Justice and Development Party (AKP). As religious conservatives, they were
ready to make compromises with the West - to “get engaged” and yield to the forces
of liberalism and globalism. In 2001, the conservative AKP came to power on the back
of slogans about liberalizing the economy, human rights, and the constitution. Later in
the R.T. Erdogan era, the right began to be dominated by religious rhetoric, with some
of those right circles being in opposition to modernization as a whole.

The core motive of R.T. Erdogan’s tenure (2001-2020) was the need for technology
transfer. Having a strained relationship with the West, especially with the United States,
and unable to persuade its Western partners to transfer their technologies or engage
in joint R&D projects, R.T. Erdogan turned to Russia and China, which became not only

1 Orhan Bursali, “Osmanli'da okuma yazma bilenlerin sayisi ¢ok muydu? (Were there many literate people in the Ottoman
Empire?),” Cumhuriyet, September 14,2019, accessed February 17, 2021, https://www.cumhuriyet.com.tr/yazarlar/orhan-bursali/
osmanlida-okuma-yazma-bilenlerin-sayisi-cok-muydu-1701918.

2 Tezcanetal. 2015, 1.
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ideological, as some might claim, but also technological partners, since the West was
not open to sharing. In recent years, Turkey's military industry breakthrough and the
domestic production of tanks, helicopters, ships, and unmanned aerial vehicles (UAV),’
as well as the boom in the domestic automobile industry, evidence the country’s
strategy to revise its relations with the West and reduce technological dependence on
it. The purchase of Russian S-400 missile systems, with the promise if technological
transfer, and the construction of nuclear power only underline this policy.

Current discourse in Turkey focuses on the nature of conservatism. R.T. Erdogan’s
statements about the loss of healthy conservatism are scrutinized in the Turkish
press, and many arguments about right-wing conservative views are brought up
when discussing culture, socio-political life, and even architecture. So far, Turkish
conservatism has been unable to “marry” itself to liberalism, and the discussion of
Turkey's stance vis-a-vis the West continues.

It should be noted that Turkey stands out in the Islamic world in that it has a
healthy economy (albeit with certain flaws) with strong industrial production, including
in the military sphere. The Russian scholar N. lvanov noted that Muslim civilization,
especially the Ottomans as the main candidate for global leadership, had a highly
developed and professional army and advanced weaponry, on a par with European
armies, up until 1571.2 However, this topic was often imported to Russian discourse
from abroad, initially as a response to the attempts to challenge Muslim civilization as
awhole, and later in order to support the universal discussion within the global Muslim
community about the ability of Muslims to not only adopt the fruits of technological
progress, but also to be innovative themselves.

Religious debates were typically restricted to narrow circles, especially in the
harshly secularist republican period. Rather, modernization and the understanding
of the need for technological progress can be explained by the Ottoman encounter
with more powerful adversaries and their further attempts to compel the Empire to
modernize politically. In the modern period, the quest for technological development
exists side-by-side with the need for technology transfer, as well Turkey's leading
efforts in technological advancement as a part of the larger Islamic world.

Iran: from Modernization to Islamization

The example of Iran presents a good opportunity to test how the change in a
country's orientation toward Islam in terms of its legislation and societal norms and
regulations affected its standing as an emerging technological leader in the Middle
East. In the modern era, the founder of the last dynasty that existed before the Islamic
Revolution in 1979, Reza Pahlavi, was seen as the driving force behind the country’s
all-embracing modernization of the 20" century. In order to overcome resistance to
modernization, however, he had to eliminate conservative religious opposition, since
his modernization plan essentially meant Westernization, which thus triggered a
backlash in religious circles.

1 Guc Gonel, “Turkey becoming engine design, manufacturing hub,” Anadolu Agency, December 5, 2020, accessed February 17,
2021, https://www.aa.com.tr/en/economy/turkey-becoming-engine-design-manufacturing-hub/2066665#.
2 PblbakoB et al. 1999, 44.
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Reza Pahlavi's policy then included both co-option, or buying the friendship
of influential ulama, and suppressing those who adopted an uncompromising
stance toward modernization. The government spent great efforts to demonstrate
the compatibility of modernization with Islam and introduced a distinction between
“progressive” ulama, who supported modernization and reforms, and “backwards”
ulama who did not, into the public discourse."

Earlier, in 1851, the renowned Qajar Chief Minister known as Amir Kabir (Mirza
Taghi Khan Farahani), pushing for the same development agenda, established Dar al-
Funun (polytechnic college), thefirstinstitution of higher learningin Iran, which was later
incorporated into the university of Tehran. Remarkably, the Western educated elite of
Amir Kabir's time paid attention to “human factories” as “the institutions that foster,
guide, and manage human activities,” practically giving them a higher importance than
the factories themselves.?

In 1981, amidst the ongoing cultural transformation, the leader of the Iranian
Revolution Ayatollah Ruhollah Khomeini declared the need to transform the
country’s education system, develop different academic programs and formulate
the future of universities.® Currently, the policies related to science and technology
undergo vetting by religious bodies (by the Guardian Council, as well as directly or
indirectly by the Supreme Leader), which means that they are at least acknowledged
as compliant with the Islamic worldview in terms of its interpretation by the Islamic
Republic.*

That said, Iran is doing better than other countries in the Muslim world in terms
of academic achievement and technological advancement. According to the World
Bank, Iran ranked 38th in the number of patents registered in 1970, compared to
7% in 2016.> Technological development was named as one of the country's three
main national priorities for the period 2016 to 2021.% Despite the international
sanctions, research and development budgets are set to receive a 400% increase by
2030, reaching 4% of GDP,” even though this was expected to take place as a result of
the nuclear deal signed in 2015.

There are, however, still a number of drawbacks to Iran’s desire to speed up
progress in the country. Iran’s annual brain drain is estimated at 150,000 specialists,®
while there are not enough resources to lure these people back to the country. There
are also doubts about the quality and effectiveness of Iranian publications in recent
decades. According to the Thomson Reuters database, Iranian papers make up just
2.9% of the top 1% of cited papers in 2016.°

Faghfoory 1993, 280.

Semati 2016, 328.

Goodarzi 2013, 420.

Heshmati 2019.

“Iran after the Islamic Revolution: Scientific backtrack or progress? What do the statistics say?” Tehran Times, February 10, 2019,

accessed February 11, 2021, https://www.tehrantimes.com/news/432798/Iran-after-the-Islamic-Revolution-Scientific-backtrack-

or-progress.

6 “Leader declares outlines of the 6th five-year plan with emphasis on resistance economy, scientific progress,” Tehran Times, July
1, 2015, accessed February 11, 2021, https://www.tehrantimes.com/news/247790/Leader-declares-outlines-of-the-6th-five-year-
plan-with-emphasis.

7 “S. Leader: Iran’s scientific movement to continue non-stop,” IRNA, July 3, 2014, accessed February 11, 2021, https://en.irna.ir/
news/81223992.

8 “Iranloses $150 billion a year due to brain drain,” Mehr News, January 8, 2014, accessed February 11, 2021, https://en.mehrnews.
com/news/101558/Iran-loses-150-billion-a-year-due-to-brain-drain.

9 Heshmati 2019, 567.

upbwNn =

—_—
=
A

H9aLeL) BI/I)IL)(IIJSL(ZHOUBIIL)DM



—_—
=
(=)

SO[ITIR YDIRISIY

JOURNAL OF INTERNATIONAL ANALYTICS 11 (4): 2020

The actual spending on R&D also remains unclear, and probably does not surpass
1%. UNCTAD also indicates that the share of private investment in R&D is relatively low
in Iran (20% of R&D expenditure in 2010). Exports of hi- and medium-tech products
accounted for 1% and 30.7%, respectively, of the country's total exports (S&T Vice-
Presidency, 2016). According to the high level policy documents, the share of the
knowledge-based economy, and thus of hi-tech exports should reach 50% by 2025.

The official rhetoric of the Islamic Republic maintains that Islam is a religion
that promotes science and this explains why the country is moving up the rankings
of science publications in aerospace, medicine and nuclear technology, despite even
deliberate attacks against its nuclear scientists,” with the latest being undertaken in
November 2020.

One might suggest that the difference in the Iranian discourse, even after the
Islamic Revolution of 1979, was pointed out by modernists of the Sayyid Jamal al-
Din Asadabadi (better known as al-Afghani) school, who claimed that Muslims could
adopt Western science and technology while remaining true to their Muslim traditions
and identities.? Ali Shariati, another thinker whose works laid grounds for the Islamic
Revolution, echoed al-Afghaniin the sense that even though one might criticize Western
thought, the approach to science and technology must be pragmatic - a quality that
the Islamic Republic later proved to have. According to Shariati, in Islam, “science and
wisdom” are criteria of “finding truth” and “studying science is a necessary and vajib
[mandated by religion] duty for all Muslim."

Different pathways of intellectual development backed by a rather liberal attitude
to ijtihad and the necessity to constantly apply reason, as well as the configuration
of relations between society and the governing elites, brought a set of attitudes
to existence in Iran that were different to those in the Arab or Sunni clusters of Islamic
civilization. This difference persisted through the R. Pahlavi period into the Islamic
Republic. However, the drawn-out war with Iraq and further sanctions against Iran’s
nuclear program and certain aspects of its foreign policy limit our ability to assess
the technological heights it could have risen to, had the political limitations not been
putin place.

Conclusion

Speaking of numbers, not a single university in the Muslim world is in the top 100
universities in the world.* OIC states contribute to less than 1% of all global academic
publications in science, and the quality of that is questionable. Iran and Malaysia
were in the top 20 in terms of the number of academic publications in science and
technology in 2016, but this achievement is not stable from year to year.> According
to the latest Coursera report conducted on various sets of skills among the millions of

1 “Iran after the Islamic Revolution: Scientific backtrack or progress? What do the statistics say?” Tehran Times, February 10, 2019,
accessed February 17, 2021, https://www.tehrantimes.com/news/432798/Iran-after-the-Islamic-Revolution-Scientific-backtrack-
or-progress.

Semati et al., 2016.

Ibid., 334.

“The World University Rankings,” The World University Rankings, accessed February 11, 2021, http://surl.li/lbdz.

“Scientific and technical journal articles - Country Ranking,” Index Mundi, accessed February 11, 2021, https://www.indexmundi.
com/facts/indicators/IP.JRN.ARTC.SC/rankings.
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learners it attracts, the only Muslim majority country marked as “emerging” in terms of
technological skills is Malaysia (in 43 place). The United Arab Emirates, Saudi Arabia
and Turkey are lagging behind in 50%, 54t and 55 respectively.’

Technological progress hinges upon ability of a society to grow human capital.
Research conducted by the World Bank has revealed that Muslim countries spend, on
average, approximately 0.5% of their GDP on research and development, compared
to the global average of 1.78% of GDP and the OECD average of above 2%. Meanwhile,
the number of people working in scientific fields in the Muslim world is also well below
the global average.?

The number of women working in science and technology is not great, as tradition
affects the perception of women and their acceptance into the workforce. This raises
questions not only about the education system and its methodologies and curricula, but
also about the further integration of talent into the workforce. The education systems
across the Muslim world have repeatedly been criticized for their lack of “inquiry-
based” and “active-learning” approaches, as well as for the need to stimulating critical
thinking.

A study conducted by C. Issawi into how the Islamic world was able to at least
adopt advanced Western practices, like water and wind mills, in order to optimise the
production of energy (and, in turn, production in general) could not offer a concrete
answer as to why the technology, while being known, did not spread widely enough
in Muslim lands up until the end of 19th century. Comparing 16th century Ottoman
Empire, at the height of its prosperity, to 11th century England, he concludes that
the former nevertheless had fewer water mills than the latter.® Today, a number
of Islamic countries have moved to hydrocarbons, and many of the least developed
countries (LDCs) have started to import technologies from the developed world, and life
has become much easier. However, the Islamic world grapples with the more pressing
problem of growing human capital catching up with the ever increasing technological
advancement. While the institutionalization of certain disciplines and how they are
taught is highly important, the underlying fundamentals stemming from culture and
religion facilitated that process in the past and continue to affect the way education
and science develop today.

The practical development of knowledge, science and the ability to innovate
were tied to the existing traditions in Muslim societies, but the debate outlined above
regarding the philosophical grounds was not always a major factor that defined
success or failure in that regard. The cases of Iran and Turkey demonstrate that
self-awareness about own backwardness came from the outside, especially when an
encounter with military adversaries left Muslim armies at loss, because they were
not technologically advanced. However, the influence or interference of external
powers sometimes fortified the traditional resistance to change, partly because
modernization and progress were seen as Westernization and the loss of identity or
sovereignty.

1 “Global Skills Index,” Coursera, 2020, accessed February 11, 2021, https://www.coursera.org/gsi.

2 Nidhal Guesoum, “Why the Islamic world needs a new ‘golden age’” World Economic Forum, January 14, 2016, accessed
February 11, 2021, https://www.weforum.org/agenda/2016/01/why-the-islamic-world-needs-a-new-golden-age.

3 Issawi 1991, 284.
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When it comes to the discussions about the ability of societies to progress,
quantitative indicators are often used as a way to track changes and draw comparisons
between developed and less developed states. Meanwhile, even with the emergence
of technological marvels and globalization, the ability of innovative practices to
travel did not lead to the creative potential of humanity spreading evenly around
the globe. We argue that a variety of factors, some of which are related to the way
that religious discourse evolved in the Islamic world, affected institutional structures,
education, and ultimately the way human capital is cultivated, and predefined the
state in which the Muslim ummah (community) finds itself at the moment. It must be
acknowledged that in some cases, political factors, especially external, shaped the way
Islamic communities perceived modernization, which may have been associated with
Westernization and thus with a breach of sovereignty, exploitative intentions or the
destruction of traditional identity. And the case of Turkey is a good example of this.
We also saw that Islamic societies produced bright progressive minds even after the
so-called “Golden Age” of Islam, but that effort could be disrupted by other factors, as
the case of Iran has shown.

Depending on the cultural path taken by a particular country, the relation between
Islam as the religious backbone of society and Islam as the cultural code of society
could be conducive to at least adopting innovations. It could also be disruptive to the
same process, not to mention the ability of people to innovate themselves. In some
intellectual circles across the Islamic world, the debate on the fundamentals - such
as the need for Islam to undergo a revival of its own (a “reopening of the gates of
ijtihad”) and return to the intellectual tradition that was cherished during the “Golden
Age"” and is still alive and in the minds of religious scholars, some of whom have a
strong influence on believers - must serve as the basis of how policies on science
and technology are formulated. For some reason, the inability to break out of this
essentially theological debate on progress is precisely what prevents the unrestrained
cultivation of human potential that is necessary for the Islamic world if it wants to
catch up with its advanced civilizational adversaries of the past.

Despite all the research into these matters and our daily engagement with these
issues, we have to conclude that practice has not dispelled the seemingly superficial
idea that progress and innovation require a secular approach, while calls for revival of
reason within Muslim thinking and the Muslim way of life do not yield anything feasible.
This justifies our choice to observe the relatively successful examples of Turkey and
Iran. Even though the latter is currently governed by a somewhat hybrid theocratic
regime, its approaches to science, technology, and academic advancement are rather
pragmatic and aimed at cultivating national pride and the nationalist part, rather than
the religious part, of the country's identity. This is why the quest for knowledge and
discovery is less hindered by the theological debate in these countries.
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Wcnam u porpecc:
MeXy Tpajuiue 1 COBpeMeHHOCTbIO

AHHOTALUMA

B xozie nepeocMbICIEHUSA TOTO, Kak MyCy/IbMaHCKMe OBLLMHBI UCTOPUYECKI pearmpoBani Ha mporpecc 1
WNHTErp1poBasu ero A0CTUXEHWS B CBOK XXVM3Hb, aBTOPbI CTaTbM MOMbITaNINCE BEPHYTLCS K MPUYMHAaM,
Mo KOTOPbIM NCNAMCKMIA MAP COXPaHWA Fy6oKMi pa3pbiB MeXAy TpaguLmeli N COBPEMEHHOCTBHO.
AHaNV3MPYs ANCKYCCUN MYCYTIbMAHCKMX MbICINTENel 1 TEOPETUKOB MPOLLIOro B 60rOC/IOBCKMX 1
0KO1060r0CIOBCKNX KPYraX, CAeNaH BbIBOZ O TOM, UTO OAHMM U3 FaBHbIX, C GrA0COPCKOM TOUKN
3peHMsi, BOMPOCOB ANs 0B6CYXAEHNSA ABNSIETCS TO, UTO PENIis CTana accoLMmMpoBaThCs 60/bLUe He
€ 60rooTKPOBEHMEM, a C TPAZNLIMEN. Penunrvst yunT HenepexoaaLLyM NpUHLMNaM, B TO BPeMst Kak
TPaAVLMM CBA3aHbI C MPaKTVKaMU MPOLLIOro, KOTopble MPUBA3aHbl K BpeMeHW. 3HaunTeNbHOM YacTu
MyCy/IbMaH C/IOXHO aZanTnpoBaTbCs K HOBOW peanbHOCTU, 1 3TO CBA3aHO C TeM, UTO PeUIMO3HOCTb
CTana accoummpoBaTbecs ¢ peoAanvamMom v TPAGULMOHHBIMIN puTyanamu. CrefoBaTesibHO, MycyibMaHe
3a4acTyto CBA3bIBAOT COXPaHEHVEe BEPHOCTY CBOEMY HAaCeAMto C BHELLHUMU NpY3HakaMu, Hanpumep,
C MaHepo 0AeBaTbLCsA UM COBEPLUEHVEM PUTYANOB, MPY 3TOM He 0CO3HaBas CBOE AyXOBHOM Lienn
W He OTHOCACH K Hell o BCell YeCTHOCTBH. XOTS MOXHO 6bIN10 6bl ANCKYPCUBHO OTASNNUTE PENUMAIO OT
061acTV NONNTUKK, B AAHHO CTaTbe TeM He MeHee NCCIeyeTcs, Kak MyCylbMaHCKUIA MAP NepexunBan
3aCTOi 3-3a CSIHWS TPAAULIMM 1 6OrOOTKPOBEHVIS 1 KaK AaHHOE CIIVSHME NMapann30Baso passuTue,
Hapsiy € ApyrMmn ¢akTopamum, TakUMmM Kak KOHGUrypaLms cMcTeM, OTBEYaOLLMX 3a pa3BuTUeE
YesI0BEYeCKOro KanuTana, Hannyme NoaUTUYECKX MHTEPECOB 1 BAUSHIE BHELLHMX C1. Ha ocHoBe
aHanm3a cneundukmn mogepHmsaumm B Typumm n VipaHe B CTaTbe BbIAENSAOTCA TEHAEHLMM, KOTOpble
NPensTCTBYHOT TEXHOMOMMYECKOMY NPOorpeccy B CTpaHax MCIamMckoro Mypa.
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CrpaTernyeckoe 3HaueHHE
(hbapMarneBTUYeCKON oTpaciu
B YCIIOBUAX TaHAEeMUH
KOpOHABUPYCa

3ayp As3oBuy MamepbsipoB

https://doi.org/10.46272/2587-8476-2020-11-4-122-136

AHHOTALU WA

Ocoboe 3HaueHVe papmMaLeBTUHECKON OTpaCcan ANS HayYHO-TEXHUYECKOTO 1 SKOHOMUYECKOro
pa3BUTMA CTpaH 0byCNOBANBAET ee BKIIOYEHHOCTb B MeXAyHapOAHble MpoLecchl.
B paboTe 0CHOBHOe BHUMaHVe yAensercs aHannsy TeHeHumnr B dapmauesTrnyeckolt chepe
1 BroTexHoorMaAX B ycnoBuax naHgemum COVID-19. Manaemusa o6octpuna Takme npobiemsl
oTpacnu, kak 3¢PpeKTMBHOCTb pacnpefeneHns MejKaMeHTOB MeXay rpaxiaHaMu, 3aB1CMMOCTb
KPYMHbIX MPON3BOAMTENeN OT MOCTaBLUMKOB akTUBHbIX CybCcTaHUmin 13 Kutas, LieHoobpasoBaHme
Ha MeAMKaMeHTbl 1 PO/ib COLManbHbIX CUCTEM CTPAXOBaHWA B Pa3BUTHIX 1 Pa3BLBAaOLLNXCS
CTpaHax. ABTOp Takxe BblAenseT Takme 061acTu pocTa KOHKypeHLnK, Kak gnsepcnrkaums
NOCTaBOK aKTUBHbIX GapMaLeBTUYeCKNX CybCTaHLMIA, pa3peLleHne peryiaropamm ocTyna
HOBeMLLX NpenapaToB K PbIHKY, KOHKypeHLMs dapMaLeBTUYeCcKUX KOMMaHWi 3a kanuTan
1 KOMMeTeHUMN. B cTaTbe MpoBeseH aHann3 0OCHOBHbIX MPOo6eM 0TPaciv Ha MpUMepe pbiHka
BakumH COVID-19 1 npeAcTaBneHbl BOSMOXHbIE TPAaeKTOPUN AaNbHeNLLEero passnutms
bapmaLeBTUKM 1 BUOTEXHONOTUIA B MEXAYHAPOAHOM KOHTEKCTE.

K/TIOYEBBIE CJTOBA

dapmayesmuka, UHHOBAYUU, KOHKYPeHYUS, pe2yiuposaHue, ucciedosaHuUs U paspabomku,
mexHonozuu, COVID-19
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MNaHgemums COVID-19 BCé yalle CTAHOBUTCA MpeAMeTOM aHann3sa ncciejoBartenei-
MeXZYHapOAHMNKOB, a LleHTpa/ibHbIMM TeMaMM Takux paboT, Kak NpaBuio, BbICTyMa-
OT: MeXAYyHapoAHasa 6e30nacHoCTb', BAMAHME NaHAEMUN Ha TeMnMbl r1obannsaunn?,
MeXZyHapOAHO-MOINTUYECKNA ANCKYPC® M POCT HaumoHanusma®, B MeHbluUel cTe-
neHn nccnesoBaTeNn U3yyaroT BVSHME NaHAEMNN HA TEXHONOTMYECKY KOHKYpeH-
LU0 CTPaH®, XoTa 3Ta cdepa ABNAETCH 3HAUMMOM C TOUKM 3PEeHUSA «MPOCTPaHCTBa»
MeXZyHapOAHO-MOINTUYECKON KOHKYPeHUMM®. JNCKycCuMio O BAUSHUN TEXHOMOTUIA
Ha MeXrocyapCTBEHHYH KOHKYPEeHUMIO B 3MOXy NaHAeMnn npeacTaBaseTcs akTy-
a/lbHbIM PacCMOTPeETb B KOHTEKCTe pasBUTUSA papmMaLieBTNUYeCKO OTpac/v.

dapmaLieBTYecKast MPOMbILLAEHHOCTb 1 BUOTEXHONOM M OTHOCATCS K Hanbonee
HayKOeMKVM W1 CTpaTernyeckm BaXKHbIM OTPacIaAM MUPOBOM SKOHOMMKW. 3a rnocies-
HUVe AeCsTb /1IeT AaHHbIN CeKTOP AEMOHCTPUPYET eXeroAHbll NPUPOCT Ha 4-7%, 1 ero
06bEM yxe npeBbiwaeT 1 TpAH gonn. CLLUA no coBoKynmHOMY 06bemy exeroiHo pea-
N3yeMoi Npoaykumin’. B TO XKe BpemMs 0Tpacib CTaNKMBAETCA C MOCTOAHHO pacTyLuei
WHHOBALIMOHHOM KOHKYPEHLMEeM B MepByt o4vepesb CO CTOPOHbI MPOoun3BOAUTENEl
13 Kntast, IHamm, Typummn 1 MHbIX Pa3BUBalOLLMXCA CTPaH, a Takxke ¢ gucbanaHcamum
B LIeHO06pa3oBaHUYM 1 NPUOPUTU3ALNN NCCNef0BaTENbCKON AeATeNbHOCTU. Tak, UH-
HOBAaLMOHHbIe MPOLeCChl B OTPACAN B OCHOBHOM MPUXOAATCH Ha HECKOBKO AeCATKOB
KPYMHEeNLWMX TpaHCHaLMoHanbHbix komnaHui (THK) «bonbLlioii dapmbl», KOTopble
NOAJEPXNBAIOT UCC/IeA0BaHNS B KOMMNAHUSAX MaJioro 1 cpejHero busHeca, nokynas
NX pa3paboTKm U/1amM NOrnoLwasa Takme KoMnaHun. MNpuy 3Tom HanbonbLLY NpnbbINb
NPUHOCKT NpenapaThbl C AOATVMM CPOKOM 3PPEeKTVBHOIro NaTeHTOBaHWS, U Takme npe-
napaTtbl Hanpas/eHbl, Kak NPaBuio, MPOTUB PeaKkuX (M KpaHe pesKuX — OpPaHHbIX)
3ab0s1eBaHNM, pacnpoCTPaHEHHOCTb KOTOPbIX CYLLLEeCTBEHHO HIXXe 3ab0oneBaHui, Bce
eLle aKkTya/bHbIX A9 MOAABASIOLLEro Yncaa XuTene niaHeTbl U3 pPa3BMBatOLLIUXCA
CTpaH.

NMeHHO ycnexn dapmaLieBTYeCKO OTPacan B PasBUTbIX CTPaHaX 3a nocnegHmne
NATbAECAT NeT, pelvBLIve NMpobaeMy pacnpoCTpaHeHHbIX NHPEKLMOHHbIX 3abose-
BaHW, No3sonnan KpynHeiwmm THK ¢ koHUa 1990-X rr. nepeBecTy CBOK JesTellb-
HOCTb B Chepy peakmnx U CNOXHbIX 3a60neBaHUi, 0COBEHHO akTyaslbHbIX NpY BCeOb-
LLleM MOBbILLEHUN CpefHen NPOAOIKUTENBHOCTU XN3HW. Taknm o6pa3om, C OAHOW
CTOPOHbI, BO3HWK OMpejeNieHHbl paspblB MexXAy pasBUTbIMU U PasBUBAOLLMMNCA
CTpaHamu, C Apyrom - pacnpocTtpaHeHue BansHUA THK Ha pernoHanbHble pbIHKK MOo-
3BONW/IO CyLLEeCTBEHHO MOAHSTb OOLLMIA YPOBEHb CUCTEM 34PaBOOXPaHEHNS B MUpe.
Mpy 3TOM B Lensx NoBbILLEHWNA SKOHOMUYeckor 3¢ppekTBHOCTM B THK 6b11M BHe-
ApeHbl Takre NoAxo4pbl K paboTe, Kak MCnoJib30BaHVe OPLLIOPVHIa, ayTCOPCUHTa, Me-
XaHN3MOB HEPbIHOYHOW KOHKYpPeHLMNE, BKAOYAsA MHCTPYMEHTbI, HanpaBAeHHble Ha
yAepxaHue pblIHOYHOM Aonn’. Tak, B CBOMX CTaTbaAX Y. JTa30HNK oTMeYaeT prHaHCna-

Drezner 2020; Lipscy 2020.

Yaya 2020; Bishop, Payne 2021.

Pan, Korolev 2021; McNamara, Newman 2020.
Woods et al. 2020; Pevehouse 2020.

Boylan et al. 2021; Miller, Smith 2021.
Kennedy, Lim 2018.

Lindsley 2018.

LaMattina 2012.

Vogler 2018.
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nnsaumio papmaueBTUYECKOn OTPacan - ycuneHne poam GrHaHCoBbIX MOTVBOB, dU-
HaHCOBbIX PbIHKOB 1 PUHAHCOBbLIX MHCTUTYTOB B AeATeIbHOCTU KOMNaHWin'. Mo MHe-
Huto T. KnuHre n P. ®epHaHgeca, drHaHCManmsauma papmaLeBTnyeckx KOMnaHuin
xapakTepusyeTtcs HecbanaHCMPOBAHHOW CTPYKTYPOI PbiHKa, MPY KOTOPOW psij Kpym-
HbIX GapMaLLeBTNYECKNX KOMMNAHUIA JOMUHUPYET B Lienouykax Co34aHnsa CTOMMOCTIAZ.,

TeM He MeHee, Kak MOKa3blBalOT WUCCAEA0BAaHWA®, PbIHOYHAs KOHLEHTpaLus
B ¢dapmaueBTMYeCcKor OTpacan OCTaeTCd OTHOCUTENIbHO HW3KOW, KOHKYpPeHLs
pacTeT, a gosa muposoro nngepa - CLUA - nocteneHHo cokpallaetca. Bonee Toro,
kpyrnHerwme THK 3aBUCAT OT NOCTaBOK akTUBHbIX dapMaLeBTUYeCKMX CybCcTaHuuii
(ADC) 13 y3KOW rpynnbl CTPaH (MpenmyLLecTBeHHO, K1Ttast), YTo cTano 0cobo 3aMeTHO
B yc/ioBusaxX NnaHgemumn COVID-19, korga noctpagana faxe VIHANSA4, nocTaBastoLLas Ha
MupoBoi peiHOK ADC. Kak cneacteume, B CLUA n ctpanax EC yxe npuHumaroTcs npo-
rPamMMbl MOBbILLIEHNS KOHKYPEHLMN B cerMeHTe noctaBok ADPC. B Lenom xe B oTpac-
JI 060CTPeHNe NHHOBALIMOHHOM KOHKYPEeHLMN HabtoAaeTcs B TeUeHre Noc/efHUX
ABajuaTn net. Mecto n ponb Poccnuy B 3TOM npoLiecce nsydanncb TakMMn Uccneso-
BaTensamu, kak A.B. EBctpaTos®, E.B. HexxHunkoBa, M.B. Makcnmuyk®, ponb TpaHCHa-
LMOHaNIbHOrO KanuTana 1 Kopnopaumnin otpacan paccmatpusaetca A.B. bepesHbiM’
n A.B. KyaHeLi0BbIME.

Mocneactsnsa naHgemun COVID-19 ana MrpoBOl dapmaLeBTNUeCcKon oTpaciu
BKHOUAIOT B Ce64, C O4HOV CTOPOHBbI, TaKMe TeHAEHLMI, KaK CMeLLieHe cnpoca, nepe-
CMOTP MOPTHONMO KPYMHENLLMX 1UCCnefoBaTenbCkMX NOAPa3AeNeHunin, N3MEHeHne
NPUHLMMNOB NPOBeAeHNs nccnejoBaHuii 1 paspaboTok, ob6ocTpeHne KOHKypeHLMN
PerynsaTopoB pasHbIX CTPaH, C 4pYron - NoBblLLEHNe POIY OTKPLITON HayKu 1 Lindpo-
BbIX TEXHONOTUIA B UCCNEA0BAHNAX 1 MPOM3BOACTBE. IMEHHO OTKPbITas Hayka 1 Ko-
onepauus y4eHblX U3 pasHbIX CTpaH Mo3BoANAN® ONMepaTUBHO MPOSCHUTbL MPUPOAY
Bupyca SARS-CoV-2 1 BO3MOXHbIe NyTn 60pbbbl € HMM. [pyn 3TOM, Kak oTMeYaeTcs
B paboTe 3. Toppeasne, MaccoBoOe NPON3BOACTBO BaKLMH, CTaBLLee HeOBXOAMMOCTbIO
B YCNOBUAX MaHAEMUN, He yKIaAbiBaeTcsd B CyLlecTByoLllne 6usHec-mogenn 60b-
WnHcTBa dpapmauesTrnyeckmnx THK™. MpeactaBnseTcs, 4To B 6yAyLlem B OTpPacan no-
BbICUTCHA 3HaYeHMe pervoHanmsauum n gmeepcmdukaumm noctaBok. MoXHO Takxe
OXMAaTb 3aMe/ieHs TeMNOB pocTa papMaLeBTNYECKON MPOMBbILLIEHHOCTY, 3a4ep-
XeK € JONYCKOM K PbIHKY MpenapaToB U3 ApYrvX CTPaH, Nepexoja K camoobecreye-
HUIO B Liernoyke rnoctaBok npoayKLmnn.

HeBO3MOXHOCTb NPOVN3BOANTENEN NEeKaPCTB B NepBble MecsALbl NaHAeMun Nony-
yatb ADC ¢ kntaricknx ¢pabpuk cTana Ana BeAyLMX PerynaTopoB KpaliHe cepbe3Hoi
npo6aemMoii, XOTs pa3roBopbl 06 3TOM Be/IMCb MHOTO /1eT, 1 paHee NocTaBku 13 Knutas

Lazonick et al. 2019; Tulum, Lazonick 2018.

Klinge et al. 2020.

Richman et al. 2017.

Chatterjee 2020.

EsctpaTos 2018.

HexHukosa, Makcnmuyk 2019.

BepesHoii 2018.

KysHeuos 2020.

Matt Apuzzo, and David D. Kirkpatrick, “Covid-19 Changed How the World Does Science, Together,” The New York Times,
April 1, 2020, accessed February 15, 2021, https://www.nytimes.com/2020/04/01/world/europe/coronavirus-science-research-
cooperation.html.
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HepeAKo paccMaTpuBannchb kak npursHak a¢dpexkTrnBHocTn THK EC 1 CLLA'. YunTbiBas
POCT KOHKYPEHLMX B OTPACAN, MOXHO yTBepXaaTk, 4To KnuTato yaanocb pakTnyeckm
MOHOMMO/IN31POBaTbL MUpOoBoe npon3soacTso APC (g0 60% NponsBoACTBa B CTPaHe).
AYTCOPCUHT HU3KOMapPXXMHalbHOro 6usHeca no npoussoactey APC Hauanca 6onee
TpUALLATY NeT Hasaj, Korja eBponerickme n amepukaHckme THK yctynuam aty Huwy
KOHTPAKTHbIM OpraH13aLunsam no npomnsBOACTBY 1 pa3paboTke, HEKOTOPbIe 13 KOTO-
PbIX 3@aHVMMAKT NO3ULMI0 eAMHCTBEHHOrO NnocTasLumka uenoro paga A®C Ha Mupo-
BOW PbIHOK.

PapmaueBtnyeckme komnaHum CLUA cTtankmBanmcb C HEAOCTAaTKOM MOCTaBOK
A®C elle A0 NaHAEMUUN, UTO MPUBOAUNO K AedULMTY NpenapaToB NepBori He06Xo-
avmMocTun. MaHgemuna akTyann3npoBana npobnemy AeLieHTpanns3aunmn Liernovek Cos-
JaHNA CTOMMOCTU W MOBbILLEHNSA KOHKYPEeHLMM 3@ KaHabl NOCTaBOK, Tak Kak KPU3KMC
HaMpPsMYIO OTPa3W/ICA Ha MOCTaBKax MeANLMHCKMX TOBAPOB 1 HA YA0POXaHUN HEeKO-
TOpPbIX MPenapaToB B CBA3M C 3aKpbITMEM 3aBOJ0B, 0cobeHHO B KuTae. Te komnaHuu,
KoTopble nMenu 3anacbl A®C B yC10BUAX NaHAEMUK, Ha4anu NOCTaBAATb UX MO 3aBbl-
LWeHHbIM LeHaM. Mpobnema Habntoganace U B IHAMN, KOMNAHWM KOTOPOW 3aKynaroT
6onbLue Bcero A®C B Kutae. Mo 370 npuymMHe B CTpaHe 6b110 peLleHo 3anyCcTuTb
nporpaMmy nosblLLeHNss 06BEMOB, MPON3BOANMbIX B cTpaHe APC. B Poccrm camoo-
b6ecneyeHHocTb ADC coctaBnsgeT MeHee 10%.

He vmes apyrnx HagexHbix noctaswmkos A®C, THK nonaratotcd Ha NHanO
B NMPOU3BOACTBE HEMaTeHTOBAHHbIX MeANKaMeHTOB, KOTOPbIe 3aTeM MPOAAaTCA MNoZ
pasnnyHbiMu 6peHgamm, B Tom umncie B CLUA. Takmum o6pasom, B CLLIA npur3HatoT, Uto
TOYHO He MOryT OLEeHUTb 06beM BBO3MMBbIX B CTPaHy U3 TpeTbux cTpaH ADPC u pe-
aNbHYH CTeMeHb 3aBUCMMOCTU MeCTHbIX THK OT KMTalickmx nMocTaBLLMKOB, HECMOTPS
Ha npogosKatoLleecs TOprosoe NpotmeocTosHve mexay CLLUA n Kntaem. Cutyauuio
He cnacno 1 3aknto4veHne nepsoii dasbl TOProBol caenkn B Havane 2020 r., kntode-
BOe MEeCTO B KOTOPOW 3aHSAIN BOMPOChI MHTENNEKTYaNlbHOW COBCTBEHHOCTU NprMe-
HUTEeNbHO K GapmaLeBTNYecKor oTpacin. VMiMeHHO 3Ta chepa oCTaHeTCA KAoUeBbIM
YyBCTBUTENbHbLIM 3/IEMEHTOM TOPrOBbIX M NOAUTUYECKMX OTHOoLWeHn CLLUA n KuTas,
TaK Kak IMEHHO BMOTeXHONIOrnn 1 GapmMaLeBTVKa COXPAHSAT MePBEHCTBO B MHHO-
BaLMOHHOM aKTUBHOCTY U NMHTEHCUBHOCTW UCCNe0BaHNM 1 pa3paboTok B MUPOBOI
3KOHOMVIKE.

KoHkypeHuus B papMaLLeBTM4YECKON OTpacaum

K HacTosiLeMy MOMEHTY B MUPOBO papMaLieBTMUYECKOM OTpac/v CIOXMAACh CU-
CTemMa, B KOTOPOW BbIBOJ HOBEMLLUNX MeANKaMEHTOB Ha MUPOBO PbIHOK GaKTUYeCcKn
onpegenaeTca AByMs perynstopaMmn: AMepmnkaHcKM desiepanbHbIM areHTCTBOM Mo
CaHUTapPHOMY HaA30py 3a KayecTBOM MULLEBbIX NMPOAYKTOB U MeaMKaMeHTOB (Food
and Drug Administration, FDA) n EBponenckM areHTCTBOM JIeKapCTBEHHbIX CPeaCcTB
(European Medicines Agency, EMA). Tak kak Ha EC n CLUA BmecTe NpUXOANTCA NOYTH
75% MVpPOBOro pbiHKa GapmaLleBTMYECKO NPOAYKLNY, ONpeaenstoLwmM Ans paboTbl
rnobanbHbIX papmMaueBTUYeCcKX KOMMaHWM SBAAETCS MOoJlyYeHne JOCTyrna K PbIHKY
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0T 060UX PerynAaTopoB. 3TO KacaeTcs Kak MHHOBALMOHHbIX (HOBEMLLNX) MeJMKaMeH-
TOB, TaK 1 PblHKa MpenapaToB-aHaNoroB (AXXeHeprnKoB), KOTOPbI CTPeMUTEeIbHO pac-
TeT B Pa3BUTbIX N Pa3BUBAOLLMXCS CTPaHax 6aarofaps yCrewHom LeHOBOM KOHKY-
peHumn. OAHaKO, Tak Kak 60/bLUYH0 YacTb NPUBLIAM papMakonormyeckme KOMnaHmum
N3BNEKatoT 13 3aNaTeHTOBAaHHbIX MeANKaMeHTOB, MUMEHHO B CerMeHTe npenapartos-
6peHA0B HabogaeTca Hanbonee OCTpas TEXHONOTMYeCKast 1 NOINTUYECKAs KOHKY-
peHuus.

Tak, y>xe MHOrve rofibl Bef,eTcsi KOHKypeHTHas 6opbba mexgy perynatopamu FDA
1 EMA 3a nepBeHCTBO B BbIBO/E NMpenapaToB Ha PbIHOK C Lie/Ibio MakCMMU3aLmm npu-
661N MeCTHbIX dapMaLeBTUYeCcKUX KOMMaHui. bonee 6bICTpble MexaHW3Mbl JOCTY-
na HOBeWLLMX NPenapaToB K PbIHKY U BblAeneHne 61noTex-npenapaTos B OTAENbHYHO
KaTeropuo Mo3BOAUAN aMepUKaAHCKOMY perynatopy obecneuntb nugepctso CLLA
B 60/bLUMHCTBE PpapMaLeBTUYECKNX MHHOBALUMM (C TOUKW 3peHns X KOMMepLmanu-
3aummn). Takum 0bpasom, 3HaUeHne perynsaTopHoro ¢pakrtopa B paboTe oTpac/ieBbiX
KOMMaHW cTaBuT GapMaLeBTUKY U BUOTEX-CEKTOP SKOHOMUKN B 0COHB0E MONOXKeHMe,
CBSI3aHHOE C LUMPOKMM KOHTEKCTOM MeXAyHapOAHbIX MPOLIeCcCOB: OT TOPrOBbIX BOWH
N NPOTEKLMOHMN3MA A0 MATKNX HETapUPHbIX OrpaHUYeHNIA KOHKYpeHUK. MNpu 3Tom
dapmaLeBTMUeCcKas OTpac/ib NocnefHNe HeckonbkKo AeCaTUNETUN AeMOHCTPUPOBa-
Nla 0coboe 3HaueHVe rnobannsaumm He TONbKO B chepe pacllmpeHms pbiIHKOB CobITa
NPOAYKLNN, HO U AN1S PbIHKOB MO NPUBIEYEHNIO KOMMETEeHLMIA: B OTPaC/nN BblCOKA
aKTMBHOCTb CJIUSIHWIA U MOTNOLLEHWIA, @ NOsABAEHME BCe HOBbIX KOMMaHWIA obecrneyn-
BaeT npuBfeyeHne KBannPULMPOBaHHON paboyein CUibl, TEXHONOTUYECKUX HOY-Xay
N NHTeNNeKTyasbHOW COBCTBEHHOCTY B KpynHehwmne dpapmaLieBTnyeckme TpaHCHa-
LMOHa/IbHble KOMMAHMK, YTO CNOCOBCTBYET MHHOBALMOHHOMY npoueccy. Ocobo 3¢-
$EeKTMBHO B CBA3M C 3TUM MoKasan cebst aMeprkaHCKMn BeHYYPHbI PbIHOK 1 CUCTEMA
3N1eKTPOHHbIX Topros NASDAQ, KoTopble obecrneynBatoT NPUTOK Kanutana B ¢papma-
LeBTUYeCKyto 0TPaC/ib 1 MO3BONSHOT 3aHMMATb BOTEX-KOMMAAHVAM ANANPYOLLe No-
311N B HAEKCe.

O4HNM 13 3HAUYMMbIX MOCNEACTBUI MaHAEMUN CTano YCKOPeHHOe BHejpeHue
LMOPOBLIX TEXHONOTMIA B dapMaLeBTUKY 1 34paBOOXPaHeEHMe, B YaCTHOCTU B pac-
npegjeneHve neKapcTBEHHbIX CPeACTB CPeAn HaceneHus. 3To ABAAETCA MPOLOIKEeHN-
eM Hauvaslerocda B 1990-x rr. npouecca, Korga cTuMysioM K BHeAPeHUIo LnppoBbIxX
TEXHOJIOTNIA B OTPAC/IN CTaj ee eCcTeCTBEHHbIN Nepexos Ha HOBYHO TEXHOIOMMYeCKyHo
napagurmy (0T XMMnYeckmnx - Kk brotex-npenapatam 1 NepcoHann3npoBaHHbIM/Tap-
reTMpoBaHHbLIM MejrKkaMeHTam). Torga cTano ACHO, YTO TPAANLMOHHBbIE XUMMNYecKme
MeZAMKaMEHTbI CO BpeMeHeM YCTynaT rno 3¢ GekTMBHOCTY broTex-npenapartam, B OCHO-
Be KOTOPbIX iexaT JOCTUXEHUS KTeTOUHOI 1 MoJieKysipHo 6ruonormun. B To xe Bpe-
MS LnppoBM3aLna oTpacan U CUCTeMbl 34PaBOOXPaHEHWSA B Lie/1oM MojpasymeBsa-
eT NCMNO/Ib30BaHMe OrPOMHbIX 06bEMOB YyBCTBUTENbHbIX MEPCOHANbHbIX AaHHbIX,
a B 3TON chepe perynmpoBaHmne 1 noantnyeckuii guckypc B EC n CLUA pasnnyatoTcs
BecbMa 3HaunTebHo. Ecim B EC perynsatopbl NbITatoTCa 3a4aTb 06LLEMUPOBLIE CTaH-
AAPThl 3aLMThI MONB30BaTENbCKUX AAHHBIX U peLlnTeIbHO MPOTMBOMOCTAaBAAIOT Cebs
KpynHerwmnm THK-moHononnctam B Undposoii cdepe, To B CLLUA koprniopaTvBHble
npaBa CyLLeCcTBEHHO LWnpe. BHegpeHVe TenemeiuLnHbl B efnHbI pbiHOK EC-CLUA
byseT TpeboBaTb Cepbe3HblX BCTPEYUHbIX LIAroB OT KOHKYPUPYHOLLMX PerynsTopos.
HerotoBHOCTb psga cun B EC genatb Takme Lwarm 6biCTpo MOXeT 6bITb 3aMeTHa 1 Mo
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TemMnaMm BHeApeHUs aMepuKaHCKNX BakUWH - B InAepax okasanca Vspannb n noku-
Hyelas EC BennkobputaHus, Torga kak B EC-27 perynatopHble MeXaHW3Mbl OKas3a-
JINCb AN5 aMepPUKaHCKOM MPpoAyKLMM 6osiee CNoXHbIMU.

Pa3paboTka coOBpeMeHHbIX MeANKaMeHTOB BCe Yallle CBSi3aHa C reHeTUYeCcKnmU
0COBEHHOCTAMM TOro UAW UHOIO OpraHmsma u/uan sosbyanTtens 3aboseBaHus, Nno-
3BONSAOLLMX HaNTN Hanbonee 3¢pdekTMBHLIN OTBET Ha 60ne3Hb. HO MMeHHO B cuiy
BbIUNC/INTENIbHOM CTOXHOCTU MOAENMPOBAHUS XBbBIX CUCTEM HOBble MeXaH3Mbl CO3-
AAaHNS NeKapcTB BCe 60/bLLe 3aBUCAT OT CreyanbHbIX aAropuTMOB, YacTo UCMO/HSe-
MbIX C MCMO/Mb30BaHMEM CynepKoMMbioTepoB. Taknum obpas3om, ¢apmaueBTnyeckas
MPOMBILLIEHHOCTb CTAHOBUTCS, BO-MEPBbIX, BCe 6H0/iee MaTeMaTU3MPOBaHHOW, a, BO-
BTOPbIX, BCe 60/bLUE HAaNPaBeHHON Ha NHANBUAYANN3aLMIO ledeHUs 3a6oneBaHnii.
C ogHoW cTOpOHbI, dapmaLeBTMKa Bce 6onbLue cpawmBaeTca ¢ NKT-koMmnaHuamuy,
C ApYrow — B mepcrneKkTBe BO3MOXEH pe3KniA POCT KOHKYPEHLMY MeXAy HAMK 3a Me-
AnumMHyY 6yayLiero. NMepseHcTBo CLUA B NOCTpOEHNN TakUX LMPPOBbLIX KOMMaHWI faeT
[ONTOCPOYHOEe CTpaTernyeckoe nperMyLLecTBo papmMaLeBTUYeckor oTpacaun cTpa-
Hbl. He ncktoueHo, UTo B CpefHecpoYHO NepcrnekTBe MHOIMe 1ekapcTBa OT paka
N APYrnX TSXXenblX 3ab6oieBaHWIA 6y yT CO3aBaTbCsA MO KOHKPETHOro naumeHTa, 4to
noTpebyeT onpeseneHHON NepecTpoiikn busHec-Mozenelt KoMmnaHmin dbapmauesTu-
yeckom oTpacau.

®apMaLeBTrYecKas oTpac/ib — OCHOBHAA Lenb ANA KMbeprnpecTyrnHUKoB, OXOTS-
LLIMXCA 33 UHTeNNeKTyabHOM COBCTBEHHOCTLIO. B 2020 r. knbepnpecTynHOCTb HaHec-
na bapmMaueBTMYecKon oTpacan ywepb B pasmepe 18 mapg gonn.' Tak, B Tabnuue 1
NPOAEMOHCTPUPOBAHbLI UTOTM NPOBEAEHHOr0 aHan3a NPobiem 1 NyTei NX peLleHns
C MOMOLLbI LIMDPOBLIX TEXHONOMMI B r106anbHyt0 GapMoTpac/ib Ha OCHOBE OTYETOB
33 2020 r. Ton-10 kpynHenwnx ¢apmaLesTnyeckmnx THK.

Taonuua 1.

MPOBNIEMbI U PELUEHUS B ®APMALLEBTUYECKOWM U BUOTEX-MPOMBILWEHHOCTU
PROBLEMS AND SOLUTIONS IN THE PHARMACEUTICAL AND BIOTECH INDUSTRIES

MNpo6nema ConyTcTBylowme npobnemsbl PelwieHuns

Hu3kasa f4oCTynHOCTL paja
VHHOBALMOHHbIX MeANKaMeHTOB

CrapeHue HaceneHus, HejocTa-
TOYHas aBTOMaTM3aLuMs NPON3BOA-
CTBEHHbIX MA0LLAA0K

BHeapeHve undposoii aHanu-
TUKW Ha MPOU3BOACTBE, Pas-
BUTME HOBOU MPON3BOACTBEH-
HOW MHGPACTPYKTYpPbI

YsKecToueHve perympoBaHus
Ha pbIHKax CbbITa MPOAYKLMM

HegocTaTok aBTOMaTU3aLMN
[OKYMEHTO060pOTa, Mef/1IeHHbIN
YXOZ OT BYMaXxHbIX JOKYMEHTOB

Mcnonb3oBaHve LdpoBbIX
TEXHOJIOrN OTCNeXVBa-
HVA NOCTaBOK, BHeApeHe
610KYeH-TEXHONOor A

Heob6xo41MMOCTb NepcoHanmsaumm
3/paBoOOXpaHeHMst

BoBneueHve Mej1KOB 1 MNaLMeHTOB
B MpoLiecchbl BbIpaboTku npropute-
TOB OTPaC/K, OTCNeXMBaHMeE Lnd-
POBbIX aHHbIX 06 3$pPeKTUBHOCTU
npenapaTos B KaX/0M TepanesTu-
YeckoMm cnydae

TexHONOrVN OTCAEXMNBAHNSA
nocTaBok, Lndpposmsauums
perynnpoBaHus otTpacau

1 “Cyber &Insider Risk at a Glance: The Pharmaceutical Industry,” Deloitte, accessed February 15, 2021, https://www2.deloitte.com/
content/dam/Deloitte/jp/Documents/life-sciences-health-care/Is/jp-Is-cyber-insider-risk-en.pdf.
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Mpo6nema ConyTcTByloLWMe npo6aemMbl PewwieHuns
MoBblleHVe KayecTBa Hu3koe KauecTBo AxeHepu- BHespeHwe nporpamm-
nNpPoAyKLMN KOB, BO3MOXHble HeraTuB- HOro obecrieyeHVsi Mo

Hble ropUANYecKmne nocnes- KOHTPOJIIO 3a Kaye-
CTBUA, penyTauus CTBOM
CHMXeHMe CToMMoCTu PocT KOHKypeHLMn Ha M1po- BHeapeHwe TexHo-
npown3BoACTBa BbIX PbIHKaX, AncbanaHchbl Noruii Henpepbis-
B MOCTaBKax, yCUeHHas HOro NPOWN3BOACTBA,
KOHKypeHuua ana THK co 1CNONb30BaHNM
CTOPOHbI MPOV3BOAMTENEN 06/1a4HbIX TEXHO/0-
[PKeHepunKoB rni 4Na XpaHeHns

1 06paboTKM AaHHbIX,
BHezpeHue poboToTex-
HVKN Ha MPON3BOACTBE

MNcTOoUYHUK: cocTaBneHo aABTOPOM.

TaknM 06pa3om, yUnTbIBas CIOXKMBLLYHOCH BbICOKYH KOHKYpeHLuto B dapmaLies-
TUYECKOM OTPacAn Kak CpeAn KOMMaHWM, Tak U MeXAy peryastopamu, MOXHO OXW-
[aTb, UTO B 6MKalLLee BpeMs KOHKypeHTHasi bopbba CMecTUTCA B CTOPOHY LING-
POBbIX TEXHOMOMMIA. B 6yayLieM BO3MOXHA aKkTMBM3aLMA CAEOK MO MOrAOLLEeHMIo
dapmauestTnyeckummn THK pasnnuHbix NT-ctapTanos, a Takke 3ak/tYeHne HOBbIX
cornalleHuin o COTPyAHMYecTBe Mexay dapmaLeBTUYecKMMM KOMMIaHUAMN 1 KOMMa-
HVAMU, pa3pabaTbiBalOLLMMU LMPPOBLIE NPOAYKThI. KpoMe Toro, yCunuTcs NpoTuBO-
CTOSIHME MeXy eBPOMerickMM 1 aMepUKaHCKUM dbapMaLeBTUYeCKIMI PbIHKaMU, Tak
KaK uMdpoBM3aLMs OTPaC/N akTyanmnsmpyeT BOMPOCh! MCMONb30BaHWA N XpPaHeHWs
NepcoHanbHbIX AaHHbIX, NOAXOAbI K KOTOPbIM pa3nunyatoTtca B CLLUA n EC.

foHKa BaKUMH KaK acnekT APOTUBOCTOAHUA CTPaAH

Mo aaHHbIM opraHusaumn Regulatory Affairs Professional Society (RAPS) Ha Ko-
HeL, ¢eBpana 54 BakuuHbl OT BUpyca SARS CoV-2 HaxoAATCsa Ha PasfinYHbIX CTagu-
AX KINMHUYECKUX VN JOKNUHNYECKNX UCMABITaHWIA'. B HanbonbLLem Ymncae cTpaH nony-
ynna ofobpeHve BakuUnHa Pfizer-BioNTech, KOTOpPy paspeLunin K NCNONb30BaHNIO
B 61 rocygapcTse (Bkntovasa CLUA, BennkobputaHuio 1 Bce ctpaHbl EC-27). BakumHa
AstraZeneca nonyuymna ogobpeHue B 51 ctpaHe (B ToM yncie B EC-27 n Beankobpu-
TaHWKM), @ BakUMHa Moderna - B 39 cTpaHax (B ToM uuncne B CLUA, BenrkobputaHmnm
n EC-27). Poccuiickas BakumHa «CnyTHUK-V» ofgobpeHa B 30 cTpaHax.

Bo MHOrmx crpaHax pa3paboTka BakLVHbl bblla 06bsABAeHa HaLMOHabHbIM
npropuTeToMm; B paboTy Haj BakUMHaMM 6bIN/ BOBNEYEHbI He TOIbKO dapMaLeBTu-
Yeckuii CeKTOp W akagemMuyeckme Kpyru, HO 1M BOEHHas MPOMBbILLIeHHOCTb. Hanpu-
Mep, NPY y4acTum amepuKaHckoro MmnHucTepctea 060poHsbl B CLUA 6bina 3anyLeHa
nHvumaTnea Warp Speed Operation, HanpaeieHHas Ha YyCKOpeHve paspaboTku 1 nNpo-
N3BOACTBA BaKLMH2 Tak Ha3blBaemMasi FOHKa BakLMH ABNAETCA OTPaXeHWeMm reoro-
JINTNYECKOro MPOTUBOCTOAHUSA CTPaH. B TO Xe Bpems, HECMOTPSA Ha TO YTO 3anag-
Hble CTPaHbl KOHKYPUPOBan Apyr C APYroM 3a NepBeHCTBO B pa3paboTke BaKLMHBbI,

1 Jeff Craven, “COVID-19 vaccine tracker,” RAPS, accessed February 20, 2021, https://www.raps.org/news-and-articles/news-
articles/2020/3/covid-19-vaccine-tracker.

2 "Trump Administration Announces Framework and Leadership for ‘Operation Warp Speed’,” HHS, May 15, 2020, accessed
February 15, 2021, https://www.hhs.gov/about/news/2020/05/15/trump-administration-announces-framework-and-leadership-
for-operation-warp-speed.html.
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OHM OKa3annCb roToBbl K B3aMHOMY COTPYAHUYECTBY, O YeM CBUAETEeNbCTBYET TO,
UTO aMepUKaHCKUIA perynsaTop ojo6puna MexayHapoaHyro BakUMHY Pfizer-BioNTech, a
eBPONenCcKnNin N BPUTAHCKNIA perynsTop, B CBOK ovepesb, - aMepukaHckyto Moderna.
Mpwy 3TOM poccuiickne 1 KUTackme BakUMHbI He 0J06peHbl HU B OAHOW 13 CTpaH
3anaZiHOro MMpa: yunTbiBasg 3KOHOMUYECKME U ANTNIoMaTNYecK e BO3MOXHOCTH, KO-
TOpble OTKpbIBaeT pa3paboTka BakLMHBbI, ycriexu Poccun n Kutasi B 3Tolh 061acTu BOC-
npuHmMmatotca CLLA kak noTeHumManbHas yrposa’.

STUM NPOTUBOCTOAHNEM O6BACHAETCH, B YaCTHOCTW, MepPBOHAaYalibHbIA CKen-
TULUM3M 3anajHbIX CTPaH OTHOCUTENIbHO POCCUNCKON BaKUMHbI «CAYTHUK-V»: KOrga
Poccms 3aaBuna, YTO HaLUMOHabHbBIA PerynaTop o406puna BakuyMHY, 3anajHble 3KC-
nepTbl YKa3blBaAW Ha He3aBepPLUEHHOCTb 3-i1 $pasbl KNINMHNYECKUX UCMbITaHNIA?, B cBOtO
ouepesb, B poccuinckmx CMU Benacb MHGOpPMaLMOHHAsA KaMnaHMs NPOTUB 3anagHbIX
BakLMH, HanpaB/eHHas B NepByto oyepelb Ha ayAUTOPUIO CTPaH Jl1aTUHCKON AMe-
prKn 1 BoctouHow EBponbl. B pamkax kamnaHum, kak otMedaeT The New York Times,
poccurickre MeAna yKasblBaau Ha HefoCTaTkm BakUWH Pfizer u Moderna®. Kpome Toro,
nepBOHa4YasbHO aHaNorMyHasa KamnaHusa Benacb U NPoTUB BakLUMHbI AstraZeneca, of-
HaKO noc/e Toro, kak AstraZeneca 3aknrounna cornalleHve o coTpysgHu4yecTse ¢ Ha-
LMNOHANIbHBIM UCCNe0BaTeNbCKMM LIEHTPOM 3MUAEMUOAOTUN N MUKPOBMONOrnn
nMm. H.®. FTamanewn, pazpaboTaBLUNM POCCUINCKYIO BakumHY «CryTHUK-V», poccuiickme
rocyfapcreeHHble CMW, HanpoTuB, Havanu NucaTb O NpenapaTe AstraZeneca B No3u-
TVIBHOM KJTHO4e.

B ycnosusax naHazeMun ctasa 3aMeTHa HeroTOBHOCTb MHOTMMX CTPaH K Koorepa-
LK, B TOM Yncne B chepe paspaboTkn 1 pacrnpeseneHns Mexay HaceneHem BakLmH
npoTuB Bupyca SARS CoV-2. BC€ yallle oTMeyaeTcs Takoe siBfeHne, Kak «BakLUHHbIN
HauMOHaNM3M», NPy KOTOPOM CTPaHbl B OAHOCTOPOHHEM NMOpsjKe BeayT 1ccieoBa-
HKA Mo pa3paboTke BakKLMH, MbITasChb «MepemMaHnTb» K cebe nccnegoBaTenein ns gpy-
rMX rocyAapcTB U B paMkaxX MHPOPMALIMOHHbBIX KaMMaHWA yKa3blBatOT Ha Mpenmy-
LecTBa COBCTBEHHOW BakuuHbI® Tak, ewie B Mae 2020 r., korga paspaboTtka Baku/H
HaxoAunacb Ha HayasbHOM 3Tane, rnasa ¢paHuy3cko dapmauesTnyeckon THK
Sanofi BbI3Ban KPUTUKY B CBOM agpec, 3asBuB, 4To CLLA 6yayT MeTb NPUOPUTETHbIN
[0CTyn K BaKUMHe, pa3paboTaHHOM B KOMMNAHWW, — BCKOPE Moc/ie 3Toro B opuLimanb-
HOM 3asBaeHUN Sanofi coobLNG, YTO HU Y OAHOWN 13 CTPaH He byAeT NPUOpPUTETHO-
ro focTtyna K paspabatbiBaeMol BakuuHe. Kak oTMeyatoT yyeHble, «6opbba Mexay
CTpaHaMu 3a orpaHuYeHHble NOCTaBky BakuyHbl oT COVID-19 npuenekna BHUMaHWe
K aBHO CyLLeCTBYIOLLIEMY HEPABEHCTBY B 3/ipaBOOXPAHEHN»>.

Mo MHeHUIO nccnegoBaTenel, BaKUMHHbIA HaLMOHaAN3M BrepBble BO3HUK He
B CBA3M C NaHgeMuein COVID-19: nogobHoe siBneHne Habaoganock 1 B 2009 r. Bo Bpe-
MsA pacnpocTpaHeHus Bupyca H1N16. OnbiT naHaemumn H1N1 nokaseiBaeT, uTo 6onee

Daoudi 2020.

2 Stepan Kravchenko, llya Arkhipov, and Yulia Fedorinova, “How Russia Shortened the Covid Vaccine Race to Declare Victory,”
Bloomberg, October 2, 2020, accessed February 15, 2021, https://www.bloomberg.com/news/features/2020-10-01/russia-covid-
19-vaccine-sputnik-v-has-scientist-doubters-in-the-west.

3 Sheera Frenkel, Maria Abi-Habib, and Julian E. Barnes, “Russian Campign Promotes Homegrown Vaccine and Undercuts Rivals,”
The New York Times, February 5, 2021, accessed February 15, 2021, https://www.nytimes.com/2021/02/05/technology/russia-
covid-vaccine-disinformation.html.

4 Santos Rutschman 2020.

5 lbid.

6 Hafner et al. 2020.
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6oratble CTpaHbl CTPEMATCS MepBbIMU MOAYUNTb AOCTYN K BaKLMHAM, 3aK/ito4as caen-
K HernocpeacTBeHHO ¢ papmaLieBTUYeCKUMM KoMnaHnaMin'. CornacHo mMogenu, no-
CcTpoeHHon aHanutukamu RAND Corporation, nogobHoe HepaBeHCTBO B pacrnpesene-
HVM MNOCTaBOK BakKLMH VMeeT HeraTUBHbIEe NOCNeACTBUSA ANA TN06aIbHON SKOHOMUKN.
Mo noacyeTam nccnegosaTtenen, B ciyyae ecsiv CTpaHbl, paspabaTbiBatoLLie BakLNHY
(CLUA, Poccus, EC, BenunkobputanHus, Kntai u VIHANS), BakKLMHNPYOT 60bLUYHO YacTb
CBOEro HaceneHws, notepu Ans Mmposoro BBl cokpaTtatcd Ha 2,4 M. n. B rof, 04HaKo
OTCYTCTBME JOCTYMNa K BakLUMHaM AJI OCTa/IbHOTO My1pa BCE Xe NMPUBEAET K MoTepsm
4na rnobanbHoro BBl B pasmepe 0ko0 1,2 TPAH JONA. eXerogHo?.

Mo pgaHHbIM rpynnbl HKO People’s Vaccine Alliance, B pekabpe 2020 r. 53% Bcex
£,03 BakKLMH 6bIN1 3aKyrnieHbl 6oratbIMmy CTPaHaMu, B KOTOPLIX NpoxmBaeT Bcero 14%
MUPOBOro HaceneHns®. CornacHo nccnefoBaHMo, nposegeHHoMy Duke Global Health
Innovation Center, Kk cepeanHe ¢eBpansd 2021 r. CTPaHbl C BbICOKVMM YPOBHEM [0OXO-
[0B HacenleHVs 3ape3epBunpoBann A5 cebsa 4,6 MApA 403 BakLH, CTPaHbI C YypOBHEM
[OXOZ0B Bbllle cpeAHero - 1,2 MApA f03, CTPaHbl CO CPefHUM YPOBHEM JOXOA0B -
599 MJIH A03, @ CTPaHbI C HU3KMM YPOBHEM AOX0A08B - 670 MAH%,

YTo6bl 0becrneunTb HaceneHUo 6onee 6eAHbIX CTpPaH JOCTYMN K BakuMHaM OT
Bypyca SARS CoV-2, BcemupHasa opraHusauusa 3apasooxpaHeHusa (BO3) coBmecTHO
c FnobanbHbIM anbsaHCOM MO BakLMHAM 1 MMyHM3auum (FTABWN) n Koannumen no vH-
HoBaLMAM B 061aCTV FOTOBHOCTY K 3NUAEMUSM co3gana naatdopmy pacrpeseneHms
BakLMH Covax, B paMKax KOTOpOM byayT NoALep>KMBATLCA UCCNeA0BaHNUS 1 pa3paboT-
K BaKLWH, UX MPON3BOACTBO, a Takxe byAyT BeCTVCb NMeperoBopbl O LieHe U 3aKyn-
Kax BakuuH®. Mpeanonaraercs, 4To K KoHUy 2021 r. B pacnopskeHun nnatopmbl
byzaeT 2 MAPA A03 BaKUMH AN pacrpeaeneHns cpeamn Ntogein N3 rpynm pucka n Meam-
LUMHCKMX pabOoTHUKOB, Cneumnannnpyrowmxcsa Ha 6opbbe ¢ COVID-19. MNocTaBkm Bak-
LUM1H B paMKax nporpammbl B Hanbosiee 6efHble CTPaHbl HAa4annUCb B KOHLe deBpans
2021 r. K cepegumHe dpespand 2021 r. ana nnatdopmel Covax 66110 3ape3epBpPOBaHO
1,1 MApA 403 BakUMH NMpoTmB BMpyca SARS CoV-2°,

MoABOAA UTOM, MOXHO OTMETUTb, YTO FrOHKa BakLMH, pasBepHyBLUIaAca Ha $poHe
60pbbbl ¢ NaHgemuen COVID-19, ctana elle oAHUM MPOSIBAEHMEM MOAUTU3ALMN
KOHKypeHLUu1/ B ¢papmaLeBTnyeckor oTpacin. O4HaKko 34ecb NPOTUBOCTOAHME Ha-
6atofaeTca Mexay 3anagHeiMu cTpaHamu (B avue CLUA n EC), Poccreld n Kutaem.
NHpopmauoHHbIe KaMMaHWM NPOTUB TeX UAK UHbIX BakKLMH, KOTOPble NHULMKPO-
Ba/NCb KaK OZHOM, TaK N APYro CTOPOHOW, CTajin CBUAETENbCTBOM HErOTOBHOCTU
CTPaH K COTPYAHNYECTBY, KOTOPas, B CBOIO o4epe/b, 1 NMpuBesa K BO3H/NKHOBEHWIO
AMCbanaHCcoB B pacrnpegeneHunm BakLMH Mexay XUTenamm cTpaH ¢ HU3KUM YPOBHEM
JlOX0L,0B HaceneHus.

Fidler 2020.

Hafner et al. 2020.

3 “Campaigners warn that 9 out of 10 people in poor countries are set to miss out on COVID-19 vaccine next year,” Oxfam,
December 9, 2020, accessed February 15, 2020, https://www.oxfam.org/en/press-releases/campaigners-warn-9-out-10-people-
poor-countries-are-set-miss-out-covid-19-vaccine.

4 "Launch & Scale Spedometer,” Duke Global Health Innovation Center, accessed February 20, 2021, https://launchandscalefaster.
org/COVID-19.

5 Seth Berkeley, “COVAX Explained,” Gavi, September 3, 2020, accessed February 15, 2021, https://www.gavi.org/vaccineswork/
covax-explained.

6 “Launch & Scale Spedometer,” Duke Global Health Innovation Center, accessed February 20, 2021, https://launchandscalefaster.

org/COVID-19.
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Bszanmopeiictemne THK u perynstopos B ycnosusx COVID-19

MaHaemns COVID-19 B HeKOTOPOU CTeneHn ynpocTuia B3anMogencreme papma-
ueBTUYecknx THK 1 rocyfapcTBeHHbIX peryiaTopoB. B ycnoBuax naHAeMun peryns-
TOPbI MPOSIBUIN BbICOKYH TMOKOCTb Kak B 061aCTU CHUXEHWUST Yrpo3bl pacnpocTpa-
HeHnst camoro COVID-19, Tak 1 B obnactn obecrieyeHns HenpepbIBHOCTY rnpoLiecca
0A06peHNs NeKapCcTBEHHbIX NPenapaToB, He CBA3AHHbIX C KOPOHABUPYCOM. Paj Ho-
BbIX Mep MO3BO/IN PeryanpyroLyM opraHaM nepeopreHTUpPOBaTb CBOK PaboTy
N NepepacrnpesennTb BHyTPEHHME pecypcbl, OAHAKO KapAnHanbHble peLleHus, npu-
HATbIE B YCI0BUAX NaHAEMUN, AOMKHbI BHEAPATHCHA TONBKO B CXOXMX Upe3BblHanHbIX
CUTYauusx, MOCKOMbKY B JOATOCPOYHOW MepcnekTBe OHW MOTYT OKa3aTbCsH HeYyCTOon-
ymBbIMA'.

B T0 xe Bpems LndppoBM3aLMa NPOLLECCOB CTana akTyanbHa He TobKO AN dap-
MaLLeBTUYeCKNX KOMMaHWM, HO 1 ASIA CaMuX PerynsaTopoB. PeryavpytoLiye opraHbl
MHOTIUX CTPaH BO BPeMs MaHAeMUU paspeLlnivn KOMMNaHuaM, K Npumepy, ocyLecT-
BNSATb AUCTAHUMNOHHBIA MOHUTOPUHI 33 COCTOSIHMEM MaLMeHTOB BO Bpems Mnpose-
AEHUNS KNMHWYECKMX UCMbITaHU - 3TO HOBOBBeZAEeHMe NCM0Ab30Banock, Hanpumep,
NPy NOCTPErncTPaLMOHHBIX NCMLITAHUAX POCCUIACKON BaKLMHbI «CRyTHUK-V», Koraa
BaKLMHMPOBAHHbIE BO/IOHTEPbLI COO6LLIANAN O NOH6OUHBIX 3ddeKTax 1 CBOeM CaMouyB-
CTBUW Yepe3 MobuIbHOe NpuaoxeHne?. bonee LWMPOKOe BHegpeHVe TeneMeAnLHbI
B Aa/ibHeNLIEeM MOXET OTKPbITb BO3MOXHOCTW /1A MacLLUTabHOro pepopmMrnpoBaHma
CUCTeMBbI KIMHUYECKNX UCMBbITaHWIA, B pe3y/ibTaTe KOTOPOro B LIMGPOBOM pexnm byayTt
nepesejeHbl Takne chepbl, KaKk CKPUHWHI MauneHToB, noayvyeHre nHGoOpMMpoBaH-
HOro cornacus, nocelleHre naumeHTom Bpayein. CHATUE peryaTopHbIX 6apbepos
B 3TUX Chepax yxe Hayanocb: MexayHapoHbI COBET MO rapMOHM3aLNN TeXHWYe-
CKMX TpeboBaHM K papmaLieBTNUeCKMM npenapatam 415 NpUMeHeHNst Yesl0BEKOM
(International Council for Harmonisation of Technical Requirements for Pharmaceuticals
for Human Use, ICH) y>xe nepecmaTpuvBaeT CTaHAAPTbl B 061aCTV KIMHWYECKOW npak-
TUKW3,

Elwe oaHa chepa paboTbl perynsatopos, cTaBllasg 06bekToM LMdpoBM3aLnm BO
BpemMsa naHgemuuy COVID-19, - 370 npoBegeHMe AUCTAHLIMOHHBIX PeryaTOpHbIX NH-
cneKkunii, Mpy KOTOPbIX NpeAcTaBUTeN PeryiaToOpoB MHCMEKTUPYHOT MPOM3BOACTBO
dapmaLeBTMHeCKOM Npoaykumn. o MHeHWo npejcTaBuTene EBponerickoin dese-
paunn dapmayeBTYeCKON NPOMbILLIEHHOCTU 1 accounaunii (European Federation of
Pharmaceutical Industries and Associations, EFPIA), ANCTaHLUMOHHbIE MHCNEKLMN NPO-
AeMOHCTpupoBany 3¢$eKTUBHOCTL U MOTYT MCMOJIb30BaTbCs N B AaNbHelweM. Kak
OTMeuyatoT B OpraHm3aumm, MHCNeKLUMM Ha MecTax MOryT OKa3aTbCs HEHY>KHbIMU WN
Xe 6yayT TpeboBaTbCA TONLKO B UCK/THOUUTENbHBIX Cly4Yasax®.

Kpome TOro, naHazemMus MnoBsbICWAa CMPOC Ha AODOPOBO/bHLINA OTKPbITHIA 06-
MeH JaHHbIMU GapMMPON3BOAUTENEN N PEryATOPOB B LIeNSX YCKOPeHMs 60pb6bl

N

Stewart 2020.

2 Lly6uHa, 4. NMobouHble adpdpekTbl CnyTHUKA V BYAyT MOHUTOPUTL Yepe3 MobuabHoe npunoxeHune // Vademecum. 9 ceHTS6pS
2020. [2nekTpoHHbI pecypcl. URL: https://vademec.ru/news/2020/09/09/pobochnye-effekty-sputnika-v-budut-monitorit-
cherez-mobilnoe-prilozhenie/ (aata obpatyeHns: 15.02.2021).

3 Stewart 2020.

4 Milmo 2020.
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c COVID-19. YunTbiBas BbICOKYH KOHKYPEHLMIO B bapMaLeBTUYeCcKoi oTpacan Mano-
BEPOSATHO, UTO U NOC/Ie 3aBepLUeHNs NaHAEMUN MPOLOIKNUTCA NPOLLECC aKTUBHOIO
obMeHa JaHHbIMUK, OAHAKO 061aYHble TEXHOIOMMY COBMECTHOrO XpaHeHus 1 obme-
Ha AaHHbIMK MOTYT MCMOMBb30BaTbCA A5 OTObpaxeHUs akTyalbHOW MHbOpMaLUn
O pPerynsaTopHbix peweHnax’. He NpuxoanTca oXngaTe 3HaUYNTENbHbIX U3MEHEHUI
B CpeAHe- U AOJITOCPOYHOM MJIAHMPOBAHUN B KPYMHEMLINX TPaHCHALMOHAaNbHbIX
bapmaLeBTNYeCKNX KOMMaHWAX: MPUOPUTETOM, BEPOSTHEE BCEro, Tak 1 OCTaHeTCs
pa3paboTka 1 peanmsauma npenapaTos NPOTUB OHKOJIOTMYECKUX, a TakxXe pesKmx
(opdaHHbIX) 3a601eBaHUA. VIMEHHO Ha HUX MPUXOANTCA OCHOBHANA BbIpy4YKa KoMa-
HWIA OTpac/n, U UX JUHAMUYHOE pa3BuUTVe NoAfepXMBaeT MHHOBALMOHHYO aKTUB-
HOCTb. o ntoram 2019 r. 13 6onee Yem 2500 akTVBHbIX NpenapaToB B pa3paboTke
Nk okono 20% 6binn CBA3aHbI C BUPYCHbIMU 3abosieBaHuaMn. C TOUKN 3peHuns
6r3Heca, maHgemMun 1 nx cneumdrka Tak M OCTaHYTCH TPYAHOMPOTrHO3UPYEMb,
TOrfa Kak pocT Cnpoca Ha npenapatbl CO CTOPOHbI OHKONOTNYECKUX U CePAEeYHO-
COCYANCTbIX 3aboneBaHNM cTtabuieH 1 obecneymBaeT JONTOCPOUHYH GUHAHCOBYHO
YCTOMYMBOCTb KOPROpaLnii.

* % *

MaHaemMuns NprBena He CTONbKO K MaclLTabHOoM TpaHcdopMaLIMm OTpacau, CKOsb-
KO K MOSABAEHWIO AOMOMHUTENbHbLIX MPUOPUTETOB B paboTe dapmaueBTUYeCcKnX
KOMMNaHWin. Bo-nepBbix, 3TO NoBbILLEHNe KOHKypeHUunn B chepe noctasLymkos APC,
B MepByt0 oyepefb CBA3aHHOE CO CTPeMJIeHMEM CHU3UTb 3aBUCUMOCTb OT KuTas.
CornacHo goknagy KomuTteta EBponenckoro napnamMeHTa Mo OKpyXatollen cpefe,
06LLLeCTBEHHOMY 3paBOOXPaHEHNIO 1 6€30MacHOCT MPOAYKTOB NUTaHUS, AePuumnT
dapmauesTmyeckol npoaykumm B EC Beipoc B 20 pa3 ¢ 2000 no 2018 r., B 12 pa3 -
€ 2008 r. OgHaKo BO3BpAT NMPOU3BOACTB MOJIHOMO LMKNa Ha Tepputoputo EC ocTaet-
€A CMOPHbIM, TaK Kak peHTabenbHOCTb NPOoM3BoACTBa B EC NO MHOMMM BaXHEALLINM
NpoAyKTaM OrpaHuMyeHa, peopraHmsaumsa AomkHa 6biTb NogjepXaHa NpOoMblILLIeH-
HOV NOANTVKON, HanNpuMep, CybcnanpoBaHMemM, YTobbl KOMAEHCUPOBATL U3LePXKKM
THK. B HoBoW cTpaTterum no ¢apmavieBTnyeckoin otpacau EC (koHew 2020) Hanpsamyro
0 BO3BPALLEHN MPOM3BOACTB He FTOBOPUTCS, aKLEHT CAeNaH Ha MOBbILLEHWIN YCTOM-
UMBOCTU Liernoyek nocTaBoK.

Bo-BTOPbLIX, MPOUCXOAAT PErynsATOPHbIE N3MEHEHWSA, HanpaBAeHHble KaK Ha Mo-
BblLLEHME KOHKYPEeHLMN B OTPACAN, TaK 1 CMOCOBCTBYHOLLME COKPALLEHNIO CPOKOB Bbl-
BOJA Ha PbIHOK HOBeNLLMX NpenapaTos (fast track). laHHas TeHAeHLMS y>Ke NposiBuAa
ce6s B CLUA 3a nocnegHue naTe neT (MOC1e MHOrOUMUCIEHHbIX Xanob KpynHenLwmnx
THK Ha ¢urHaHCOBble PUCKK, CBS3aHHbIE C MAacCOBbIM MCTEeYEeHeM CPOKOB MaTeHTOB
Ha Hanbonee NpUbbINbHbIE MearKaMeHTbl B 2010-x).

B-TpeTbux, Habntogaetcs BCNaeck MHHOBALMOHHOW akKTUMBHOCTW B OTPacan Mo
PS4y Hay4YHbIX HanpasaeHWii, B MepByto ovepesb, B chpepe co34aHns BaKLMH Ha OCHO-
Be PHK v AHK n T. H. cybbeanHnyHbIX BakyuH. B 6byayuiem gaHHble ncciesoBaHNS
CMOCO6HbI MPUBECTN K PacnpoCTPaHeHU0 HOBbIX MeXaHW3MOB CO34aHUA BaKLMH
N yxofa TPaANLIMOHHBIX (BCe eLle JOMUHUPYHOLWMX B MUPE) XXUBbIX BaKLWH B Npo-

1 Robertson et al. 2020.



MEXJAYHAPOJTHAA AHAJTUTUKA 11 (4): 2020

woe. lMosBneHve BakLMH OT HOBOTO KOPOHAaBMPYCa U UMMYHHbIX MacrnopToB CTaBAT
HOBble 3TYeCKMe BOMPOChI, CBA3aHHbIE B TOM YuCae C NpaBaMu YejoBeka U cBobo-
40V nepemMelLeHNs. laHHble perynaTopHble acnekTbl CMOCOOHbI CTaTh eLle OAHUM U3-
MepeHMneM TEXHOIOrMYEeCKOoro npoTneocTosaHMA Kak CLUA ¢ Kutaewm, Tak 1 LWWMPOKOro
Kpyra 3anHTepecoBaHHbIX CTPaH.

3a nocnesHue ABa AeCATUNETUS ApaiBEpPOM POCTa OTPaC/IY bblsl CerMeHT broTex-
npenapaTtoB (K HMM MOXHO OTHeCTV 1 pa3paboTky OMMCaHHbIX Bbille MepcnekTnB-
HbIX BaKLMH). MOLLHaa KOHKYpPeHLMs, 0CO6eHHO B chepe Hayku, CI0XKUAacb MMEHHO
B CEerMeHTe 61O0TeX-KOMMaHNM, MHOTME N3 KOTOPbIX TPAANLIMOHHO MPUB/EKarT Cpe-
CTBa Yepes BeHUypHble MexaHu3Mbl 1 6upxxy NASDAQ. MNpeacTaBnsieTcs, B-4eTBepPThIX,
YTO 3TOT MpOLeCC TONIbKO YCUANTCA B bKalilLve rofbl, B MepByto oyvepeib 13-3a
136bITKa ONTVMM3Ma NHBECTOPOB OTHOCUTE/IbHO NOTeHUMana JaHHOro HanpaBaeHus
1 BbICOKOW NHBECTULMOHHOW akTVUBHOCTM B 3TON chepe. Takm o0bpa3om, bBMoTexHo-
niornn 6yayT nosyyvaTb BCe 60/bLUYIO MNOAAEPXKKY KaK CO CTOPOHbI MHBECTULIMOHHbIX
KOMMaHWI, Tak 1 C MOMOLLbIO AOMOIHUTENIbHBIX PEeryaaTOPHbBIX MexaHM3MOoB. Hako-
Hel, eLle OAHWM NPUOPUTETOM OTPACIN CTAHOBUTCA JafibHelwas Lunpposm3aLns
NPOMN3BOACTBEHHbIX MOLLHOCTEN, BKIHOYAs HOBbIE CTUMY/Ibl K HEMPepbIBHOMY MNpPOou3-
BOACTBY (continuous manufacturing) MeANKaMeHTOB.

MpaBUTeNbCTBa N rOCyAapCTBEHHbIE perynaTopbl 6yAyT akTUBHO y4acTBOBaTb
B npoLjecce BOCCTaHOBNEHNS ¢papMaLleBTUYECKO oTpacan nocne kpmsnuca. B CLUA
NpYMepoM TaKoro y4acTtus seagetca nporpamma Coronavirus Treatment Acceleration
Program (CTAP), yupexgaeHHas FDA. Llenb nporpaMmmbl - nojjepxka KOMMaHWi
N yYeHbIX, XeNarLWmnX NpoBecTy UCMbITaHNSA CPeACTB ANA 60pbObl C KOPOHABUPYCOM,
a TaKxe cojericTBMe B CKOpenLle perncTpaumy HOBbIX 1eKapCTBEHHbIX CPeACTB.
FocyAapCcTBEeHHbIN KOHTPO/b 3a ¢papmaleBTUYecKMM npenapaTtamMy MOXeT Mnpo-
ABNATBCA HE TOJIbKO B OKa3aHWUW NOAAEPXKN MPOU3BOANTENAM, HO U B 6oJsiee npu-
CTalbHOM BHUMAaHMNW K BaXXHbIM J1IeKapCTBEHHbIM rNpenapaTtam. Tak, perynsatopsl Mo-
ryT NOBbICUTL TPE6OBaHWA K MVHUMAaJIbHbIM 3aracaM TeX UK NHbIX TeKapCTBEHHbIX
CPeacTB U NPUMeHATL boJiee XecTkMe CaHKLMK K NOCTaBLLmMKam B ciiyvae nux gedum-
umnTa. PerynmpyroLime opraHbl MOTYT TakXKe HauaTb TpeboBaTb OT KOMMAaHWIA AnBep-
cndumKaumm nocTaBLUNKOB akTUBHbBIX KOMMOHEHTOB, a Takxe 6o/siee BHUMaTeNbHO
OTHOCUTBLCA K KauecTBY XN3HEHHO BaXHbIX npenapaTos. B Poccun, Hanpumep, Mo-
XeT MOSBUTBLCA peecTp TPeboBaHNI K KaUeCTBY JIeKapCTBEHHbIX CPeACTB. YUnTbIBas
rnobanbHyo LMPpoByto TpaHChoOpMaLMIO papMaLleBTUUYeCKO NPOMbILLIEHHOCTY,
MOXHO OXWNAAaTb CMArYeHNsa 6apbepoB B chepe perncTpaymnm nekapcTBeHHbIX npe-
napaTos, B ToM umncie n B EASC. Tak, ecan papmaneBTyeckoe Npon3BOACTBO OCy-
LLeCcTBASeTCA CTabuabHO 1 6e3 KakKnx-11Mbo OTKIOHEHW B KOHTPO/IbHbBIX TOUKax, OT
CUHTEe3a NepBUYHbIX CyBCTaHLUMIA 40 CO34aHUA rOTOBOrO NPOAYKTa, TO MPOU3BOAN-
TeNn 1 PerynaTopbl MOryT CKOPO OTKa3aTbCs OT KOHTPOAA MPOMEXYTOUHbIX MPOAYK-
TOB, YTO NO3BOAUT Hoee paunMoHanbLHO pacnpesensdTb pecypcbl Kak Npon3BoaunTe-
Ne, Tak N perynaTopos.

—_—
[OF}
(O8]

naLeL) aandogg()



skesso YISy ‘ e

JOURNAL OF INTERNATIONAL ANALYTICS 11 (4): 2020

CMUCOK JINTEPATYPbI / REFERENCES

bepesHol, A.B. TpaHCHaLMOHaNbHbIN 6U3HeC B 3Mo-
Xy rnobanbHoi Ldpposoli pesontouunm // Muposas
3KOHOMUKA 1 MeX/JyHapojHble OTHoLleHus. - 2018. -
T. 62 (9). - C. 5-17. [Bereznoi, Aleksei V. “Transnational
Business in the Era of the Global Digital Revolution.”
[Transnatsional'nyi biznes v epokhu global'noi tsifrovoi
revolyutsii] World Economy and International Relations 62,
no.9 (2018): 5-17] [In Russian].

Eecmpamos, A.B. OCHOBHble TeHAeHLM 1 nep-
CNeKTUBbI Pa3BUTUA GapMaLeBTUHECKOro pbiHKa
B Poccuiickoli ®egepaumnn. - Bonrorpag: ®epepans-
Hoe rocyapcTBeHHoe blogkeTHoe obpasoBaTesibHoe
yupexeHwue BbicLLEro obpasoBaHus Bonrorpaackuii
rocyAapCTBeHHbI TEXHUYeCKNn yHmBepcuTeT, 2018. -
192 c. [Evstratov, Aleksandr. V. The Main Trends and
Prospects for the Development of the Pharmaceutical
Market in the Russian Federation. [Osnovnye tendentsii
i perspektivy razvitiya farmatsevticheskogo rynka v
Rossiiskoi Federatsii]. Volgograd: Volgograd State
Technical University, 2018] [In Russian].

KysHeyos, A.B. Lindposursaums kak norvka rnobanb-
HbIX Kopropauuii // dunocodpus xossicraa. - 2020. -
Ne. 5. - C. 124-139. [Kuznetsov, Aleksei V. “Digitalization
as the Logic of Global Corporations.” [Tsifrovizatsiya kak
logika global'nykh korporatsii] Philosophy of Economy,
no. 5 (2020): 124-139] [In Russian].

HexcHukoea, E.B.,, Makcumyyk, M.B. ®apmaLies-
TV4eckas oTpacib B PO: Mpobaembl 1 mepcnekTVBb
pa3BuTUA // BeCcTHUK POCCUIACKOTO yHMBEPCUTETa
ApYyX6bl HapogoB. Cepusi: SkoHoMUMKa. - 2019. - T. 27 (1). -
C. 102-112. [Nezhnikova, Ekaterina V., and Maksim
V. Maksimchuk. “Pharmaceutical Industry in the Russian
Federation: Problems and Prospects for Development.”
[Farmatsevticheskaya otrasl' v RF: problemy i perspektivy
razvitiya] Bulletin of the Peoples’ Friendship University of Russia.
Series: Economics 27, no. 1 (2019): 102-112] [In Russian].

Bishop, Matthew Louis, and Anthony Payne.
“Steering towards Reglobalization: Can a Reformed G20
Rise to the Occasion?” Globalizations 18, no. 1 (2021).
doi:10.1080/14747731.2020.1779964.

Boylan, Brandon M., Jerry McBeath, and Bo Wang.
“US-China Relations: Nationalism, the Trade War, and
COVID-19." Fudan Journal of the Humanities and Social
Sciences 14, no. 1 (2021). doi:10.1007/s40647-020-00302-6.

Chatterjee, Patralekha. “Indian pharma threatened by
COVID-19 shutdowns in China.” The Lancet 395, no. 10225
(2020): 675. doi: 10.1016/S0140-6736(20)30459-1

Daoudi, Salma. Vaccine Nationalism in the Context of

COVID-19: An Obstacle to the Containment of the Pandemic.

Policy Center for the New South, 2020.

Dierks, Alexander, Kuklinski, Christian Paul Jian
Wei, and Roger Moser. “How Institutional Change
Reconfigures Successful Value Chains: The Case of
Western Pharma Corporations in China.” Thunderbird
International Business Review 55, no. 2 (2013): 153-171.
https://doi.org/10.1002/tie.21533.

Drezner, Daniel W. “The Song Remains the Same:
International Relations After COVID-19.” International
Organization 74, no. S1 (December 19, 2020): E18-E35.
https://doi.org/10.1017/S0020818320000351.

Fidler, David P. “Vaccine Nationalism's Politics.”
Science 369, no. 6505 (2020): 749. https://doi.
org/10.1126/science.abe2275.

Hafner, Marco, Yerushalmi, Erez, Fays, Clement,
Dufresne, Eliane, and Christian Van Stolk. Christian.
COVID-19 and the Cost of Vaccine Nationalism. RAND
Corporation, 2020.

Kennedy, Andrew B., and DarrenJ. Lim. “The
Innovation Imperative: Technology and US-China Rivalry
in the Twenty-First Century.” International Affairs 94,
no. 3 (2018). doi:10.1093/ia/iiy044.

Klinge, Tobias J., Fernandez, Roberto, and Aalbers,
Manuel B. “The Financialization of Big Pharma.” Revista
Internacional de Sociologia 78, no. 4 (2020): 1-15.
https://doi.org/10.3989/ris.2020.78.4.m20.006

LaMattina, John L. Devalued and distrusted: can the
pharmaceutical industry restore its broken image? John
Wiley & Sons, 2012.

Lazonick, William. et al. Financialization of the US
Pharmaceutical Industry. Institute for New Economic
Thinking, 2019.

Lindsley, Craig W. “New 2017 Data and Statistics for
Pharmaceutical Products.” ACS Chemical Neuroscience
9, no. 7 (2018): 1518-1519. https://doi.org/10.1021/
acschemneuro.8b00320.

Lipscy, Phillip Y. “COVID-19 and the Politics of
Crisis.” International Organization 74, no. S1 (December
12, 2020): E98-E127. https://doi.org/10.1017/
$0020818320000375.

McNamara, Kathleen R., and Abraham L. Newman.
“The Big Reveal: COVID-19 and Globalization's Great
Transformations.” International Organization 74, no. S1
(December 14, 2020): E59-E77. https://doi.org/10.1017/
$0020818320000387.

Miller, Seumas, and Marcus Smith. “Ethics, Public
Health and Technology Responses to COVID-19.”
Bioethics, February 17, 2021. https://doi.org/10.1111/
bioe.12856.

Milmo, Sean. “Inspecting GMP at a Distance.”
Pharmaceutical Technology 44, no. 12 (2020): 6-8.

Pan, Guangyi, and Alexander Korolev. “The Struggle
for Certainty: Ontological Security, the Rise of Nationalism,
and Australia-China Tensions after COVID-19." Journal of
Chinese Political Science 26, no. 1 (March 5, 2021): 115-38.
https://doi.org/10.1007/s11366-020-09710-7.

Pevehouse, Jon C.W. “The COVID-19 Pandemic,
International Cooperation, and Populism.” International
Organization 74, no. S1 (December 11, 2020): E191-212.
https://doi.org/10.1017/5S0020818320000399.

Richman, Barack, Will Mitchell, Elena Vidal, and
Kevin Schulman. “Pharmaceutical M&A Activity:

Effects on Prices, Innovation, and Competition.” Loyola
Univercity Chicago Law Journal 48 (2017): 787-819.

Robertson, Andrew S., Hilary Malone, Fabio
Bisordi, Helen Fitton, Carlos Garner, Stacy Holdsworth,
Peter Honig, et al. “Cloud-Based Data Systems in Drug
Regulation: An Industry Perspective.” Nature Reviews
Drug Discovery 19, no. 6 (June 11, 2020): 365-366. https://
doi.org/10.1038/d41573-019-00193-7.

Santos Rutschman, Ana. “The Reemergence of
Vaccine Nationalism.” SSRN Electronic Journal, 2020.
https://doi.org/10.2139/ssrn.3642858.

Stewart, Jerry, Peter Honig, Lina Aljuburi, Deborah
Autor, Susan Berger, Patrick Brady, Helen Fitton, et al.
“COVID-19: A Catalyst to Accelerate Global Regulatory
Transformation.” Clinical Pharmacology & Therapeutics,
September 29, 2020. https://doi.org/10.1002/cpt.2046.

Torreele, Els. “Business-as-Usual Will Not Deliver the
COVID-19 Vaccines We Need.” Development 63, no. 2-4
(December 9, 2020): 191-199. https://doi.org/10.1057/
s41301-020-00261-1.

Tulum, Oner, and Lazonick, William. “Financialized
Corporations in a National Innovation System: the US
Pharmaceutical Industry.” International Journal of Political
Economy 47, no. 3-4 (2018): 281-316. https://doi.org/10.
1080/08911916.2018.1549842

Vogler, Sabine, ed. Medicine Price Surveys, Analyses
and Comparisons: Evidence and Methodology Guidance.
Academic Press, 2018.

Woods, Eric Taylor, Robert Schertzer, Liah
Greenfeld, Chris Hughes, and Cynthia Miller-Idriss.
“COVID-19, Nationalism, and the Politics of Crisis:

A Scholarly Exchange.” Nations and Nationalism 26, no. 4
(2020). doi:10.1111/nana.12644.

Yaya, Sanni, Sanni Yaya, Akaninyene Otu,
Akaninyene Otu, and Ronald Labonté. “Globalisation in
the Time of COVID-19: Repositioning Africa to Meet the
Immediate and Remote Challenges.” Globalization and
Health 16, no. 1 (2020). doi:10.1186/512992-020-00581-4.



MEXJAYHAPOJTHAA AHAJTUTUKA 11 (4): 2020

CsepeHus 06 aBTope

3ayp Aa3osuy Mamedespos,
3aBe/lyoLLNi CEKTOPOM 3KOHOMMUKM HayKu 1 MIHHOBaLW, K.3.H.,
HauroHanbHbIn nccneaoBaTeNIbCKUA MHCTUTYT MUPOBOM 3KOHOMMKN U MeXAYHapOAHbIX
OTHOLLeHWI nmeHn E.M. MNpumakosa PAH
Poccniickaa ®egepaums, 117997, Mocksa, MpodcorosHas yi., 23.
ORCID: 0000-0002-4336-1020
e-mail: mamedyarov@imemo.ru

LononHutenbHas nHpopmaums
Moctynuna B pegakuunto: 25 ¢espansa 2021. MpuHaTa k nybankaummn: 14 mapta 2021.

KoHpnukT nHTepecos
ABTOp 3aaBnsieT 06 OTCYTCTBUMN NOTEHLMANBHOIO KOHGANKTA NHTEPECOoB.

UnTtnposaHue
Mamedespos, 3.A. CTpaTernyeckoe 3HauveHve GapMaLleBTNUECKOM OTPacaN B YC/IOBUSAX

naHAzeMuny KopoHasupyca. // MexayHapogHasa aHanmTuka. - 2020. - Tom 11 (4). - C. 122-136.

https://doi.org/10.46272/2587-8476-2020-11-4-122-136

—
[OX]
(93]

naLeLd arandogg()



—
=
(=2

sKBSSO [DIRISAY

JOURNAL OF INTERNATIONAL ANALYTICS 11 (4): 2020

Strategic Role of the Pharmaceutical
Industry in the Context
of the Global Pandemic

ABSTRACT

The strategic importance of the pharmaceutical industry for the scientific, technological and
economic development of countries determines its impact on international processes. The paper
traces the current trends in the growth of innovative competition in pharmaceuticals and
biotechnology, taking into account the factor of the COVID-19 pandemic. The following areas
of increased competition are highlighted: diversification of supply of active pharmaceutical
substances, regulators’ permission of the newest drugs to access the market, competition
of pharmaceutical companies for capital and competence. The pandemic has also exacerbated
long-standing problems: the efficiency of drug distribution to citizens, the dependence of large
manufacturers on active substance suppliers from China, drug pricing, and the role of social
insurance systems in developed and developing countries. The article analyzes the main problems
of the industry and presents possible trajectories of further development of international relations
in the context of pharmaceuticals and biotechnology, analyzing the progress of creation and
market admission of COVID-19 vaccines. For all the high-tech trends, the pharmaceutical industry
is a rather conservative industry in which regulatory issues play a significant role. Therefore, legal,
ethical and practical issues related to the collection of sensitive patient health data may slow
down the digitalization of the pharmaceutical industry. Much will also depend on the decisions
of major regulators - in the U.S. and the EU - regarding telemedicine and digital health in general.
A serious barrier for the pharmaceutical industry is also the lack of pharmaceutical companies’ own
experience in developing software solutions, which makes them dependent on external suppliers
of IT solutions, complicates the problem of sharing clinical patient data and particularly raises
the issue of cybersecurity.

KEYWORDS

pharmaceuticals, innovation, competition, regulation, research and development, technology, COVID-19

Author

Zaur A. Mamedyarov,

Head of the Sector of Economics of Science and Innovation, PhD in Economics,
Primakov National Research Institute of World Economy and International Relations
of the Russian Academy of Sciences,

23, Profsoyuznaya Street, Moscow, 117997, Russian Federation.

ORCID: 0000-0002-4336-1020
e-mail: mamedyarov@imemo.ru

Additional Information
Received: February 25, 2021. Accepted: March 14, 2021.

Disclosure statement
No potential conflict of interest was reported by the author.

For citation
Mamedyarov, Zaur A. “Strategic Role of the Pharmaceutical Industry in the Context
of the Global Pandemic.” Journal of International Analytics 11, no. 4 (2020): 122 -136.
https://doi.org/10.46272/2587-8476-2020-11-4-122-136



MEXJAYHAPOJTHAA AHAJTUTUKA 11 (4): 2020

LAWS with Al: How
to aBANdon the Superiority

Natalya A. Samoylovskaya
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ABSTRACT

Taking the relative novelty of issues relating to the military use of Al and its influence
on international relations into account, the author of this paper relies on the latest reports
of international research centres, organizations and national programs on the issue. The paper
considers the political consequences of the military use of Al, as well as the national and
international approaches to mitigate its challenges. With great attention to the Al policies of two
technological leaders in the field, the author concludes that a balanced U.S. policy will determine
whether China and the United States will be able to create, despite the presence of competition,
common rules for legalizing the use of Al systems in the military sphere and form common
standards that include a high level of security in the use of these systems, including the proliferation
of such weapons. The author points out that Europe’s concentration on the conflict with Russia
and its exclusion from the environment created by the technical and ethical legal tools for using
Al will increase unpredictability in relations. This is why it is in Europe’s interests to involve
Russia in the development of a common platform and standards for Al. The development and
establishment of common safety standards will help avoid problems with perception and introduce
an element of predictability in international relations.
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Al, LAWS, responsibility, U.S., China, EU, Russia
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The rapid development of dual-use technologies alongside the distinct lack
of progressin the traditional arms control architecture feed uncertainty in international
relations, which is more dangerous in the digital age, as our world is interconnected
and more vulnerable to these global challenges. A group of researchers at
the Stockholm International Peace Research Institute (SIPRI) point out that there is
a rapidly expanding body of literature on the impact that the military use of Al could
have on international peace and security, most of which focus on two approaches to
risk assessment - humanitarian and strategic.’

Ananalysis of national artificialintelligence (Al) strategies reveals that Alhas become
a crucial technology with military implications in terms of the possible creation of fully
autonomous weapons. This, in turn, has legal and ethical ramifications for humanity.
It is for this reason that the Nobel Peace Laureates and Peace Laureate Organisations
in their Final Declaration of the XVII Summit of Nobel Peace Laureates in 2019
addressed seven topics affecting the peace wellbeing and sustainability of humankind,
calling on states to pre-emptively ban the use of fully autonomous weapons or “Killer
Robots,”? or, to use UN terminology, lethal autonomous weapons (LAWS).

The problem of LAWS has been debated on various international platforms since
the beginning of the 2000s. Some dominant approaches to the issue have appeared
during this time. The most noticeable examples of international collaboration on
the problem of LAWS are the efforts of the International Committee of the Red Cross
(ICRC)* and the Campaign to Stop Killer Robots,* both of which have been involved,
alongside a range of other non-governmental organizations and institutions, in UN
discussions on LAWS that have raised ethical issues, including those relating to
responsibility and humanitarianism, in addition to a number of legal and strategic
questions.

The interaction of the two last points - legal and strategic approaches - is rooted
in an understanding of what autonomy means. Autonomy is the most difficult and
debatable concept within the framework of the Group of Governmental Experts
on Lethal Autonomous Weapons Systems (GGE) established in 2016 by the Fifth
Review Conference of the High Contracting Parties to the Convention on Certain
Conventional Weapons (CCW) to specifically address this issue area of emerging
technologies. Despite the annual meetings of the GGE with state officials, NGOs and
invited experts, there are still many difficulties in understanding the concept, which
creates a big obstacle for the international community when it comes to developing
a common stance on LAWS.

This paper examines the political and psychological aspects of the influence
of Al technologies on international security and peace. It summarizes the emerging

1 Boulanin et al. 2020, 3.

2 “Make Your Mark for Peace,” Final Declaration of the 17th Nobel Peace Summit, September 2019, accessed February 4, 2021,
http://www.nobelpeacesummit.com/make-your-mark-for-peace-final-declaration-of-the-17th-nobel-peace-summit/.

3 Theofficial position of the ICRC, which is actively involved in creating an international legal framework for new types of weapons, is
not to join calls for a moratorium or ban the development, production and use of LAWS. For more information, see “Autonomous
Weapon Systems - Q&A,” The International Committee of the Red Cross, November 2014, accessed February 4, 2021, https://
www.icrc.org/en/document/autonomous-weapon-systems-challenge-human-control-over-use-force.

4 The Campaign to Stop Killer Robots, which calls for a ban on the development, production and use of LAWS, is a coalition of non-
governmental organizations, the original coordinator of which is the Human Rights Watch (HRW). Its Steering Committee also
includes Nobel laureates: The Nobel Women's Initiative and the Pugwash Conferences on Science and World Affairs. For more
information, see “Steering Committee Members as of October 2018,” “The Campaign to Stop Killer Robots,” accessed February 4,
2021, https://www.stopkillerrobots.org/wp-content/uploads/2018/10/KRC_SCmembers_Oct2018rev.pdf.
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approaches in the international community to the risks posed by the military use
of Al. Taking the most problematic areas for international collaboration in this field
into account, the author focuses on existing efforts to avoid the worst-case scenario
of an uncontrolled arms race and the polarization of the world in the face of rising
distrust. The main finding is that cooperation in Al technologies in the sensitive
military sector is indeed possible. Emerging international approaches open up various
opportunities for such cooperation. In addition, advances in this field depend on how
responsibly the leading powers tackle the issue, as well as on how willing they are to
develop cooperative approaches in order to build confidence and eliminate the risks
of misunderstandings taking place.

Human-Machine Interface

One of the key elements in understanding autonomy is the level of human
involvement. Thus, in all conclusions, the GGE paid key attention to aspects
of human-machine interaction. There is a common notion that maintaining human
control is crucial in the context of the use of force and compliance with International
Humanitarian Law (IHL). However, as pointed out in the GGE's 2018 Report, states
have different conceptual and terminological understandings of human control:
“One was the importance of maintaining human control over the critical functions
of autonomous weapons systems. Another was the human element in the different
phases of the lifecycle of a weapons system and the level and quality of human control
that can be applied at each stage.”

Human-machine interaction of highly automated systems is a long-standing, yet
straightforward dilemma. It is our understanding of the concepts of autonomy and
lethality that is lacking today, despite the confidence in the ability of humankind to
answer these questions. Without a doubt, human control in maintaining responsibility
and the ability to intervene in critical cases are important elements of the human-
machine interface. However, two under-studied trends have emerged on this front,
particularly since the emergence of drones (or UAVs): the routinization and gamification
of warfare for operators.

In the case of routinization, humans may play just a minor part in a machine’s
decisions. This concept is connected to the problem of placing a high level of trust
in a machine or being indifferent to the real situation because physical distance from
the events lends a sense of safety and is psychologically no different from regular
training exercises.? In the case of gamification, humans may glean excitement or
satisfaction from violence. Both trends have a big impact on the role of humans
within the human-machine decision-making process and on the humanitarian aspect
of military operations in general. As K. Payne points out, “the danger in Al, whether
employed for a tactical weapons system or a strategic-scenario planner, lies primarily

1 “Report of the 2018 Session of the Group of Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous
Weapons Systems,” UNDOCS, 2018, p. 13, accessed February 4, 2021, https://undocs.org/en/CCW/GGE.1/2018/3.

2 In this context, | would like to point out one of the main findings of the “Millennials on War” study commissioned by the ICRS, for
which it interviewed over 16,000 millennials in 16 countries, and that was that “the experience of war makes people hate war.”
“News Release: Majority of Millennials See Catastrophic War as Real Possibility, and Believe There Should Be Limits,” ICRC, January
2020, accessed February 4, 2021, https://www.icrc.org/en/document/majority-millennials-see-catastrophic-war-real-possibility.
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in the gap between how the Al solves a problem framed by humans, and how those
humans would solve it if they possessed the Al's speed, precision and brainpower.”
The strong interconnection between the approaches to training and selecting
individuals for the human-machine interface has a direct influence on the use and
termination of highly automated intelligent military systems. Despite the limitations
of international regulation in this area, focusing on training standards is crucial to
maintaining high-quality human control in the area of lethal autonomous weapons
systems and formulating an agenda for a human-centric approach among states.

An (Un)controlled World

Experts at the World Economic Forum see the ambiguous role of Al technologies
and advances in autonomy as a potential future shock that could fundamentally
destabilize the world by creating new forms of strong social control that may verge
upon a new type of authoritarianism.? It is not difficult to extend this argument further
and within a context where the creation of LAWS with Al may become a monopolized
global process. Experts at the Institute of World Economy and International Relations
of the Russian Academy of Sciences (IMEMO) have pointed out that the process
of transferring decision-making from man to autonomous systems in the military
sphere will not be launched within the next five years, although technological arms
control is moving in this direction, and the potential of transparency without traditional
inspections is growing too.?

The technological dynamics of nuclear arms control is one of the main issues
facing international decision-makers today. The most important factor here is how
nuclear-armed states will implement such technologies for military purposes and how
this will affect strategic stability. The SIPRI project, which aims to present regional
perspectives on how Al technologies impact nuclear weapons, has worked hard to try
to understand the interconnection between autonomy, Al advances and nuclear risks.*
It is interesting that some SIPRI researchers also note positive technological trends,
especially in the implementation of machine learning, that will give human military
command better situational awareness, allowing more time to make decisions.> But
there is still a great deal of concern about the implementation of Al technologies
in conventional warfare. Strengthening the role of nuclear arms, alongside measures to
lower confidence among nuclear states, provoking fear, misperceptions and accidents,
will carry far-reaching consequences.

The GGE's 2019 review of potential military applications and related technologies
highlights the following existing weapons:® air defence weapon systems with
autonomous modes or functions; missiles with autonomous modes or functions;
active protection weapon systems with autonomous modes or functions; loitering

1 Payne 2018.

2 “The Global Risk Report 2019. 14th Edition,” World Economic Forum, Geneva 2019, p. 39, accessed February 4, 2021, http://www3.
weforum.org/docs/WEF_Global_Risks_Report_2019.pdf.

3 Dynkin etal. 2019, 19.

4 Boulanin 2019; Saalman 2019; Topychkanov 2020.

5 Boulanin 2019, 54.

6 “Report of the 2019 Session of the Group of Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous

Weapons Systems,” UNDOCS 2019, p. 13, accessed February 4, 2021, https://undocs.org/en/CCW/GGE.1/2019/3.
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weapons with autonomous modes or functions; naval or land mines with autonomous
modes or functions; and “sentry” weapons with autonomous modes or functions.
Further research and discussion regarding these weapons systems will be valuable
in understanding and possibly developing a moratorium within the framework of
the CCW on technological implementation to reduce the command time in the context
of nuclear strike decision-making. This is the key sphere where a race for technological
superiority may have catastrophic consequences for everyone involved. Moreover,
such consequences for humanity are not justified by national security interests.

Back to the Future

M.C. Horowitz, P. Scharre, A. Velez-Green have studied the influence
of autonomous systems and artificial intelligence on nuclear stability in great depth,
concluding that psychology plays a key role in autonomous systems and nuclear
security.” The unwillingness to comply with old agreements, tabling of new ones,
and emphasis on military superiority that could return countries to an arms race
has sped up warfare development and reduced the time that states have to stop
and to think about whether we really need these technologies. Developing such
emerging technological autonomous systems will light a ‘powder keg,’ making nuclear
arms escalation inevitable and ambitions of military technological superiority more
attractive. But genuine progress will first require a wide range of existing problems
to be solved, including strengthening confidence-building measures and arms control
transparency.

Possessing one of the deadliest weapons requires a high level of responsibility
and consciousness, most notably self-restraint. If at the dawn of the nuclear
age the acquisition of strategic knowledge was largely spontaneous, now, after
the accumulated experience, we recognize the potential of bringing the current
situation to a critical point and creating conditions for a nuclear disaster through
the introduction of Al technologies and automation, which can only be mitigated
through the urgent need to develop human intelligence. The wisdom of the Russell-
Einstein Manifesto, which marked the beginnings of the Pugwash movement, is more
relevant for contemporary issues than ever before.

The famous speech of R. McNamara in San Francisco 1967 and his thesis that
real freedom is “in facing the matter rationally and realistically and discussing
actions to minimize the danger” is crucial for understanding our possibilities and
responsibilities in using dual technologies with revolutionary nature today.? We have
made many mistakes since the dawn of the nuclear era, being unprepared to use
such a breakthrough technology. About 50 years were needed to create measures to
avoid the worst scenarios for humanity. Current international crises in arms control
have proved that neither 50 years of effective working measures, nor restrictions and
bans will help if the influential countries do not want to bear responsibility for it and
if national strategic interests are the only priority in international communication.

1 Horowitz et al. 2019, 34.
2 “Mutual Deterrence,” Speech by Sec. of Defense Robert McNamara, San Francisco, September 18, 1967, accessed February 5,
2021, https://www.atomicarchive.com/resources/documents/deterrence/mcnamara-deterrence.html.
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This is why a superficial ban of LAWS may not work, as the only way to bring
about the desired result is if the main international players actually want it and if Al
technology holders follow the restrictions. Instead, we will see the same process as
with the current arms control regimes. While main international players are not ready
to restrict the potential strategic superiority that military Al givens them, this does not
mean that using military Al should be left unchecked. The most advanced countries
in arms will develop such technologies. Moreover, existing advanced military systems
use some characteristics of highly autonomous weapons, and this is why the debates
in the UN on definitions seem endless.

Despite these significant obstacles, international society is nevertheless searching
for responsible approaches to the use of military Al in all cycles, from research to
deployment. The Al principles developed by the EU in its ‘human-centric’ approach,
which run parallel with national initiatives of several member states on ethics and Al,
are particularly interesting here. As pointed out in the European Union’'s Guidelines
on Ethics in Artificial Intelligence, “this approach will unfold in the context of the global
race on AL" The most ethical EU principles of Al are harmonized with the OECD
Principles on Al adopted in May 2019 and based on the understanding of trustworthy
Al, which includes inclusive growth, sustainable development and well-being; human-
centred values and fairness; transparency and explainability; robustness, security and
safety; and accountability.?

In the SIPRI Report, the authors point out that the EU members would benefit
from the responsible military use of Al, but there is a huge risk that the military policies
of the United States, China and Russia could affect EU values in this field.? Despite
the fact that Russia occupies a weak position in Al R&D in the world rankings, it is
thought to be a leader in terms of the military applications of AL* This is why there is
a clear need when establishing the legal mechanisms for the responsible military use
of Al to develop common understandable and shared standards. The OECD Artificial
Intelligence Policy Observatory may hold potential in this respect for the European
Union and Russia. Of course, transparent military cooperation between European
Union and Russia is unlikely; however, launching cooperation in different public policy
areas may lead to progress in the development of trustworthy Al standards between
the two sides. The International Organization for Standardization (ISO) is a good
example of such cooperation. The authors of the SIPRI Report note an important
aspect here: the safety of Al is a key for the military use of these technologies and high
technical standards could provide the legal and ethical norms for the military sector.®

At the global level, the tension between China and the United States is more
complex.t As mentioned in the Brookings Report, the United States should be ready
for a technological competition between the superpowers. However, this does not

1 "“EU Guidelines on Ethics in Artificial Intelligence: Context and Implementation,” European Parliamentary Research Service,
September 2019, p. 3, accessed January 23, 2021, https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/640163/EPRS_
BRI(2019)640163_EN.pdf.

2 “Recommendation of the Council on Artificial Intelligence,” OECD/LEGAL/0449, May 22, 2019, accessed January 23, 2021, https://
oecd.ai/assets/files/OECD-LEGAL-0449-en.pdf.

3 Boulanin etal. 2020, 2.

4 Nikolai Markotkin, and Elena Chernenko, “Developing Artificial Intelligence in Russia: Objectives and Reality,” Carnegie Moscow
Center, August 5, 2020, accessed February 2, 2021, https://carnegie.ru/commentary/82422.

5 Boulanin et al. 2020, 16-17.

6 The Digital Great Game 2020.
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mean war with an enemy: “we must reject the notion that the competition with
China is a ‘clash of civilizations’ and that conflict is inevitable. Our concerns are with
the CCP and not the Chinese people. We can collaborate where possible but compete
aggressively to protect our national interest and the international order that has kept
us safe since 1945."

As Chair of the Center for International Security and Strategy at Tsinghua
University F. Ying points out, Chinese leaders are open to international cooperation
in this field, especially with the United States: “The U.S. is trying to make high-tech
a platform for strategic rivalry, which is not how China sees it. The reality in the field
is a kind of constructive and strategic mutual dependency, although no one can deny
that competition in science and industry is not abnormal.”

Obviously, the technological competition between the United States and China will
always be accompanied by secrecy surrounding sensitive technologies and economic
protection, but the military component plays a crucial role in exploring the limits of
the struggle for superiority, as was the case during the Cold War. This experience
tells us that compromise is possible, that unlimited military competition is dangerous
and harmful, and that the powers involved need to start the long but inevitable
process of bringing their positions closer together. This is why responsibility means
the awareness of these limits and the discipline to not go beyond them.

Launching special U.S.-China working groups on LAWS may go a long way towards
achieving stability and controlling the proliferation of arms, especially nuclear arms,
as the United States and China are the two leading countries in Al research and
development. In the context of nuclear application, this process will need to include
Russia. Substantial progress in negotiations on the mutually accepted definition of LAWS
and its applications in the nuclear field between the United States, China and Russia
could be a good signal for the international community. This process also has to be
multilateral, involving all nuclear states, in order to make progressin autonomous systems
for effective monitoring and verification activities in arms control and disarmament.

Furthermore, it may be worthwhile for the United States, a country with
a democratic culture of checks and balances, where civil society, including the STEM
community and leading private companies in Al research and development, plays
a significant role in formulating the country's ethical standards on the military use of Al
and the possible constraints of using such systems as LAWS, to support and develop
the Chinese position in UN to ban LAWS because China does not have such internal
restrictions. By bringing their positions closer together and preserving a degree
of interdependence in spite of the national safeguards that are in place, the two
countries will help maintain the order that has been “keeping us safe since 1945.”

Towards Responsible Al

The responsible military use of Al is an indicator of human progress that is marked
by a decline of violence around the world, and includes the rise of rationality during

1 Brown etal. 2020, 13.
2 FuYing, “Understanding the Al Challenge to Humanity,” China-US Focus, December 17, 2019, accessed January 31, 2021, https://
www.chinausfocus.com/foreign-policy/understanding-the-ai-challenge-to-humanity.
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communication and cooperation, according to Steven Pinker.' But now the current
crises in the arms control and disarmament process demonstrate a lack of desire for
active cooperation in this field. Annual meetings of the GGE on LAWS are undoubtedly
important in terms of providing guiding principles for states, but they are not enough
to mitigate the risks of new arms race. That is why we see a great deal of activity among
the STEM community, private Al companies and international non-governmental
organizations when it comes to warning about the dangers of the uncontrolled use
of autonomous technologies with Al.

The fundamental question arises: How can we, as humans, control those
machines that are already outperforming us in terms of data collection and
processing? Of course, itis too early to take strong Al and its challenges into account,
but the Russian neuropsychologist T. Chernigovskaya suggested that we approach
the issue from a different angle: Is it possible for humanity to verify the possible
birth of consciousness in a machine that is capable of learning? Another ambiguous
question is pertinent today: What do we teach these machines, or do they learn
independently of a “human teacher?

Trends in Al development show that this technology has a fundamental impact
on human society. While the complexity of Al and the interconnection between its civil
and military applications create difficulties when it comes to finding a single solution
for the international community, this also opens up opportunities for a common
approach. An analysis of national strategies and initiatives shows that states are aware
of the risks and challenges and want to engage in dialogue in this field, but geopolitical
competition and distrust impose certain restrictions on this process. The responsible
use of Al involves, first of all, developing constructive collaboration to mitigate
the challenges stemming from the military use of Al, which is for the most part based
on strategic calculations rather than on ethical standards.

Effective cooperation on sensitive issues such as the military use of Al may
become an optional platform for developing integration among like-minded states;
however, there are still risks of it being politicized if all states are involved, or polarized
if the decision is made to follow national standards or standards developed by
a separate regional group of countries. This is why the international community needs
inclusiveness and harmonization, despite the geopolitical competition and distrust.

According to a group of researchers from SIPRI and IISS, strategy and ethics may
be reconciled not only by sharing best practices in safety standards, but also through
track 1.5 and track 2 diplomacy in the multi-stakeholder activity.? This reflects the links
between science, industry and the military sector and allows for greater flexibility and
creativity even in sensitive security matters. UNESCO's educational initiative under
the “Beijing Consensus on Artificial Intelligence and Education” has the mostintegrative
potential in this respect.?

The history of conflicts and world wars shows that technological superiority does
not always help to win the battle, and this once again reminds us of how important

1 Pinker 2012.

2 “Capturing Technology. Rethinking Arms Control. 2020,” Conference Reader, November 5-6, accessed February 10, 2021,
https://rethinkingarmscontrol.de/wp-content/uploads/2020/10/20-AA-RAC-Reader-2020-10-28-final-korr-kompr.pdf.

3 “Beijing Consensus on Artificial Intelligence and Education,” UNESCO, 2019, accessed February 14, 2021, https://unesdoc.unesco.
org/ark:/48223/pf0000368303.
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the problem of perception among states is. In this case, multilevel cooperation in Al
field and a deliberate ban of LAWS with Al may become an indicator of the strength
of powers that can take responsibility for stability and security to the international

community.
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CMepTOHOCHBIE AaBTOHOMHbBIE CUCTEMBbI
C UCKYCCTBEHHBIM MHTE/UIEKTOM:
Kak n306exKaTb IpeBoCXo/iCTBa

AHHOTALUWA

YUnTbIBasi OTHOCKTENIbHY HOBMU3HY BOMPOCOB BOEHHOIO NMPUMEHEeHMs CKYCCTBEHHOTO
nHTennekTa (M), aBTop v3yyaeT ero BAUSHVE Ha MeXAyHapOAHble OTHOLLEHWS!, ONMnpasicb
Ha nocnejHne Aoknagel MeXAyHapoAHbIX NCCNeA0BaTENBCKNX LLIeHTPOB, OpraHm3aumni n
HauMOoHabHble cTpaTernu 1 Nporpammbl. ABTOp B AaHHO CTaTbe paccMaTpuBaeT NomTnyeckme
rnocsieCTBNSA BOEHHOro npumMeHeHusa VA, HauoHanbHble 1 MeXAyHapOoHble MOAXOAbI
K CMSAr4eHuto ero BbI30BOB. YAensist 60/bLLoe BH/MaHWe NOAUTUKE ABYX TEXHONOMUYeCKNX
NNAepoB B 3Tl 061aCTL, aBTOP NMPUXOAUT K BbIBOAY, YTO c6anaHcmpoBaHHas noautmka CLUA
onpeaenut, cMoryT nn Kutaid n CLLA co3aaTte, HECMOTPSt Ha HanMumne KOHKYPEeHLMW, efnHble
npasuia nerannsaunm Ncronb3oBanHns cuctem MV B BoeHHOM cdepe 1 chopMUpPOBaTh eAnHbIe
CTaHAAPTHI, BK/IOYatoLLMe BbICOKNI ypOBEHb 6€30MacHOCTY MPU UCMONb30BaHNUM 3TUX CUCTEM,

B TOM YMC/le B BOMPOCax HepacnpocTpaHeHus AaHHOMo BUAA BOOPYXKeHUs. ABTOp Takxke obpaliaeTt
BHVIMaHWe, YTO COCPeA0TOUYeHHOCTb EBPOMbI Ha KOHGAKTE C POCCUeit 1 ee NCKOYEHWE U3 Cpesbl,
CO3/4aBaeMoi TEXHNYECKMMU 1 3TUKO-MPaBOBbIMY MHCTPYMEHTaMV UCnonb3oBaHus VW, ycyrybut
3/1IEMEHT HeMnpeACckasyemoCTy B ABYCTOPOHHUX OTHOLLEHMSAX. VIMEHHO NMO3TOMY B MHTepecax
EBponbl npuBieys Poccuio k paspaboTke o6LLelt N1aTGopMbl U CTaHAAPTOB A1t MPUMEHEHNS
. Pa3paboTka 1 ycTaHOBNEHWE efjHbIX CTaHAAPTOB 6€30MacHOCT MOMOXET n3bexaTb
npo6/iem € NCKaXEHHbIM BOCNPUATUEM NpuMeHeHns VIV 1 nprBHeceT aneMeHT NpesckasyemMocTu
B MeX/JyHapOAHble OTHOLLEeHMS.

KNTFOMEBBIE C/TOBA

W, cMepmoHOCHbIE A8MOHOMHbIe cucmemsl, omeemcmeeHHocme, CLUA, Kumat, EC, Poccus
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Kro nmpuaér ¢ kKn6epmevdom:
noaxoanl Poccun n CIHA
K CJlepKUBAHUIO
B KHOEPIIPOCTPAHCTBE

Oner Uropeeuy LLlaknpos

https://doi.org/10.46272/2587-8476-2020-11-4-147-170

AHHOTALU WA

CnoxwuBLLeecs B NocieAHVe AecATUAeTUSA NMOHNMaHNe KnbeprnpocTpaHCTBa Kak cpespl, B KOTOPOIA
rocyAapCcTBO MOXET CTafKMBaTbCA C CepbE3HBLIMU Yrpo3amim CBOel 6e30MacHOCTY, CocobCTBOBAO
MOVCKY MyTel NpeAoTBPaLLEeHMs TakuX Yrpo3 B BOEHHO-MONUTUYEeCKOM chepe. Of4HUM 13 peLLeHW
3TOW 3aAa4m CTano obpaLleHne K KOHLENUMY CAEPXKMBaHWS, KOTOPasi B NMeprog, XON0AHOM
BOViHbI 3aHsi/1a LIEHTPa/lbHOE MecTo B cTpaTerun gepxkas. OfHaKo NPSMOA NepeHoC NMprBbIYHbIX
NOAXOA0B B LiMdGPOBOE NPOCTPAHCTBO OKa3biBaeTcst MpobaemMaTnyHbIM. C OAHON CTOPOHBI,
3TO HaknaAblBaeT P KOHLeNTyabHbIX OrPaHUYeHN, CBA3aHHbIX C MPYMeEHeHVeM 3TOW
KoHLenuun. C Apyroli CTOPOHbI, CMOCOBCTBYET ANCKYCCUMN O TOM, KakiMM 06pa3oM MOXHO A06UTbCS
CAepPXMBaHUNS B KMBeprpoCTPaHCTBE C MOMOLLBIO TPAANLMOHHbIX 1 HOBbLIX MeXaH3MoB. HecMoTpst
Ha HeonpeaenéHHOCTY, BO3HUKAIOLLME MPY 3KCTPanonsumm, Ha NpakT1ke BeAyLLe rocysapcrea
MCMOMb3YIOT KOHLEMLMIO CAEPXKMBaHWS B KOHTEKCTE UX AeSTeNbHOCTI B KNBEPNpPOCTPaHCTBe, XOTs
1 AenatoT 3TO Mo-pasHOMYy. B 3Tol CBA3M B CTaTbe aBTOP PacCMaTprBaEeT He CTO/IbKO Mpobaemsbl
NPUMeHeHVst KOHLENLMW CAEPXMBaHUSA B KMO6eprnpoCTPaHCTBe, CKOIbKO ee MHTeprpeTaLmm
rocysapcteamu npu GopmMyanpoBaHUv 1 peanmsaumm NoanTUKn B 3Toli cpepe. Takol
KOHCTPYKTUBUCTCKUIA MOAXOZ NO3BOASIET BbIABUTL CeLuKy BOCMIPUATAS, TOUKN NepeceyeHuns
N pacxoxzeHns B3rnsgoB. Ha npumepe Poccum n CoeanHEHHBIX LLITaToB aBTOp Ha OCHOBE aHanu3a
oduULManbHbIX JOKYMEHTOB U MPaKTUYECKMX KEACOB MOKa3bIBaeT, KaK/e PAaCXOXAEHVS CyLLecTBYHOT
B VIHTEprpeTaLnmn KOHLeNLMn cAepXnBaHns B KN6eprpoCTpaHCTBe, Kak 3TO BAUAET Ha MO3ULMK
Poccnm n CLLIA no gaHHoI npobaemaTuke.

K/MIOYEBBIE CJTOBA

Poccus, CLLIA, kubepnpocmpaHcmeo, coepiusaHue, UHPOPMAYUOHHAA 6e30NaCHOCM®,
KubepbesonacHocme
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CpepxuBaHue U kKubepcaepxmeaHme

B camom obLleM BuAe KOHLENUNS CAepXMBaHNA CTPOUTCS Ha Maee O TOM, YTO
C MOMOLLbIO Yrpo3bl 04HA CTOPOHA MOXET ybeanTb APYryto CTOPOHY BO3AepXKaTbCs
OT onpefenéHHbIX AeCTBUIA. Yrpo3a 3acTaBfsieT ONMOHEeHTa 3aHOBO OLEHUTb nep-
CMeKTUBbI yCrexa CBOWVX MJaHOB 1 BO3MOXHbIE U3LepXKU. TTpy 3TOM B aHIN0A3bIY-
HOV nuTepaType cAep>XMBaHUe (deterrence) OTAMYAKOT OT NPUHYXAeHUs (compellence),
noApa3yMeBatoLLero 1Crnob3oBaHMe CU/bl, YTOObI 3aCTaBUTb APYryt CTOPOHY CO-
BEPLUVTb UM HE COBEPLUUTL OnpeenéHHble AeCTBUS.

Heobxoanmo Takxke pasnnyaTtb ABa aHIUACKNX TEPMIMHA, KOTOpbIe YacTo nepe-
BOAATCA Ha PYCCKUI Kak «CAep>KMBaHMex: deterrence n containment. Eciv noz nepsbiM
NoHMMaeTcs npeoTBpaLleHme KOHGAMKTa NOCPeACTBOM Yrpo3bl, TO BTOPOV CBA3aH
C orpaHnyeHneMm, yaep>xaHrneM npoTUBHYKA B ONpejeNiéHHbIX pamKax, NpexJse Bcero,
reorpaduueckunx. MoHATMe containment TeCHO accouumpyeTcs ¢ noantukon CLLA Bo
BpeMs XONOAHOM BOViHbI, 3aK/N0YaBLUENCA B OFPaHNYeHUN NOANTNYECKOrO BANSHNSA
CoLManncTMYeckoro 610Ka B pasHbIX perMoHax Mupa. B faHHoM cTaTbe caepXXuBaHme
byAeT paccmaTpmBaTbCa B MepBOM 3Ha4veHUn (deterrence).

CaepXvBaHME MOXET MOHMMAaTbCA B LUMPOKOM CMbIC/e KakK KOHLenuus, npu-
MEHVMasa B NbbIX KOHOAMKTHBIX CUTyaumsix. Ho B KOHTeKCTe MeXAyHapOoAHOU
6€e30MacHOCTN peyb 4alle BCero MAET O CAEPXMBAHUM OT MPUMEHEHNS BOEHHOW
CUMbI U O BOEHHO-MOANTUYECKNX KOHGAMKTaX. dHUMKNoneans PBCH P® onpegens-
eT BOEHHO-MOANTMYECKoe CAepXMBaHMe KaK «[c1cTeMy] Mep BOEHHO-MOINTUYECKOro
XapakTtepa, nNpeAnpuH1UMaeMbix rocyapCcTBOM (MX Koanuumen) C Lenbio npesoTepa-
LLLeHWSA Yyrpo3bl arpeccum Uin ee 3ckanaumm, a Takxe yrpo3bl XXU3HEHHO BaXHbIM WH-
Tepecam Ha OCHOBE KOCBEHHOro, ONocpesoBaHHOI0 MCMOb30BaHWSA BOEHHOM CUbI
B KauecCTBe MOINTUYECKOro CpeaCTBa YoexaeHns NpoTVBHMKA 0TKa3aTbCa OT arpec-
CUW NOZ Yrpo30i HenpuemaeMblX A5 Hero nocnefcTBUA B OTBETHbLIX AENCTBUSIX,
NPUBOAALLMX K CPbIBY MAAHMPYEMbIX BOEHHO-MOMUTUYECKUX Lienei»’,

Npes ncnonb3oBaHWsA yrpo3sbl AN8 NpefoTBpaLLeHnss KOHQIKTA UMeeT AOATYHo
NCTOPUIO 1, HaNpYMep, OTPaXKeHa B KPbI1aTOM BblpaxeHun Si vis pacem, para bellum.
FO.A. [TeyaTHOB BblZenseT TPU UCTOPUYECKMX 3Tana CTaAHOBIEHUSA TEOPUU CAepXnBa-
HMSA 1N COOTBETCTBYHOLLMX UM Mapajurm — ObLLENPU3HAHHOIO MOHUMaHKA Npobaema-
TUKN CAepXMBaHNA?:

1. Mapaanrma «CTpaTareMHOro» CAEPXWBaHUSA B HesaepHOM MUpe (4peBHue
BpeMeHa - Hayano 1940-x). CaepxviBaHVe HEOTAeNIMO OT BOEHHOIO MCKYCCTBa, ero
NoONNTNYECKOe 3HaUeHVe He paccMaTpUBaeTCa 1 6oNbLle CBSA3bIBaETCA C NpremMamu,
NCMOJIb3yeMbIMU PEBHUMM MOJIKOBOALLAMN.

2. MNapagurmMa gaepHoro caepxmeaHma (1945 r. - koHew, 1980-x). OcHOBaHVEM
3TOV MapajurMbl CAyXaT KOHUenuuu 1 AOKTPUHbLI MCNONBb30BaHWA SAEPHOro Opy-
Xus. Mo mHeHuto FO.A. lMeyaTHOBAa, 3T0 OTHOCUTCA Tonbko K CLUA, a B CCCP, kak oH
oTMeuaeT, GOpManbHO MOHATUE CAEPXKMBAHMSA OTCYTCTBOBaMO. OAHAKO C Takol TOY-
KO 3peHns CIOXHO cornacnTbcs. OYeBMAHO, YTO HauMHasa C YCKOPEHHOro Co3ja-

1 CaepxwuBaHve BOeHHO-MoAnTnyeckoe // SHumknoneans PBCH. MuH1cTepcTBo 060poHbI Poccuiickoit ®esepauinn. [SneKTpoH-
HbI pecypc]. URL: https://encyclopedia.mil.ru/encyclopedia/dictionary/details_rvsn.ntm?id=14205@morfDictionary (4ata obpa-
weHns: 24.02.2021).

2 MNeyatHos 2016, 26-27.
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HMA COBCTBEHHOM aTOMHOM 60M6bI, pykoBoacTBo CCCP 0co3HaBano HeObXoANMMOCTb
NMeTb BO3MOXHOCTb HaHeCTn oTBeTHbIN yaap CLLUA n Tem cambiM caepXaTb MX OT
NCMOJIb30BaHNA AAEPHOr0 OpYXKs. B AanbHeliwem B3aMHOe CAepXMBaHMeE NUTPano
onpejensoLLyo pofb BO B3aMOOTHOLLEHUAX MeXAY ABYMS BEINKUMU fepXXaBaMmi,
NPUBOAA KaK K KpM3KcaM, Tak 1 K NepruogamM CHMKEHUS HanpsXKEHHOCTW. YUnTbIBas
NCKITIOYNTENbHYIO POb SAEPHOr0 OPYXMS, Ha 3TOM 3Tane napajnrMa caepXnBaHumsa
CTaHOBUTCS OCHOBOMoOANaratrowen anss GopMMPOBaHNS BOEHHOIO Y BHELUHeNoAnTu-
YeCcKOoro Kypca Bcex siiepHblX AepXas.

3. Napaanrma ctpaternyeckoro caepxmnsaHusa (Havano 1990-x- HacTosLLee Bpe-
ms). CornacHo HO.A. MNMeuaTHOBY, NocC/ae XO0N0AHOM BOWHbI NapajgirMma caepXuBaHus
MeHSeTCs Nog BANAHNEM HOBbIX WHCTPYMEHTOB CUI0OBOIMO 1 HECUI0BOTO JaBNeHNs,
a TaKkxe B CBA3W C reononnTUYecKUMN naMeHeHuamn. Cregys faHHOMY MOAXOAY,
B paMKax Takol pacLUVpeHHOV NapagnrMbl MOXHO paccMaTpuBaTb U MpobaeMaTuky
CepX1BaHUA B KN6epnpoCcTpaHCTBe.

Bo Bpems xonoAHoW BOWHbI (BTOpOM 3Tan, cornacHo FO.A. MNeuyaTHOBY) BO3pac-
TaeT akajeMmnyeckunii nHTepec k npobneme caepxmBanHus'. I. CHaligep npeanaraet
KNaccuyeckyto TUMOJIOTUI0 CTPaTernin CAepPXUBaHNUSA: «CAepXMBaHME MOoCpesCcTBOM
HefonyLleHus» (deterrence by denial) n «caep>XvBaHMe MOCPEACTBOM HaKasaHUs»
(deterrence by punishment)?. OH UNNOCTPUPYET 3TO Ha BOEHHbIX MpUMepax: B MepBOM
cNlyyae czepXunBaHme AOCTUTaeTcsa 3a CHET 0baajaHns BOEHHO CUNOM, KOTopas Mo-
XeT He AOMyCTUTb 3axBaTa TePPUTOPUN NMPOTUBHMKOM; BO BTOPOM - BOEHHas cuia
yBeNMYmMBaeT U3AEePXKM ANS NPOTUBHMKA MPU HanaZeHUM HaCcTONIbKO, YUTO OHW Mpe-
BbILLAIOT BO3MOXHble BbIrodbl. . CHalifjep NuLIEeT, YTO CAepXMBaHMe, Kak 1 noau-
TLyeckas C1Mna B LiesIOM, He A0/IKHO OCHOBbIBATbLCS TOMIbKO Ha BOEHHbIX BO3MOXHO-
CTAX, HO MOXeT obecrneunBaTbCs 1 HEBOEHHbIMY CPeACcTBaMU, TakIMU Kak TOProBble
orpaHuyeHuns. T. LLlennnHr paccmatpusan KOHUENLUMIO SAEPHOro CAepXUBaHUSA Kak
NHCTPYMEHT TOpra, yAenas BHUMaHve npobieMam BOCMpUATUS U ybeanTenbHOCTH
CAepXnBaHNS®.

K OCHOBHbIM TUMOMIOTUAM CAEPXMBAHUA TakXXe OTHOCATCS:

- MNpsAMoe caepXrBaHWe, ec/i OHO HanpaB/AeHO Ha NpeAoTBpaLLeHne Hanagje-
HWI Ha CaMy 3aLLMLLAOLLYIOCS CTOPOHY, MO0 paclUMpeHHoe — B 3TOM C/lyyae cTpaHa
npejoTeBpaLLaeT HanajeHns Ha TPeTbW CTPaHbI, NpexJe BCero Ha CBOWX COHO3HNKOB.

- Oblee caepxmBaHMe, paccuUMTaHHOE Ha MpeAoTBpalleHne HexenaTenbHbIX
AENCTBUA B HOPMabHbIX YCIOBUSIX HAa MPOTSXEHUN MPOAOIKUTENBHOIO BPeMeHH,
N HernocpeaCcTBEHHOE, TO eCTb CAEPXMBAHME B KOHKPETHbBIX KPU3NCHBIX CUTYyaLMAX.

- CaepXVBaHMe B Y3KOM TPaKTOBKe (KOrja peyb UAET NUCKIKUYUTENBHO O BOEH-
HbIX MHCTPYMEHTax) 1 B LLMPOKOM MOHUMaHUK (B 3Ty KOHLIEMNLMIO MOTYT BKIKOUATLCA
HeBOEHHbIe BbI30Bbl 1 CPeACTBA PearnpoBaHng Ha HNX).

Mmes B BUAY MepuoamM3aLMio pasBUTUSA MapajgurM CAEPXUBAHWUSA, OMUCAHHYHO
BbllLe, MOXHO CKa3aTb, YTO Ha TeKylLleMm 3Tarne cAepXmBaHVe 4yalle MOHMMaeTcs
B LUMPOKOM cMblc/ie. O4HAaKO B KOHEYHOM CYéTe orpejesieHne 3aBUCUT OT KOHTeK-

Huth 1999.
Snyder 1960, 163.
Schelling 2008, 23.
Mazarr 2018.
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cTa (HanpumMep, B BOEHHOM KOHGANKTE JOCTAaTOUHBIM MOXET 6bITh Y3Kast KOHLenums
CAepXxuBaHus).

PacnpocTpaHeHne KOHLENUUN CAEPXMBAHUS Ha KM6epnpoCTPaHCTBO bbiio 06-
YCNOB/IEHO ee MONYNSPHOCTLIO, Mpexae BCero B AAepHbIX CTpaHax, rge oHa crana
O/IHOW M3 OCHOB CTPaTernyeckoro MbllaeHnsd. Takxke 3TOMy CNocob6CTBOBaNO pac-
LWMPEeHNEe BO3MOXHOCTEN WCMOAb30BaHNSA MHPOPMALMOHHO-KOMMYHUKALMOHHbIX
TexHonoruin (MKT) B BoeHHbIX Lensax. B CLUA, B yacTHOCTW, KN6epnpoCTPaHCTBO eLyé
¢ 1990-x rr. Hayano BOCMPUHNMATLCA Kak CaMOCTOATE/IbHbIA TeaTp BOEHHbIX Jeit-
CTBWI, KOTOPOE OMMNCBIBANOCH C MOMOLLIO MPVBLIYHBIX TEPMUHOB. [TpogonxatoLas-
3 MUAUTapM3aLUnsa KM6eprnpoCTpaHCTBa 1 BCE bonee LLUMPOKUIA CRekTp CBA3aHHOW
C HAM BOEHHO-MOINTUYECKOWN AeATeNbHOCTN roCyAapCTB cAenan CAepXmBaHme B 3TO
cepe BocTpebOBaHHOW 3asa4el.

C 04HOI CTOPOHbI, MepeHoC KOoHUenuun CAepXnBaHnsa B KMOeprnpoCTPaHCTBO
CTVIMYNMPOBAN MOMbITKX NEPeoCcMbICINTL CAePXMBaHME MPUMEHUTENIBHO K HOBOWA
npakTuke. Tak, nccnefoBaTenn BblAENSOT He TONbKO Kiaccuyeckme, HO 1 AOMOJHU-
TeflbHble CTPaTernuy CAep>XXMBaHUS, KOTOPbIE MOTYT NPeAoTBPaTUTL KOHGANKT C y4é-
TOM cneundurkn cpedbl. Jx. Hali' Bblgenser yeTbipe OCHOBHbIX MeXaHM3Ma CAepXu-
BaHVA B KNOeprnpoCTpaHCTBe: MOMMMO K1aCCUYECKOro CAepXUBaHUA MOCpesCcTBOM
HaKa3aHWa M MNOCPeACTBOM HegonylleHUs, Obl10 TakXke BblAeNeHO CAepXunBaHue
NocpeACTBOM B3aMMO3aBUCMMOCTU (entanglement) 1 nocpeacTsomMm GopMUPOBaAHUA
HOpM 1 Taby.

CaepxvBaHVe MoCpeACTBOM B3aVMO3aBWCUMMOCTY JOCTUraeTcs 3a CYET TOro,
yTO yLepb B pesysibTaTe BO3MOXHOW aTaku byAeT HaHeCéH He TO/IbKO XepTBe, HO
N camMoMmy Hanagatoilemy. CaepxmBaHne NOCPeAcTBOM HOPM U Taby JO/MKHO obe-
CNeyrBaTbCs BbIPabOTKOM 06LLENPUHSITBIX MPaBWA TOrO, Kakas AesaTeslbHOCTb CUnTa-
eTcs NpuemMIemMoin 418 rocyaapcTs. Tak Xe Kak YesoBeyecTBo MOCTENeHHO NPULLAO
K HeJOMyCTUMOCTU NPUMEHEHNS HEKOTOPbIX BUAOB OPYXXMS, OHO, BEPOATHO, CMOXET
NPUIATY K HeAOMYCTUMOCTM HEKOTOPbIX BUAO0B kKbepaTak. H. PaliaH fobaBnseT Kk 3T0-
MYy MepeyHto eLwé ofHy CTpaTerunto: caepXxmnBaHne NocpeAcTBoOM accoumaumm - ycra-
HOBNEHWe BUHOBHbIX B KubepaTakax v nybanyHasa aTpnbyums K HAM, YTo, Kak npea-
nosaaraeTcs, AO/KHO B Aa/ibHENLIEM N3MEHUTb X NoBeAeHMe?.

C Apyroi CTOPOHbI, MPAMOV NMepeHOC 3TOM KOHLUEeNuun Ha KN6epnpoCcTpaHCTBO
npobnematnyeH. M. J/Inbrkn, aBTOp OAHOM 13 NepBbIX KHUF O KMbepcaepXmnBaHuny,
B 2009 r. 0603HauMN HEKOTOpPbIE MPO6AEMHbIE BOMPOCHI, OTANYatoLLMe CAePXNBaHNE
B KM6eprnpocTpaHCTBe OT A4epHOros:

- MOXHO N1 3HaTb, KTO CTOWUT 3a aTakol (npobnema atpnbyLmm)?

- MoxeT N 6bITb YCTaHOB/IEH NOPOT A/151 OTBETHbLIX AeACTBUIA?

- MOXHO N ns3bexatb 3ckanaunmn?

- byayT v TpeTby CTOPOHbI (B T.4. HErOCYAAPCTBEHHbIE aKTOPbI) BO34ePXNBaTbCA
OT BMeLlaTe/IbCTBa B MeXroCyJjapCTBEHHbIN KN6epKOHPANKT?

B akagemunyeckor nutepatype 6bi1 BbigeneH psf OrpaHUYeHniA, BOSHUKAROLLMX MpU
nepeHoce KOHUeNnuun CaepXmnBaHns B knbepnpoctpaHcTeo. Tak, M. Tagaeo paccmatpu-

1 Nye 2017, 54-62.
2 Ryan 2018, 35-36.
3 Libicki 2009, xvi-xvii.
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BaeT NPoLLeCC CAepXMBaHNA Ha OCHOBE abCTPaKTHON MOAENN 3 TPEX K/HOUEBbIX 3/1eMeH-
TOB: aTpUBYLMA, CUTHANM3MpoBaHWe 1 cTpateris’. OH MOKasbIBaEeT, YTO KaXAbI U3 3TUX
371eMeHTOB paboTaeT Npu nepeHoce B KN6epnpoCTPaHCTBO NNLLb YacTU4YHO. [pobnema
aTpmnbyLunK, C OAHOM CTOPOHBI, AenaeT Knbepataky NpuBaekaTebHbIMU A8 Hanajato-
LLlero, € ApYroi CTOPOHbI, MOBbLILLAET PUCK OLIMOOK NMpu BO3Me3AUU. M3-3a CI0XKHOCTH
ObICTPOV U HAZEXHOW aTpMByLIA CAEPXXMBaHME CTANIKMBAETCA C 60MbLUNMY Heonpee-
NEHHOCTSAMU, YTO MojpbiBaeT ero 3gpdekTMBHOCTb. OrpaHNYeHNst eCTb 1 CO CTpaTerns-
MW CAEPXMBaHWSA: 060POHO U HakasaHveM. o MHeHuo M. Tagaeo, 06opoHa B Knbep-
MPOCTPAHCTBE CBOANTCS K ObecneyeHnto YyCTOMYMBOCTM CUCTEMbI B C/ly4Yae aTak, HO He
K MX OTPaXXeHWH, YTO MPUHLUMMMAABHO OTANYaeTCs OT OBOPOHUTENbHbIX CTpaTernia
B TPAAVNLMOHHOM CAePXMBaHMM. YTO KacaeTcsa yrpo3bl BO3Me3Ans, TO aBTop obpallaet
BHVIMaHMe Ha OT/INYMe CAEPXXNBAHNA B KNOEPNPOCTPaHCTBE OT A4EPHOr0 CAEPXMBAHNS,
KOTOPOe YacTo NCMO/b3yeTcs B KayecTse aHanornn. Tak, B 4aCTHOCTY, Knbepcaepxmnsa-
HVe ABNAETCA HECUMMETPUYHBIM, NOTEHLMaNBHO MOBTOPUMbIM, @ YrPO3bl HE HOCAT 3K-
3UCTeHUManbHbIA xapaktep. MNpobaembl CUTHAAM3NPOBaHWSA CBA3aHbI CO CIOKHOCTBHO
ybeanTenbHOM AeMOHCTPALIMY CBOVIX BO3MOXHOCTER A1 060POHbI M BO3ME3ANS, UTO
CHMXAaEeT LLaHChl Ha 3$peKTUBHOE CepXMBaHMe.

HecmoTpsa Ha 310 Poccna v CLLA ncrnonb3yoT KOHLUENUU CAepPX1BaHNA B CBO-
X MoAxoJAax K KMOeprnpoCTPaHCTBY, UTO MO3BOMISET MPOC/IeANTb, Kak Ha MpakTuKe
YUUTBIBAIOTCA OrPaHUYEHUA 1 HeonpeseéHHOCTU KOHLUENUMN CAEPXMBAHNSA B KOH-
TekcTe MHPOPMALIMOHHOIO NPoCTpaHcTBa. Beibop Poccmm n CLUA kak napbl Ans aHa-
nn3a obyc/10BAeH, BO-MepBbIX, X AUAVPYHOLVMA POASMU B MeXAYHAPOAHbIX ANC-
KyCCUSAX O perympoBaHnmv rocyjapCTBEHHOIO NOBeEeHNSA B KM6epnpoCTPaHCTBE U UX
BAVNAHMEM Ha MNOAXOAb! APYTMX CTPaH K 3TO npobneme. Tak, ycuneHne KOHKypeHLmn
B noaxogax CLLUA n Poccun ycunmBaeT Noasprsaumio no3vumii Apyrix cTpaH, 1 Ha-
NPOTMB, KOTAa UM YAAETCA JOrOBOPUTBCSH, 3TO 61aronpuUATHO CKa3blBaeTcs Ha obLLeit
aTMocdepe neperoBOPHbIX MPOLLECCOB Ha Pa3INUYHbIX MEXAYHAPOAHbLIX MIOLLAAKaX.
Bo-BTOpbIX, XOTS1 BO3MOXHOCTW OnpeAennTb 6anaHc cun B KN6eprnpocTpaHCTBe orpa-
HuueHsbl, Poccns n CLUA, o4eBUAHO, OTHOCATCH K BegyLM epXaBaM B 3TOl chepe,
NMerLnMM Hanbonee pasBuTble CTpaTernyeckme B3rAsAbl Ha KMOepnpoOCTPaHCTBO
1 CBSI3aHHbIE C HM BOMPOChI CAEPXKMBAHUS.

HakoHel, BblgeneHve 3Tol napbl 06yC/IOBAEHO AABHUMU TPaAULNSAMUN LBYCTO-
POHHEro CTpaTernyeckoro B3aMMoOZencTBnsa mexay MockBol 1 BalMHITOHOM, Ko-
TOpoe 0Ka3blBaio BAVSHME Ha UX B3rNS4bl Ha caepXmBaHuve. Kak rnokasaHo B 3TOM
CTaTbe, U CerofHsa VM3MeHeHNs B MOAXoAaX K CAEPXMBAHWUIO B KMOepnpocTpaHcTBe
B 06eux CTpaHax HepeaKo MPOUCXOAAT NOJ BANSHNEM APYT Apyra.

KOHCTPYKTMBUTCKWUIA B3rNaA Ha CAePXUBaHUE

B kauecTBe TeopeTnYeckor 0CHOBbI A1 PACCMOTPEHUSA NHTeprpeTaLmiin CAepXXn-
BaHMs B KnbepnpoctpaHcTee B Poccumn 1 CLUA 6611 BbIGpaH NOAXOZ, NpesnoXeHHbIl
A. JlynoBnun?, OCHOBHas naea noAxoAa 3ak/to4aeTcs B TOM, UTO C/IOXHOCTb obecne-
UEHUS CAEPXKMBAHMSA B KMOEPNPOCTPaHCTBE 00YC/10B/IEHA HE CAMUMU TEXHUYECKUMN

1 Taddeo 2018.
2 Lupovici 2016.
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0COBEHHOCTAMM 3TOI Cpebl, a UHTepnpeTaumeli B cCoLManbHOM KOHTeKcTe. A. Jlyno-
BMYM OTMEYaeT, YTO NMOHVMAaHMe TOro, Kak KMbeprnpocTpaHCTBO BAMAET Ha noseje-
HVe, ABNSeTCH NPOAYKTOM COLIManbHOro B3anmoaencrems. Ccoinasacb Ha M. JInbukuy,
OH MWLLET, YTO B 3TOW CBA3WM MpaBuia B KM6epnpoCTpaHCTBe ABAAIOTCA COLManbHO
CKOHCTPYMPOBaHHbIMW: «3TWN MNpaBuaa OMpejenstoT, UYTO OCyLLeCcTBMMO, YMEeCTHO
N NOME3HO, 1 3TO BANSAET Ha TO, KaK 3aLUMLLAIOLLAACA CTOPOHA AeMOHCTPUpPYeT yrpo-
3y 1, 4YTO 6osiee BaXHO, Kak 3TV Yrpo3bl MHTePNpeTVPYTCA NpeAnoiaraemMbIMmn Co-
nepHMKaMn. VIMeHHO NMO3TOMY KOHCTPYKTUBUCTCKNA MOAXOS K KNb6epCcaepXXnBaHNIO,
AKUEHTVPYIOLWLMIA BHAMAHME Ha NHTePCyObeKTUBHbBIX MOHATUSAX, CTAHOBUTCS BECbMa
aKTyanbHbIM»'.

KOHCTPYKTUBUCTCKNIA NMoAxod, npegnaraembliii A. Jlynosmu4n, No3BosiseT nepe-
BecTn $oKyc ¢ Npobnem nepeHoca KOHLUEMNLMN CAEPXNBAHUS B KNOEPNPOCTPAHCTBO
Ha 0COBEeHHOCTN UHMepnpemMayuu 3TOM KOHLeNuun rocygapcrasaMu, YTo nossonset
B XOJie VX CPaBHEHMA BbISBUTbL 06LLME NOMOXEHUS, KOTOPbIE MOTYT NOCAYXWTb OMo-
PO AN fanbHeNLero pa3BnTna B3rNsS40B Ha CAepXBaHMe B 3ToV cdepe.

Ounckyccum o TepMuUHONOrUm

OgHoll 13 npobnemM MeXAYHapOAHbIX AUCKyccuii 06  1HGOpPMaLMOHHO-
KOMMYHUKALMOHHbBIX TEXHOJIOMMSAX B KOHTeKCTe MeXAYHapoAHON 6e30MmacHoCTH
ABNAETCA OTCYTCTBME O6LLENPUHATON TePMUHONOTMN. Pa3nnyas B MOHATUMHBIX ar-
napartax, UCNonb3yeMbIX roCyAapcTBaMu, OTPaXaroT OCOBEHHOCTM UX MOHMMaHKA
31Ol cdepbl M NOAXOA0B K 0becrneyeHnto 6€30MacHOCTU B Hell. Tak, Mexay Poccuer
n CLUA Ha npoTsXXeHUN MHOMMX NeT COXPaHSAeTCa pacxoxXieHne B KOHLEeNTya bHbIX
noaxozax K gaHHon teme. B CLLIA n gpyrmnx ctpaHax 3anaja npeanoyreHne OTAaéTcs
TEPMUHY «KMH6ep6e30MacHOCTb», MO KOTOPbIM MOHUMAEeTCH 3aLlMTa KOMMbOTEPHbIX
cucTeMm, ceTen 1 JaHHbIX.

B Poccum Ha odumLmanbHOM ypoBHE MCMOAb3YeTCA TEPMUH «MHPOPMaLOHHAS
6e3onacHOCTb»?. MIHGopMaLmMoHHaa 6e30nacHOCTL paccMaTprBaeTcs B bonee Lwiv-
POKOM KOHTeKCTe 1 NojpasymeBaeT 3alUMLLEHHOCTb Kak OT yrpo3 MHGpPacTpyKType
n nHGopmMauumn (aHaNOMMUHO C Knbepbe3onacHOCTbID), Tak M OT MOTEeHLMaNbLHOro
BO3/eNncTBma nHGopMaLmm Ha obLecTBeHHOe CO3HaHWe, MOANTUYECKYO U Couu-
anbHy0 cutyaumtod. NprMeHUTeNbHO K COCTOSHUIO FN06anbHOr0 MHPOPMALIMOH-
HOrO MPOCTPAHCTBAa WCMOMb3YyeTCss TePMUH «MexXAyHapogHas WHPOPMAaLMOHHas
6e3onacHOCTb»* (MB), NpssMOro aHanora KOTOPOro B 3anafHOM ANCKYpCe HeT.

N

Lupovici 2016, 328.

2 WHpopmaLmoHHas 6e3omacHoCTb Poccuiickoih Pejepauyin - «COCTOsIHME 3aLLVLLEEHHOCTY IMYHOCTY, 06LLecTBa 1 rocyAapcTea
OT BHYTPEHHUX W BHELUHUX MHPOPMaLWIOHHbIX Yrpo3, Npy KOTOPOM 06ecrneynBaloTcs peanunsauns KOHCTUTYLIMOHHbIX npas
1 cB060/, Yenoseka v rpaxjaHiiHa, JOCToMHble KauecTBO 1 YPOBeHb XU3HW rpaxjaH, CyBepeHNTeT, TeppuTopranbHas LienocT-
HOCTb 1 YCTONYMBOE COLManbHO-3KOHOMMYeckoe pas3suTune Poccuiickoit ®eaepauuy, 060poHa 1 6e30MnacHOCTb rocyaapcTsan.
MoapobHee cm. [lokTprHa MHbOPMaLMOHHOM 6e3onacHocT Poccuiickolt ®eaepaumm (2016) // Poccuiickas raseta. 2016. [Dnek-
TPOHHbIV pecypcl. URL: https://rg.ru/2016/12/06/doktrina-infobezobasnost-site-dok.html (aata o6palyeHns: 24.02.2021).

3 Remington etal. 2016, 1; LLapukos, [1.A. Poccuiicko-ameprikaHCK/e OTHOLLEHWS B cdepe MHPopMaLMoHHO 6e3onacHocTy // MockoB-
CKUiA LeHTp KapHeru. 2013. [3nekTpoHHbI pecypc]. URL: https://carnegieendowment.org/files/Article_Sharikov_Russian.pdf.

4 MexayHapogHas UHPOPMaLMOHHas 6e30MacHOCTb - «Takoe COCTOsHME r106anbHOro NHGOPMAaLIOHHOTO NMPOCTPaHCTBA, Npu

KOTOPOM MCKNtOYEHbI BO3MOXHOCTV HapyLLeHVs Mpas INYHOCTY, 0bLLecTBa 1 Npas rocyjapcrea B MHGOPMaLIMOHHON chepe,

a Takxe AecTpyKTVIBHOrO 1 NPOTVMBOMNPABHOIO BO3AENCTBUA Ha 371€MEeHTbl HaLVOHaNbHON KPUTUYECKOR MHGOPMaLIMOHHO

NHGPACTPYKTYpbI». MoapobHee cM. OCHOBbI rOCYyAapCTBEHHOW NOANTUKK Poccuiickoli Peaepauyn B 061aCTV MeXAyHapoaHOW

MHPOPMaLMOHHO 6e3onacHocT Ha nepuog Ao 2020 roaa (2013) // CoseT besonacHocTn Poccuniickoin Peaepaumm. 2013. [Dnek-

TPOHHbIN pecypcl. URL: http://www.scrf.gov.ru/security/information/document114/ (4ata o6patieHns: 02.03.2021).
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MoOMUMO pasinumnii B NOAXOAAX MeXJAy rocyjapcteaMmm CBOU TePMUHONOTNN
CYLLeCTBYIOT N Ha YpOBHe MpodeccroHasbHbIX COOOLLECTB, rAe npeanoyteHve
MOXeT OTAaBaTbCHA MCMOMb30BAHUIO TeX WUAM WHbBIX MOHATUM, 1160 Xe MOHATUA
Knbepbe3onacHoCTb N MHPOPMaLMOHHAA 6e30MacHOCTb MOTMYT MCMO/b30BaTbCs
B3aMMO3aMeHsAeMo.

MpucTaBKka «Knbep-» LMPOKO UCMOb3YeTCH NOANTUKAMMN, XYPHAANCTaMK, aBTO-
paMy NONyNspHON NUTepaTypbl 415 06pa3oBaHNA Ha3BaHWIA ABNEHWIA, CBA3AHHbIX
C UMdpPOBOI 3MOXON: «KnbeprnaHaemunsi», «knbep- Mepn-Xapbop», «KnbeprurmeHa.
C 04HOVI CTOPOHBI, MCMO/b30BaHMe 3TOW MPUCTaBKM Bbi3biBaeT y3HaBaeMyH accoLma-
LU0 C KOMMbIOTEPaMU N UHTEPHETOM U MOXKET CYXKUTb YA06HOM OTChIIKOW A5t CMEeX-
HbIx 061acTeid. C 4pyrori CTOPOHbI, CMbIC/ IPUCTaBKY B pe3y/ibTaTe Jie/1aeTcs BCe MeHee
KOHKpeTHbLIM. HekoTopsble nccnegosateny, Hanpumep 3. daTTep, BbICTYMAakoT 3a 0TKas
OT MOBCEMECTHOrO LCMOb30BaHVs TEPMUHA «KMBep» 1 3@ 3aMeHy COOTBETCTBYHOLLINX
C/I0B U CJIOBOCOYETaHWI 6osiee TOUHbIMU TeEpMUHAMU'.

B MeXayHapoaHbIX OpraHn3aumsx 4158 NpeoAosieHNsa pa3Hornacuii BelpabaTtbiBa-
FOTCA FPOMO3/KMe KOHCeHCYCHble Gopmynnposku. Tak, B OOH obcyxaeHns npasu
noBeJeHVs rocyAapcTB B KMO6epnpoCTpaHCTBe Ha NPoTaxXeHUN 6onee vem AByX je-
CATUNETUA NPOBOAATCA B pamkax nosecTku «JocTmxeHus B chepe MHPopMaTU3a-
LN N TeNeKOMMYHUKaLNT B KOHTEKCTe MeXAYHapOoAHOW 6e30MacHOCTU», B TOM YMC-
ne B dopmaTtax 'pynn npaBuTenbCTBEHHbIX 3KcnepToB ([T13) n ¢ 2018 r. - Paboueri
rpynnbl OTKPbITOro coctasa. B OBCE pa3paboTka mep foBepus AN rocyAapcTB B Ku-
6eprnpocTpaHCTBe paccMaTprBaeTCs B KOHTEKCTe «obecrneyeHs 6e3onacHoCT npu
BCEOOBEMIIIOLLEM 1 MHOTOMEPHOM MCMOAb30BaHUN MHGOPMALMOHHbBIX 1 KOMMYHU-
KaLWNOHHbIX TEXHONOTMNA»2, Mpn 3ToM 1 B pamkax M3, n B OBCE 6binv npeanpuHSTLI
warm no BblipaboTke obulenn TepmuHonorun. M3 B goknage 2010 r. pekoMmeHA0Ba-
Na HaNTN BO3MOXHOCTU «AN19 BbIpaboTKX 06LLeil TEPMUHONOTUN 1 ONpejeneHnin»?
B CBA3W C 0bcyxgaembiMu el Boripocamn. B OBCE B aHaNormyHbIX Lensx y4acTHUKN
[OroBOPUINCE B KadecTBe MepBOro Llara 06MeHATbLCSA NepeyvHs MU NCMOoIb3yeMblX
NMK TepMUHOB*. Ha HenpasuTeNbCTBEHHOM YypoBHe pabota OBCE 6bina npogon-
XeHa, Hanpumep, doHAOM «HoBass AMeprika», KOTOPLIV Npu NoAAepXKe LuBenLap-
ckoro npeacegatensctea B OBCE 3anyctun npoekT «[nobanbHas 6asa AaHHbIX
KnbepornpeaeneHuin»°. HecMOTps Ha BCe YCUNS, CYLLLeCTBEHHbIe Pa3Nyng B UCMOb-
3yeMol CTpaHaMy TePMUHONOMN MO-MPeXHEeMY COXPaHSAOTCS.

B npeanoxeHHoOW cTaTbe aBTOP OMNMPAaeTCcs Ha rnoccapuini «OCHOBbLI KPUTUYECKM
BaXXHOV TEPMUHONOTUU» (2-e N3jaHKre)® - POCCUIACKO-aMePUKAHCKUI NpoekT HCTuTyTa
npobnem nHbopmaLmoHHol 6e3onacHocTn MY n NHctuTyTa «BocTok-3anag». B rnoc-
capuii BknroyeHbl 40 KOHCEHCYCHbIX OorpeeneHnt, BolpaboTaHHbIX 3KcnepTamu 13 Poc-

N

Futter 2018.

2 PeweHne Ne 1039 PaspaboTka Mep ykpenneHusi JOBEpPUS C Lieblo COKPALLEHNst PUCKOB BO3HVKHOBEHUSI KOHGNNKTOB B pe-
3ynbTaTe NCMOAb30BaHNA MHGOPMALMOHHbBIX 11 KOMMYHUKALWMOHHBIX TexHonoruii // OBCE. 2012. [SnekTpoHHBI pecypc]. URL:
https://www.osce.org/files/f/documents/6/4/90634.pdf (aaTa obpalieHns: 24.02.2021).

3 [foknag Mpynnbl NpaBUTEIbLCTBEHHbIX 3KCMEPTOB MO AOCTVKEHNAM B chepe nHPopmaT3aLmm 1 TeNeKOMMYHMKaLWIA B KOHTEK-
cTe MexXzyHapoAHoW 6e3onacHoctn. A/70/174 // OOH, leHepanbHast Accambnesi. 2010. [DnekTpoHHBI pecypc]. URL: https://
undocs.org/ru/A/70/174 (pata obpatyeHus: 02.03.2021).

4 PewweHne Ne 1106 MepBoHaYanbHbI NepeyeHb Mep ykpenaeHus aoepusa B pamkax OBCE ¢ Lienbto coKpaLleHns puckoB BO3-
HUKHOBEHWSt KOHGNNKTOB B pe3y/ibTaTe NCMONb30BaHNA MHGOPMALIMOHHBIX 1 KOMMYHMKALMOHHbIX TexHonoruii // OBCE. 2013.
[DnekTpoHHbIN pecypc]. URL: https://www.osce.org/files/f/documents/0/a/109648.pdf (aaTa obpauyeHns: 02.03.2021).

5 “Global Cyber Definitions Database,” New America, accessed March 2, 2021, http://cyberdefinitions.newamerica.org/.

6 Godwin et al. 2014.
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cim 1 CLUA. B HéM, B 4acTHOCTW, AaHbl onpejenieHns «MHGOPMaLMOHHOro NpocTpak-
cTBa» («1t0bast cpesa, B KOTOPO NMHPOPMALINA CO3LaeTcs, Yepes KOTOPYHO MnepesaeTcs,
NPUHVMAETCSH, B KOTOPOW XPaHUTCS, 06pabaThbiBaeTCs N YHNUTOXAETCA») U «KMbeprnpo-
CTPaHCTBa» («31eKTPOHHas (BkatoYasi GOTOINEKTPOHHbIE 1 Mp.) cpesa, B (MOCpPeACTBOM)
KOTOpO H$OPMaLMS CO3AaETCS, NepeaéTcs, NPUHNMAETCH, XPaHNTCS, 0bpabaTtbiBaeT-
CA N YHNYTOXAETCS») — ClefjoBaTe/IbHO, OHM COOTHOCATCH KakK ObLLiee 1 YacTHoe. Takxke
[AHO onpegeneHve «Knbepbe3onacHoCTU» (CBOMCTBO KMGeprnpocTpaHCcTBa (Kubepcu-
CTeMbl) MPOTUBOCTOATE HAMEPEHHbIM U/ HEHaMEPEHHbIM Yrpo3aMm, a Takxe pearu-
POBaTb Ha HUX 1 BOCCTAHaBAMBATbCA MOC/e BO3AENCTBMSA 3TUX Yrpo3) 1 aHaNorMYHoe
onpegeneHne «MHGOPMAaLIMOHHOM 6e30MacHOCTU» Kak CBOMCTBA MHGOPMALMIOHHOMO
NpoCTpaHCTBa. HakoHeL, B rnoccapun onpegeneHbl «CpeAcTBa KubepcaepXXBaHUs»
(cyber deterrent) (NPU3HaHHbBIA MeXaHW3M, KOTOPbIV CYNTAETCS AENCTBEHHbIM A1 Mnpe-
MATCTBOBAHUS KNOEPKOHIVIKTY, WM YrpoXKatoLLlen AesTeNbHOCTU B KnbeprnpocTpaH-
cTBe). B kayecTBe CpesCTB KMbepcaepXK1BaHNA MOTYT UCNONb30BaTLCS, B YaCTHOCTK, 060-
POHUTE/bHbIE 1 HacTynaTe/lbHble BO3MOXHOCTY B KMGepnpoCTpaHCTBe.

Jlorvka, KOoTopow NMpuAepPXMBaNNCbL aBTOPbI F10Ccapusl, Mofe3Ha AN PacCcMo-
TPEHWs BOMPOCOB CAEPXMBAHNA B KNOepnpocTpaHcTBe. B ciyyasx, korga knbepnpo-
CTPaHCTBO He YNOMUHaeTCsa (Hanpumep, B POCCUCKMX OPULIMANBHBIX AOKYMEHTaX),
MOXHO NCXOAUTb 13 TOTO, YTO rocyapcTBeHHast NoNTMKa B MUHPOPMALIMOHHOM Mpo-
CTPaHCTBe PacrnpoCTpaHAeTCa 1N Ha KM6epnpoCTPaHCTBO, OCTaBasACb Npu 3Tom 6onee
LLUMPOKOW MO CMbICAy. B Tex xe cnydasx, Korga peub AET Npexse Bcero o knbepnpo-
CTpaHCTBe, Knbepbe3onacHOCTY, 10r1Ka r10Ccapurs MO3BONSIET AepXKaTb B yMe UX Tec-
HYIO B3aMMOCBA3b C MHPOPMALIMOHHBLIM MPOCTPAHCTBOM, BO3MOXHOE BO3JelicTBuMe
Ha He3NeKTPOHHY cpegy. POKYC Ha KM6epnpoCTPaHCTBE MO3BOJIAET Cy3UTb PaMKM
nccnesoBaHusa M OXBaTUTb chepy, XapaKTepu3yroLLyrCs HOBU3HOM 1 HeonpeaenéH-
HOCTbIO C TOYKM 3peHNs NMPUMEHEHNS KOHLeNLUY CAepXNBaHUS.

BOI'IpOCbI caepXuBaHua B Kw6epnpoc7paHCTBe
B pOCCMﬁCKMX CTpaTern4eCKux gOKyMeHTax

B poccuiicknx opuumanbHbIX AOKYMEHTax KMO6eprnpoCTpaHCTBO HampsMyto He
ynoMuHaeTcs. Peub NAET 06 MHPOPMALMOHHOM MPOCTPAHCTBE U, COOTBETCTBEHHO,
(MexayHapoaHoI) MHPOPMAaLMOHHOM 6e3onacHoCT, MHPopMaLOHHONM cdhepe. Ho,
KaK y>ke 6bl10 0TMeYeHO, KNH6epnpoCTPaHCTBO OTHOCUTCA K MHGOPMALVOHHOMY Kak
4YacTHOe K 06LemMy, 1 MO3TOMY M3/0XKEHHble MOAXOAbl pPeneBaHTHbI U ANA Knbep-
NPOCTPaHCTBa.

CaepxvBaHne B KOHTeKcTe MHPOPMAaLMOHHOM 6e30MacHOCTH, NCMOb30BaHNSA
VKT, 3aH1nMaeT BaXKHYH0 POb B POCCUCKNX OPULIMANBHBIX AJOKYyMeHTaxX. PopManbHO
ynoMUHaHMe CAEepPXNBaHUS B JAHHOM KOHTeKCTe NOosBUN0OCL B BOEHHOW AOKTpUHE
2014 r." Mo cpaBHeHuto ¢ pegakymein 2010 r.2 nyHKT «OCHOBHbIe 3a4a4y POCCcMnCKom
Pesepaln N0 CAEPXUBAHWIO N NPeAOoTBPALLEHNIO BOEHHbLIX KOHQINKTOB» B pas-
fene «[leatenbHOCTb Poccuiickoh defepaum No CAepXMBaHUIO U NpesoTBpaLLe-

1 BoeHHas gokTpuHa Poccuiickoit Pegepaumm (2014) // Poccuiickas raseta - ®egepanbHblii Boinyck Ne 298(6570). 2014. [Snek-
TPOHHbIV pecypcl. URL: https://rg.ru/2014/12/30/doktrina-dok.html (4ata obpatlerus: 24.02.2021).

2 BoeHHas gokTpuHa Poccuiickoii ®egepauuin (2010) // Cait MpesungeHTa Poccun. 2010. [DnekTpoHHbIA pecypcl. URL: http://www.
kremlin.ru/supplement/461 (aata obpalleHus: 24.02.2021).
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HO BOEHHbIX KOHGAVKTOB» 6bl1 AOMOJIHEH CeMblo 3agavamu. OgHa 13 HUX Hero-
CPeACcTBEHHO KacaeTcs CAepXMBaHUSA B KNO6eprnpoCTpaHCTBe: «CO3jaHune yC0BUIA,
obecrneyrBarLLMX CHMXEHNE PUCKA NCMOMb30BaHWA NHGOPMALMOHHBIX 1 KOMMY-
HVKALMOHHBIX TEXHONOTNA B BOEHHO-MONINTUYECKUX LIeNsX ANA OCyLlecTB/eHus
AeNCTBUIA, NPOTUBOPeYaLLNX MeXAYHAaPOAHOMY Mpasy, HanpaB/ieHHbIX MPOTUB Cy-
BepeHunTeTa, NONTUYECKON He3aBUCUMOCTU, TEPPUTOPUA/IbHONM LEeIoCTHOCTU ro-
CyAapCTB 1 NPeAcTaBAAoWMX Yrpo3y MexXAyHapoAHOMY MuUpy, 6e30macHoCTH, r1o-
6aNbHOV 1 permnoHanbHOM CTabUIbHOCTUY.

Ewé oaHO BaxxHOe HOBOBBeZeHMe BoeHHOM AOKTpUHbLI 2014 T, - NOHATME «CUCTe-
Ma HesZepHOro cAepXmnBaHs», MO KOTOPbIM MOHMMAaEeTCst «KKOMMIeKC BHeLLIHenou-
TUYECKUX, BOEHHbIX U BOEHHO-TEXHNYECKMX Mep, HarnpaBNeHHbIX Ha npeAoTBpalle-
Hue arpeccum NpoTue Poccuiickon Pefepaumm HesgepHbIMI CcpeAcTBamMmmn». B Tekcte
JOKTPpVHbBI OHO He KOHKPeTU3MPOBAHO, HO, COrNMacHO KOMMEHTapUsM cocTaBuTene
JOKYMEHTa, HesZlepHoe cAepXmnBaHue AOMKHO NOCAYXNTb OTBETOM Ha pa3Hoo6pas-
Hble Yrpo3bl 1 BbI30Bbl, KOTOPbIE HE MOTYT CAEPXMBATLCA AA4epHbIM opyXuem'. Kak
oTMeuyaeT A.A. KOKOLLVH, B KOHTEKCTe pa3BUTUS HeAAepHOro CAepPXMBaHNS He06X0-
AVMO YUNTBIBATb W Yrpo3bl B KNGEPNPOCTPaHCTBE?,

B 6onee paHHeM fokymeHTe, KoHLLenTyanbHbIX B3rns4ax Ha AesTebHOCTb Boo-
py>XeHHbIX Cnn Poccuiickor ®egepaun B MHPOpPMaLMOHHOM npocTpaHcTee 2011 1.3
(Ha ocHoBe [JOKTPUHbLI MHPOPMAaLIMOHHON 6e3onacHocTy 2000 r. n BoeHHO foKTpK-
Hbl 2010 r.), NnpuBeAEH cnncok 13 10 NpaBua «CAEPXNBAHNA 1 NPeAOTBPALLEHUS BO-
€HHbIX KOHPANKTOB B MHGOPMAaLMIOHHOM MPOCTPaHCTBE», BKIKOUAOLLMX KaK MexXay-
HapOAHble YCUINS MO CHUXXEHWIO PUCKA BO3HUKHOBEH A KOHPIMKTOB B 3TOM o61acTty,
TakK 1 Mepbl BOEHHOr0 XapakTepa Mo BbIABEHWNIO Yrpo3, NpeAoTBpaLLeHnio KOHGANK-
TOB 1 NPOTUBOAENCTBUIO UX Pa3BUTUS MO MyTW 3cKanauunu.

HakoHeL, B JokTpuHe nHdopmMaLmMoHHOM 6e3onacHocTu Poccuminckoih Pepepa-
umn 2016 r.4, «cTpaTervyeckoe caepXusBaHue 1 npeAoTBpalleHne BOeHHbIX KOH-
GNVKTOB, KOTOPbIE MOTYT BO3HUKHYTb B pe3ysibTaTe MpUMeHeH s UHGOPMAaLIMOHHbIX
TEXHONOTUA» Ha3BaHO NepBbIM B CNCKe HanpaBaeHn obecneveHns MHGopmaLm-
OHHOV 6€30MacHOCTM B COOTBETCTBUU C POCCUICKOM BOEHHOW NMOAUTUKOM (apyrue
HanpaBneHus: obecneyeHre MHGOPMaALMOHHOW 6€30MacHOCTY BOOPYXXEHHBIX CUA;
NPOrHO3MpoBaHMe 1 06HapyXeHWe yrpos; CoAeNcTBME B 3alLMTe CO3HUKOB Poc-
cnu; HeMTpanm3saunsa MHGOPMAaLIMOHHO-MCUXONOTMYECKOrO BO34eNCTBIMSA).

B npeabigyLeli Bepcun JokTpuHbl 0T 2000 r.° TepMUH «CAEpPXMBaHME» He YMo-
MUHaeTca. Ho cpean PyHKUMI rocygapcTBa no obecrneyeHnto MHPoOpMaLMOHHOM
6e30MacHOCTN Ha3BaHbl Mepbl, HanpaBiAeHHble Ha «MpeAoTBPaLLeHe, OTpaxeHne
N HenTpanm3aumo yrpos MHPOpMaLMOHHON 6e3onacHocTn Poccuiickoin depepa-
Ln», UCTOYHUKW KOTOPBIX MOTYT fieXaTb 3a npegenamu Poccuu.

1 HabepexHos, . B BOeHHyt0 JOKTPUHY Poccun BHeC/n NonoxeHve o HesgepHoM caepxuBaHun // PEK. 2014. [SneKTpoHHbI
pecypc]. URL: https://www.rbc.ru/politics/13/12/2014/548bf2c22ae59653833655¢9 (aaTa obpalueHus: 24.02.2021).

2 KokowwH 2014, 203.

3 KoHUuenTyanbHble B3rNsjbl Ha AesTenbHOCTb BoopyxeHHbIx Cun Poccuiickolt ®epepaumm B UHGOPMaLMOHHOM NpocTpaHcTse //
MuHucTepcTBo 060poHbI Poccuiickort ®egepaumn. 2011, [DnekTpoHHbIA pecypc]. URL: http://ens.mil.ru/science/publications/
more.htm?id=10845074@cmsArticle (saTa obpalueHuns: 24.02.2021).

4 [lokTprHa MHPOPMaLMOHHOW 6e3onacHocT Poccuiickoii degepaumm (2016) // Poccuiickas raseta. 2016. [DneKTPOHHbIN pe-
cypcl. URL: https://rg.ru/2016/12/06/doktrina-infobezobasnost-site-dok.html (gata obpatlerus: 24.02.2021).

5 [JokTprHa nHdopMaLMoHHON 6e3onacHocTy Poccuiickoli Pegepaummn (2000) // FapaHT. 2000. [DnekTpoHHbIV pecypc]. URL:
http://base.garant.ru/182535/. (4aTa obpalieHus: 24.02.2021).
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XoTa B 3TUX JOKYMeHTax MoApobHO He paccMaTpmMBalOTCA CpeacTBa U Crocobbl
CAepXMBaHNA B KMOeprnpoCTPaHCTBE, CAEPXMBaHME B HUX OMWUCbIBAETCSH, CKOpee,
B 06OPOHUTE/ILHOM K/IHOUE, TO eCTh B /IOTVIKE «CAEPXKUBAHMSA MOCPeACTBOM HeonylLe-
HWs». TPAMBIX YKa3aHW Ha BO3MOXHOCTb «CAEPXVBaHNUS MOCPEeACTBOM HaKa3aHUs»
B AOKYMEHTax HeT. 3TO OYEeBUAHO NPU CPAaBHEHNW C SAepPHbIM CAepXBaHneM: B Bo-
E€HHOW JOKTPUHEe YETKO OroBapuBaeTCs, B OTBET Ha Kakme fencTBusa Poccma MoxeT
nNpUMeHUTb saepHoe opyxxue. O4HaKO B Lie/IOM OnncaHne caepX1BaHus B Kbepnpo-
CTPaHCTBE HOCUT B POCCUNCKNX OPULMANIBbHBIX JOKYMEHTaX OBLLMIA XapaKTep.

KoHuenuns caepxmnBaHua B KnbepnpocTpaHcTee (M wrpe - MHPOPMaLNOHHOM
MPOCTPaHCTBE) MOXET MOJTyUNTb Pa3BUTE B POCCUNCKNX CTPaTErNMUYECKX JOKYMEHTaXx
CMPUHATNEM HOBOW peaakummn CTpaTernm HaumoHa bHOM 6e30NacHOCTH, OXXNAAEMOIA
B 2021 r.', n nocneayroLLMm ob6HOBNEHMEM BOEHHOM AOKTPUHbLI. Takxke M3MeHeHUs
MOTYT 6bITb BHeCeHbl B OCHOBbI rOCYAapCTBEHHOM NOANTUKK Poccuiickon ®egepaum
B 06/1aCTVN MeXAyHapoAHON MHbOPMALIMOHHON 6e30nNacHOCTM Ha nepurog Ao 2020 r.2,
KOTOpble HYXAatTCA B akTyanmsaLummn. B nepeoHa4anbHOM pegakumm 4oKyMeHTa yrno-
MUHaHVe CAepXMBaHNS OTCYyTCTBOBAO, HO YYMTbIBasi ONMCaHHbIe B 3TOM CTaTbe TeH-
AeHUMW, MosBAEHME 3TOV KOHLIeNUMW NPesCTaBNAeTCA BEPOATHbIM.

MpakTuveckas peanmsauma noaxonos Poccum
K CAEPXMBaHMUIO B KN6epnpOoCTpaHCTBe

Poccns nsbumpatensHo obHapoayeT mHGOpMauuio O PasBUTUM BOEHHbIX BO3-
MOXHOCTEN AN CAePXMBaHNA B KNOepnpocTpaHcTBe. Tak, HopMaums 0 co34aHnm
MY/NbTUCEPBUCHON TPAHCMOPTHOWM CeTU CBSI3M - «BOEHHOMO MHTEpPHEeTa» - OcCBeLla-
eTcs A0CTaTOYHO MoApo6HO3. MnaHmMpyeTcs, UTo 3Ta cucTema byAeT MCNoAb30BaTb-
€A 419 BOEHHbIX 3aaY, laHHble BYAYT XpaHUTLCA Ha cepBepax MMHOBOPOHbI, 38 CHET
yero 6ygeT obecneymBaTbCa 6€30MaCHOCTb U 3aLNLLEHHOCTL OT BHELLUHUX Yrpos.
C Apyroi CTOpOHbI, 0dULMaNBLHO NMOYUTU He NybankyeTca nHbopmMaums 0 pasBUTUN
HacTynaTe/lbHbIX U APYrMX BO3MOXHOCTEN POCCUNCKNX BOEHHbIX B KMb6eprnpocTpaH-
CTBe, 0COBEeHHOCTAX CAePXMBAHNA Yrpo3 B 3TOM cpeje. bobLuas YacTb MHPopmMaLmn
B OTKPbITOM AOCTYyMe, B YaCTHOCTV 06 onepaumsx, aTpubyTrpyembIX POCCUNCKM BO-
eHHbIM VAN CneLcnyX6aMm, 6asmpyeTca Ha XYPHANIUCTCKUX pacciefoBaHUAX, Hayy-
HbIX Ny6AMKaLUMAX, OTYETAX KOMMAHWA Mo Knbepbes3onacHoCTU Nan cneumanmsnpo-
BaHHbIX BeAOMCTB 3anajHbIxX cTpaH*. Taknm o6pa3om, C TOUKMN 3peHnst Mpe3eHTaumm
Poccumeli cBomx ycnununii B chepe co3gaHns BO3IMOXHOCTEN ANs CAepXUBaHWA B Knbep-
NPOCTPaHCTBe, akLeHT AefaeTcs Ha yCcuaeHUn ob0opoHbl, TO eCTb Ha Co3jaHune yco-
BUIA ANSA HeAOMYLLEHWA HaHeCceHs yulepba ¢ nomolubto UKT.

«CaepXunBaHne NocpescTBOM HeOMyLLEeHWSA», O4eBUAHO, CIYXUT PYyKOBOAS-
WM NPUHLMNOM W ANA TOCYAapCTBEHHOW MOAUTUKM B HBosee LUMPOKOM MaaHe.

1 Cosbe33asB1a 0 FOTOBHOCTU HOBOW peaakumm CTpaTternn HaunoHanbHol 6esonacHocTtn // TACC. 2021. [9neKTpOoHHbIV pecypc].
URL: https://tass.ru/politika/10676717 (aaTa obpatyeHuns: 02.03.2021).

2 OcHOBbI rocyAapcTBeHHOV NoAnTMKN Poccuniickolt ®eaepaumnn B 061acTi MeXAyHapoAHOW NHPOPMALMOHHOM 6e3onacHocTH
Ha nepwuog Ao 2020 roaa (2013) // CoseT be3onacHoctu Poccuiickoit ®egepaumn. 2013, [DnekTpoHHbIN pecypc]. URL: http://www.
scrf.gov.ru/security/information/document114/ (aata o6patyeHus: 02.03.2021).

3 Pamm, A., KosadeHko, A., Cmenosoli, b. BoeHHbIl, KpacvBbIli, CyBepeHHbI: apMus PO co3gaeT 3aKpbIThlil MHTEpHET // 3BecTus.
2019. [OnekTpoHHbIN pecypc]. URL: https://iz.ru/854961/aleksei-ramm-aleksei-kozachenko-bogdan-stepovoi/voennyi-krasivyi-
suverennyi-armiia-rf-sozdaet-zakrytyi-internet (gata obpatueHus: 24.02.2021).

4 Cwm., Hanpumep, Lilly 2020.
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MNMokasaTenbHbI NpUMep - «3akOH O cyBepeHHOM PyHeTe/nHTepHeTe»'. [pu BHe-
CEeHUW COOTBETCTBYHLLEro 3aKOHOMPOEKTa ero aBTopbl, ceHatopsbl A.A. Kauwiac,
JN.H. bokoBa u genytat Focaymel A.K. JlyroBoi, MOSCHUAN, YTO OH «MNOArOTOB/EH
C y4eTOM arpeccMBHOrO xapaktepa NpuHATON B ceHTAbpe 2018 roga CTpaTterun
HauMoHanbHoOM KnbepbesonacHocTn CLUA» (nmeeTcs B BUAY HaumoHanbHasa Ku-
b6epctpaTerus, National Cyber Strategy 2018), B KoTOpoI «Poccusa BNpaAMyr 1 6es-
fAOKa3aTeNbHO O6BMHAETCS B COBEpPLUEHUMWN XaKepCKMX aTak»?, 4yTto TpebyeT fo-
MNONHUTENbHBIX Mep Mo 3aluTe paboTbl MHTepHeTa B Poccun. 3aKOH, MPUHATLIN
N BCTYNUBLUWIA B Uy B HOosiEpe 2019 r., B YaCTHOCTM NpeAnucbiBaeT ornepaTopam
CBA3M YCTaHOBKY UAbTPALMOHHOIo 060pyA0BaHMS Ha ToUkax obMeHa TpadurKkom,
PockomMHag3opy - co3gaHne CUCTeMbl LIeHTPasn30BaHHOro ynpasaeHus PyHeToMm.
Mo 3aKOHy B Poccum A0MKHbBI perynspHO NpOBOAUTBCA YYEHUSA MO 0becneyeHunto
CTabubHOCTM paboThl MHTEPHETA, a TakXe J0/KHA 6blTh CO34aHa HaLuVOHalbHas
cMcTeMa AOMEHHbIX MMEH, Ay6nnpylowasa rnobanbHyr, Ha cydail OTKIYeHUA
Poccnm oT rnobanbHOro nHTepHeTa.

BHewHNMK yrpo3aMm 060CHOBbLIBAeTCA M MMMAOpPTO3aMelleHne NHOCTPaHHOro
nporpaMmmHoro obecneveHus (MO). Mo oueHkam CoseTa besonacHocTn Poccun, mc-
MOJ/Ib30BaHMeE Ha POCCUICKNX 06bEKTax KpUTUYECKOM MHGPACTPYKTYPbl 3apybexxHoro
MO conpsieHo ¢ puckamu Knbepbe3onacHOCTH, MOCKOIbKY 3TO MOXET cogepXaTb He-
AeKNapnpoBaHHble yS3BUMOCTIAS,

ObecneyeHue cyBepeHnUTeTa Haj HaLMOHANbHBIM CEFMEHTOM MHTepHeTa* MoXeT
npecnefoBaTb pasHble 3a4a4K, a NX 3PPeKTUBHOCTb — OCTaBaTbCA NMpeAMeTOM Cro-
POB, HO C TOUKM 3PEeHUA CAEPXMBAHNSA B KNOEPNPOCTPAHCTBE OHW MOTYT bbITb MHTEp-
NPeTVNPOBaHbI KaK LUAr/ MO CHUXKEHWIO YA3BUMOCTM POCCI OT BHELLHWX BO34eACTBUIA
B Kb6epnpoCcTpaHCTBe 1 TeM CaMbiM 0becrneymBaTh «CAepXnBaHVe NoCPeACTBOM He-
JLONyLLEeHNs» HexenaTenbHOoro yuiepba.

OdunumanbHble 3asBNeHNSA, Kacarolmecs BONpocoB NMHGOPMaLMOHHOM 6e30-
NacHOCTU N €€ MeXAYHapOAHOro U3MepeHUs, Takxe MOryT MHTeprnpeTnpoBaTb-
cs AN9 NOHUMaHUSA POCCUACKMX MOAXOA0B K CAEPXMBAHUIO B KN6EPNPOCTPaHCTBe.
Ha mexayHapoAHOM ypOBHe OCHOBHOW MOCkII NpeAcTaBuTenell Poccmn valle Bce-
ro 3aK/1t04aeTcs B HE06X0AMMOCTY BbIPaboTKM 06X NPaBW U NCNONb30BaHNSA
AvnaoMaTMn Ana npejoTepalleHns KOHGANKTOB. [NaBHbIM ajgpecaToM Takmx no-
cnaHui aensatoTcs CLUA; Tak, B ceHTAbpe 2020 r. poccminckas No3numnsa 6bia1a Bblcka-
3aHa Ha BbiCLLeM YpOBHe B NpejnoxeHnn npesugeHTta B.B. MyTrHa BOCCTaHOBUTb
ABYCTOPOHHEe COTPYAHNYECTBO B 06/1aCTU MeXAYyHapoAHON VHPOPMaLMOHHOM
6e3onacHocTn. CornacHo ero 3aaBneHnto: «O4HNM 13 OCHOBHbIX CTpaTernyeckmx
BbI30BOB COBPEMEHHOCTU ABAAETCA PUCK BO3HUKHOBEHWS MaclUTabHON KOHPPOH-
Tauun B unpposoit chepe. Ocobas OTBETCTBEHHOCTb 3a eé npejoTBpalleHune ne-

1 PegepanbHblii 3aKkoH oT 1 Masi 2019 r. N 90-@3 «O BHeceHUW n3MeHeHWIi B PejepanbHblii 3akoH «O cBsi3u» 1 PejepanbHblii 3a-
KOH «O6 nHdopMaLMK, MHGOPMALIMOHHLIX TEXHONOTUSAX 1 O 3aLumTe nHdopmauun» // Poccniickas raseta. 2019. [S1eKTPOHHBI
pecypc]. URL: https://rg.ru/2019/05/07/fz90-dok.html (aata obpaLieHus: 24.02.2021).

2 KopueHkosa, H., TuwuHa, fO., LLlecmonepos, /. «/IHTepHeT He aboHeHT» // KommepcaHTb. 2018. [3nekTpoHHbI pecypc]. URL:
https://www.kommersant.ru/doc/3833069 (aata obpatyeHuns: 24.02.2021).

3 [lemnesol, B., KaHmelwes, [1., Tonopkos, A. 3apybexxHoe nporpaMmHoe obecneyeHune - 31o yrpo3sa// Begomoctu. 2019. [DneKTpoH-
HbIA pecypc]. URL: https://www.vedomosti.ru/business/articles/2019/01/23/792289-zarubezhnoe-programmnoe-obespechenie
(nata obpalyeHus: 24.02.2021).

4 llona Stadnik, “Sovereign RUnet: What Does it Mean?” Internet Governance Project, Georgia Institute of Technology, 2019,
accessed February 24, 2021, https://www.internetgovernance.org/wp-content/uploads/IGPWhitePaper_STADNIK_RUNET-1.pdf.
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XXUT Ha KNOYEBbIX UTPOKax B chepe MexayHapoAHON MHGOpPMaLMOHHOW 6e3onac-
HocTn (MUB)»'.

Poccusa He npuberaeT K npakTuke Ny6anYHOM aTpmbyuum kKnbepaTtak, B YEM Mpo-
ABNIAETCH CyLLLeCTBEHHOE OT/INYMEe OT aMepMKaHCKOro nogaxoga. bonee Toro, poccuin-
ckre odpurLmanbHble NLA KPUTUYECKM OLIeHNBAKOT 06BMHEeHWSA BallHITOHa B agpec
KOHKPETHbIX CTPaH B KnbepaTtakax 1 pacCMaTpyBatoT Takme 06BMHEHNS Kak BO3MOX-
HbIi Npeanor Ans arpeccrBHbIX AENCTBUIA. 3amecTuTenb cekpetapst CoseTta 6e3o0-
nacHoct O.B. XpamoB 3asiBW/1, UTO YYaCTHUKW pa3BebiBaTe/IbHOro 0bbejHeHus
«[aTb rnas» (ABctpanus, BennkobputaHus, KaHaga, Hosas 3enaHans, CLLA) «cxoaaT-
€Sl Ha TOM, YTO BMHOBHMKOM KOMMbIOTEPHOIO MHLMAEHTA MOXHO 06BSABUTL Nt06oe
rocyapcTBO U, CCbINasCh Ha 3akperieHHoe YcraBoM OOH npaBo Ha caMOO60pOoHY,
arnTUPYHOT 3@ BO3MOXHOCTb MPeAnpuHMMaTh lobble OTBETHbIe fecTBUS»% 1o ero
C/I0BaM, Lie/lb O6BUHEHWSA: B OAHOCTOPOHHEM MOPSAKE «/1eraan3oBaTb BO3IMOXHOCTb
npoBeseHNs He TOIbKO MHPOPMALIMOHHbIX, HO 1 BOEHHbIX Ornepaunii NpoTuB «Hey-
[OBHbBIX» rOCYAAPCTB, BMAOTh A0 NPUMEHEHNS S4ePHbIX apCeHanoB»>.

Ecnn poccuiickme npeacTaBUTeNN Ha3bIBAKOT UCTOYHUKM TeX UAW UHBIX Knbepa-
Tak, TO rOBOPWUTCH, Kak MpasBu/o, O rocyAapcTBe, C TEPPUTOPUN KOTOPOro MpeAno-
JIOKNTENbHO OCYyLLeCTBAAIaCb BPeJOHOCHAA JesTeNlbHOCTb. Hanpumep, cneunpes-
CTaBUTeNb Mpe3ngeHTa Mo BOMpoCcaM MeXZAyHapoAHOro COTpyAHMYecTBa B obnactu
NHOpMaLMOHHOM 6e3onacHocTn A.B. KpyTckux, roBopst 0 HanajeHun Ha nHopa-
cTpykTypy LUK n apyrnx poccuinckmx rocopraHoB B Meprog NpoBeAeHUs rofocoBa-
HUS no nonpaskam B KoHcTuTyumto netom 2020 r., 3aasun: «MctouHmnkmn DDoS-aTak
MOLLHOCTbO 0 240 TbIC. 3aMpoOCoB B CeKyHAY ¢ukcnmposanncb ¢ Tepputopmmn CLLA,
BennkobputaHum, YkpaviHbel 1 psiga ctpaH CHIM »?,

B poccninckinx 3asBneHnAX CoAepxaTcs M HaMEKM Ha «CAepXXmBaH/e MoCpeACcTBOM Ha-
KasaHusax». Tak, A.B. KpyTckux, B 2018 r. KOMMeHTVpys cnosa K. BonToHa, Ha TOT MOMeHT
coBeTHMKa npe3ugeHTa CLLUA no HaunoHanbHOM 6e30MacHOCTY, O BO3SMOXHOM WCMOSb-
30BaHWM KnbepcpeACTB MPOTUB Poccun, oTMeTUN: «A OH yBepeH, UTo Poccns He oTBeTUT
Ha NoJ06HYH0 MPOBOKaLMIO?»®. [pn 3TOM cneunpescTaBUTelb Ha3Ban NOMbITKA MpuMe-
HWUTb IOMMKY CAEPXMBAHNS K KMOeprnpoCTPaHCTBY YyA0BULLHOM. B ntoHe 2019 r. nocne ny-
6nvkaumm New York Times o pasmelLieHunn CLUA 3noBpegHoro MO (3aknagok) B pOCCUACKNX
anekTpoceTsx, A.B. KpyTckmx npoumtipoBa rno 3ToMy NoBOZAY BbICKa3blBaHME «KTO K HaM
C Knbepmeyom NpuaeT, TOT OT Knbepmeya 1 NornmbHeT»°. Mo ero coBam, «Bce NonTYe-
CKMe feAaTenn JOMKHbI MOHMMATb, YTO 3a KaxAbIM AeCTBMEM ByeT NpoTUBOAeCTBIE. [...]
Mo3ToMy XenaTeNnbHO 3TUM MeyeM He pasMaxm1BaTh U HaC He 3anyrnBaTby’.

1 3asBieHune Bnagumupa lNyTrHa 0 KOMMAEKCHOM NporpaMme Mep no BOCCTAHOB/IEHNIO POCCUIACKO-aMePUKaHCKOro COTPYAHNYe-
CTBa B 06/1aCTV MexayHapoAHo nHGopMaLoHHOW 6e3onacHocTy // CaiiT Mpe3sungeHTta Poccum. 2020. [SneKTPOHHBIN pecypc].
URL: http://kremlin.ru/events/president/news/64086 (aata obpatieHus: 24.02.2021).

2 Eeopos, /. BoliHbl BUpTYyanbHble 1 peanbHble // Poccuiickas raseta. 2019. [DnekTpoHHbI pecypc]. URL: https://rg.ru/2019/08/14/
chislo-opasnyh-kiberatak-na-obekty-v-rf-vyroslo-v-11-raz-za-tri-goda.html (zata o6paLueHus: 02.03.2021).

3 Tam xe.

4 Tpv ronocoBaHMM No KOHCTUTYLUMU B PO dpurkcrposany DDoS-aTakm n3 CLUA, BenvkobputaHum, YkpanHsl // TACC. 2020. [Snek-
TPOHHbIN pecypcl. URL: https://tass.ru/politika/9391631 (aaTa obpalieHns: 02.03.2021).

5 YepHeHko, E.B. Ham He Haz0 60poThbcs 3a penyTauuio. MyHAUP HaLl 1 Tak uncT // KommepcaHTb. 2018. [91eKTpoHHBbIN pecypc].
URL: https://www.kommersant.ru/doc/3611689 (aata obpatyeHus: 24.02.2021).

6 KpyTtckux: MockBy yamBAsieT, uto Tpamn Ha3Bas CTaTblo 0 kmbepaTakax npotus P® rocnsmeHoit // TACC. 2019. [DneKTPOHHBIA
pecypc]. URL: https://tass.ru/politika/6566204 (aata obpalyeHuns: 24.02.2021).

7 KpyTckmx o kmbepyrposax 1 cnocobax npoTMBOAEACTBUA UM // MexayHapoaHas Xu3Hb. 2019. [nekTpoHHBbIn pecypc]. URL:
https://interaffairs.ru/news/show/22314 (sata obpatieHus: 24.02.2021).
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MOXHO MPeAnonoXnTb, YTO MPOTVBOAENCTBMEM OT 3aK1aZ0K B POCCUNCKUX KpU-
TUYECKUX CUCTEMAX MOFAN Bbl MO aHaNOrMKM BbiTb 3aKNAAKN B KPUTUYECKMX CUCTEMAX
Apyrov ctopoHbl, Hanpumep, CLUA. JelictBuTenbHO, AreHTCTBO Mo Knbepbe3onacHoCTH
1 6e3onacHocTn nHdpacTpykTypbl CLLIA coobLuano o poCccnnckon NpaBUTENbCTBEHHOM
KN6epakTUBHOCTY, MULLEHBIO KOTOPOW, MO UX COOBLLEHWIO, BbINN Pa3InYHbIe OpraHu-
3aUMK, OTHOCALLMECS K KpUTUYeckon nHppacTpykType'. OAHaKO HEOOXO0AMMO YTOUHWUT,
YTO M3 3TUX U MOAOBHbLIX CBeAEHUI CI0XHO BbIAEIVUTb MOTUBALMIO akTopa, CTosiLe-
ro 3a TakKUMU AeCTBUSMU (SBASKOTCA 1N OHW AeCTBUTENIbHO MHCTPYMEHTOM CAEPXKMBA-
HWS NIV peLLatoT VHbIe 3a4a4n). Kpome Toro, poccuiickme oduLmansHble MpeacTaBuTen
nocnefoBaTe/IbHO OTPULIAIOT MPUYACTHOCTb POCCUN K TEM UV UHBIM MPUMNNCLIBAEMbIM
ell Knbepartakam, CCbINasiCb Ha OTCYTCTBME AOCTAaTOUHbIX JOKa3aTeNbCTB.

BOI'IpOCbI caepXuBaHua B Ku6epnpoc7paHC'rBe B aMepUKaHCKUX
CTpaTern4eCkmux goOKyMeHTax

B CLUA Bomnpockl 6e30macHOCT! KMbeprnpoCTpaHCTBa NMosSBAAOTCA B odpuLmalib-
HbIX fOoKyMeHTax € 1990-x rr.2 lNepBblii MOMHOLEHHbIN CTpaTernyecknin JOKyMeHT
B 3TOV cdepe - HaumoHanbHasa cTpaterms Aas 3alnTel KnbepnpocTpaHcTea® - 6bina
npuHaTa B 2003 r. agmMuHUCTpaumein x. bywa-mn. XoTa B 3TOW cTpaTernn He cogep-
XNTCH CaMOTro TEPMUHA «CAePXNBaHME», B Hell HEOAHOKPATHO YMOMUHAETCs HeobXo-
AMMOCTb CAepXmnBaTb KN6epyrpo3bl 1 310HaMepeHHbIX aKTOPOB, CMOCO6HbIX HAHECTH
yuiepb kputnyecko nHpactpyktype CLLA.

MexayHapoAHasa cTpaterus Ana knéepnpoctpaHcrea 2011 r.4, npuHaTas BO
Bpems npesngeHtctBa b. Obambl, BKAOUMAA CAEpPXMBaHME B YMCNO OCHOBHbIX
HanpaeneHnn gesatenbHocTn CLUA no cHWXeHUIo Knbep-puckoB Hapsady C npa-
BOOXPaHUTEIbHLIMU Mepamy, COrnacoBaHMeM HOPM U MpPaBul OTBETCTBEHHOIO
noBejeHNs rocyfapcre, Mepamu yKperieHns Ao0Bepus U MOBbILLEHWS TpaHcna-
PEHTHOCTW 1 gunaomaTtmenn. CaepXmnBaHne paccMaTprBaeTCsd B KayecTBe OCHOBbI
060POHUTENILHOI YacTn cTpaTernu, NPUYémM B AOKYMEHTe NPOBOAUTCH pasnnyuve
MeXAay ABYMS KOMMOHEHTaMu Takoro noAxoAa: ybexsaeHneM oTkasaTbCs OT aTak
(dissuasion) n yrpo3oi Bo3me3aus (deterrence). 3T ABa KOMIMOHEHTa MPUMEPHO CO-
OTBETCTBYIOT «CAEPXMBAHNIO NOCPEACTBOM HEeAOMNYLLUEHNA» U «CAEPXMBAHUIO MO-
CpeACTBOM HakasaHma». OTMeyaeTcs, YTo B pamkax caepxusaHug CLLUA octasagoT
«3a C060l NpaBo NCMONb30BaThb BCe HEOOXOAVMbIE CPEACTBA — AUMIOMaTUYEeCKMe,
NHGOPMaLIMOHHbIE, BOEHHbIE 11 3KOHOMMYeCKNe — Mo Mepe HeEOBXOANMOCTU 1 B CO-
OTBETCTBUWN C MPUMEHUMbBIM MeXAYHAaPOAHbIM MPaBoM»®. MIcnosib3oBaHNe BOEH-
HOI CUNbI paccMaTpPUBAETCSA Kak KPanHWIA BapuaHT.

HecMOTps Ha TO UTO B JOKYMEHTE He NPOonMcaHbl KOHKPETHbIE NapamMeTpbl CAep-
XNBaHWA B KNO6EpPrnpOCTPaHCTBeE, B HEM OTMeYeHbl Takiie 0COBeHHOCTH, Kak HeobXo-

1 “Russian Government Cyber Activity Targeting Energy and Other Critical Infrastructure Sectors,” CISA, 2018, accessed February
24,2021, https://us-cert.cisa.gov/ncas/alerts/TA18-074A.

2  CrapgHuk 2018, 159.

3 “National Strategy to Secure Cyberspace (2003),” White House, accessed February 24, 2021, https://us-cert.cisa.gov/sites/default/
files/publications/cyberspace_strategy.pdf.

4 “International Strategy for Cyberspace (2011),” White House, accessed February 24, 2021, https://obamawhitehouse.archives.
gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf.

5 Ibid.
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AVIMOCTb BOBJiIeYeHUs1 B 060POHUTE/IbHbIE MepOonpUATS BCEro MpaBUTeNbCTBA, YacT-
HbIX KOMMAHWI 1 rpaxaaH, yrpo3bl CO CTOPOHbI MPECTYNHOCTU U HEroCcyapCTBEHHbIX
aKTOPOB, B3aMMOCBA3aHHOCTb 6€30MacHOCTU OAHOWM CTPaHbl B KMH6epnpoCcTpaHCTBe
C OCTaNbHbIM MMPOM. HakoHel, B cTpaTerny roBopuTcs 1 0 HeEOBXOAMMOCTU pa3Bu-
TUA KONEKTUBHbIX CPEeACTB CAepXMBaHUA B knbeprpocTpaHcree CLLUA coBMecTHO
C NapTHEpPamu N CO3HUKaMMU.

Mpn agMuHncTpaumn [. Tpamna knbepcaepxmBaHuve elwé 6onee NpoyHoO 3akpe-
nnUNocb B oduLmanbHbIX JOKYMEHTaxX No HauMOoHanbHOM 6e3onacHoCcTU. VX obLueli
XapakTepUCTUKOM CTan CABUM B CTOPOHY bonee peLunTensHOM 1 akTUBHOM NOAUTUKN
B KnbepnpocTpaHCcTBe Ha pOoHe pacTyLLx ornaceHuii mo NoBoAy Knbepatak u, ¢ Apy-
FOl CTOPOHbI, XenaHua obecneunTsb goMUHMpoBaHue CLUA B aTol cpege’. B Ctpa-
Ternn HaunoHanbHoM 6e3onacHocTn 2017 r.2 obecrneyeHmne 6e30nacHOCTV AMepuKn
B Knbepanoxy 6b110 BblAeNeHO B O4HO M3 MPUOPUTETHBLIX HanpaBieHU B pamKax
3aLlMTbl aMEPUKAHCKOro HapoAa, CTPaHbl U 06pasa XMU3HW N BKIKOYANO CAepXnBa-
HVe 1 npeceyeHne fesTesIbHOCTY 3/I0HaMepeHHbIX KnbepakTopoB. B pamkax gpyroro
cronna crtpaternu - «CoxpaHeHVe MMpa C MOMOLLLbIO CUJbI» — CAEPXXNBAHMIO B LLe/10M,
He TO/IbKO B KMHeprnpocTpaHCTBe, OTBOAMIACh BaXHas POib B BO30OHOBMBLLEMCA
«COMEepHNYeCTBe BeINKNX AepXaB» (CTpaTernyeckoe BUAEHME, NPeAnoXeHHoe aj-
MUHUCTpaumer [. Tpamna, npeAcTosLlelt anoxm kak conepHmnyecta CLUA ¢ Kutaem
1 Poccrein). CornacHo AOKYMEHTY, «CerofHs obecneymnTb cAepXmnBaHme 3HauUTeIbHO
C/IOXHee, YeM BO BpeMeHa XON0AHOW BOWHbI. [TPOTUBHNKK N3YYNIN aMePUKAHCKNIA
Cnocob BeAeHWs BOWHbI M Hayanu pas3BYBaTb BO3MOXHOCTM, KOTOpble HaueneHsbl
Ha HaLlW CUNbHbIE CTOPOHbI M CTPEMATCS UCMONb30BaTh HaLLW NpejnoaaraemMble cia-
60CcT». K TaKMM BO3MOXHOCTAM OTHEeCeHbI B TOM YMcae KN6epUHCTPYMeHTbl. ABTOpbI
cTpaTeruu genatoT BbiBOA: «Heobxo4MO pacnpoCTpaHnTb CAepX1BaHMe Ha BCe 3Tn
06/1aCTV 1 HaMpaBUTb ero Ha BCe BO3MOXHbIE CTpaTernyeckme atakm»>,

MonoxeHusa CTpaTernm HaumMoHanbHon 6e3onacHOCT 2017 1. B OTHOLLEHUN KK-
6eprnpocTpaHCTBa pa3BrnBannch B bonee cneumann3npoBaHHbIX JokyMeHTax: Hauumo-
HanbHON kmbepcTpaTerym n Knbepcrpaterum MuHUcCTepcTBa 060POHbLI, MPUHATLIX
B CeHTA6pe 2018 r. B nepBOM yNOMSHYTOM JAOKYMeHTe CAepXuBaHne B Knbepnpo-
CTpaHCTBe BHOBb pacCMaTpPUBAaETCs B KOHTEKCTe COXPaHEHMNS M1Pa C MOMOLLbIO CUJTbI.
CLLA, c ofHOVI CTOPOHbI, 6yAyT NPOABMIaTbe HOPMbl OTBETCTBEHHOIO NOBEAEH S rocy-
[ApCTB B KMOEpNpOCTPaHCTBE, a C APYroM — 3aHUMATbCSA aTpubyLmeln 1 CAepXnBaHu-
eM HerpuemeMoro nosejeHusi. 3To byaeT obecrneunBaTbCa MyTEM UAeHTUGMKALUN
KOHKPETHbIX aKTOPOB OTBETHbIX AeCTBUIA Ha KbepaTaky, BbICTPaMBaHWA MeXayHa-
POAHONM KOANNLMU eANHOMBILLUNEHHWKOB AN CAEPXMBAHWA B KNOEpnpOCTPaHCTBe,
a Takke NPOTMBOAENCTBMSA BpaxaebHbIM MHPOPMALIMOHHbBIM orepaumsam?®. 370 oTpa-
XaeT MeHsoLeecs BocnpuaTre yrpos s CLLA.

Ha npoTaxeHn MHOTUX 1eT amepuKaHCKe NpeACcTaBnTeNn HacTanBeaam Ha y3KoMm
MOHVMaHWK KnbepbesonacHoCTH, HO B NocsiefHue rogpl Ha GoHe ckaHAaN0B BOKPYT

N

Cwm. Alexander 2018.

2 “National Security Strategy of the United States of America (2017)," White House, accessed February 24, 2021, https://
trumpwhitehouse.archives.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf.

3 Ibid.

4 “National Cyber Strategy of the United States of America (2018),” White House, accessed February 24, 2021. https://

trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf.
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POCCUIACKOro BMeLLaTe/IbCTBa B Npe3ngeHTckme Bblbopbl 2016 r. 1 pa3nnyHbIX Npu-
MepOB 3/I0HaMePEeHHOro UCMO/Ib30BaHNSA CoLCeTell Ha YPOBHE PUTOPUKA U B OTAE/b-
HbIX JOKYMEHTaX Knbepyrpo3bl BCe Yalle pacCMaTpuBatoTCa BMeCTe C APYrMU UH-
$OpMaLMOHHBIMK Yrpo3amu B 601ee LNPOKOM KOHTEKCTe.

HakoHel, Knbepctpaterusa lNeHTaroHa npoeuypyeTt «CONepHUYEeCTBO BEUKNX
AepXaB» Ha KMb6epnpoCTPaHCTBO: «Mbl AO/MKHbI 06ecrneynTb CMOCOBHOCTbL aMmepuKaH-
CKNX BOOPY>KEHHbIX CU CpaxaTbCs U nobexaaTb B BOMHaxX B 060N chepe, BKAOUAs
Kn6epnpoCcTpaHCTBO. ITO OCHOBOMO/aratLLee TpeboBaHVe HaLMOHaNbHOM 6e3onac-
HocTy CLLIA v 3anor K obecneyeHMto TOro, YTobbl CAepXMBaTb arpeccuto, BKIOYas
KnbepaTtaky, npeacTaBnsaoLLMe cobor NnpumMeHeHne cubl, NpoTre CLUA, Hawwmx co-
FO3HWKOB M HalmxX napTHepoB»'. HemocpeaCTBEHHO O CAEpPXMBaHWUM B CTpaTernm
ropoputcs, Yto CLUA «CTpemsaTcs MCnonb30BaTb BCE NHCTPYMEHTbI HALMOHAbHOW
CUNbI NS CAEePXMBAHUSA MPOTUBHUKOB OT BeAeHNs 3I0HaMepPeHHON AeAaTebHOCTH
B KM6eprnpoCTpaHCTBe, KOTopas yrpoxana bl HaunoHanbHbIM MHTepecam CLUA, Ha-
LM COHO3HMKaM WUanm napTHEpam». [ina NeHTaroHa 310 B NepByo ovepeb Npesrno-
naraeTt 3almUTy COBCTBEHHbIX CeTell, HO TakXke U rOTOBHOCTb MpY HEeOobXOoANMOCTHU
OTBETUTb C MUCMO/Ib30BaHMEM BOEHHOW CUAbI. B 3TOM AOKyMeHTe BBOAATCA eLLlé fBe
KOHLenuuMuy, KoTopble Takxke AOJIKHblI CMOCOBCTBOBaTb CAEPXMBAHMIO: «NepeAoBas
obopoHa» (defend forward) B kmbepnpocTpaHCTBe, YTO MpeAnosiaraeT npeceyeHmne
Yrpos VX UCTOYHMKA, a TakXke NAea «HernpepbiBHOro» (persistent) conepHUYecTsa, T0
eCTb AeMCTBMIA MPOTVB NPOTVBHMKOB B KaXA0AHEBHOM pexumMe, He TOJIbKO B Cilyyae
KOHKPEeTHbIX aTak.

BaxHas 0CO6eHHOCTb BCeX KtoueBbIX OPULMaNbHbIX AOKYMEHTOB aAMUHNCTPA-
umm . Tpamna, Kacarowmxcs Knbepbe3onacHOCTH, 3aK0YaeTcsa B TOM, UTO B HUX
0603HayYeHbl OCHOBHbIE MPOTUBHUKK, KOTOpble BocnpuHMMatoTca B CLUA rnaBHbIM
06BbeKTOM CAepXMBaHUA B KnbeprpocTpaHcTee: Knutan n Poccns Kak ABa paBHbIX CO-
nepHuka (peer competitors) 1 y4acTHUKa «CONepHMYECTBa BeIKUX AepxaB». Takxke
310 MpaH 1 KHAP, KoTopble NpoBOAAT BpaxaebHyto no oTHoweHuto K CLLUA noantn-
Ky 1 B TOM YunC/Ie MOTYT HaHeCcTu yuep6 HauMOHaAbHOW 6e30MacHOCTM C MOMOLLbHO
Knbepartak. JlONOAHUTENBHO K 3TUM CTpaHaMm (KOTopble HEKOTOPble amepuKaHckme
UMHOBHWKM OKPeCTUAN «B0NbLUOM YeTBEPKOI»?) B UMC/Ie MPOTUBHNKOB Ha3bIBarOTCA
HerocyAapCTBeHHbIE akTOPbl: TEPPOPUCTLI 1 KNBeprpecTynHUKN.

Mpuxog Ax. bangeHa B benbii fom B 2021 r. OTKpbLIBaeT HOBbIM 3Tan 3BOJIOLMN
B3rNA40B Ha CAePXMBaHMe B KNOepnpoCTPaHCTBE B aMepUuKaHCKMX oduLmanbHbIX JO-
KymMeHTax. MOXHO OXWAaTb, UTO B 3TOV chepe BO MHOrOM COXPaHUTCA NpeemMCcTBeH-
HOCTb: TaK, K/lt04eBble MO3ULMK, CBA3aHHbIE C Knbepbe3onacHOCTbIo, B KOMaHAe Ho-
BOro npe3ujeHTa 3aHVMatoT 3KCMepThl C 60bLUMM OMbITOM CYXX6bl B MPeAblAyLLnX
aAMUHNCTPaUMsX, B TOM yncie npuv . TpamneZ. Npr 3ToM 06HOBNEHHbIe cTpaTernye-
CKMe AOKYMeHTbI 6yAyT MPUHMMAaTBLCA MOA BANSHUEM KaK MOC/IeAHNX COObITUIA (B TOM
yncie Takmx LMPOKO 06CyXKAaeMblX B3/IOMOB, KaK MPOHVKHOBEHWE XakepoB B CUCTe-

1 “Department of Defense Cyber Strategy Summary (2018),” U.S. Department of Defense, accessed February 24, 2021, https://
media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF.

2 “Full Transcript of ‘Face the Nation’ on December 6, 2020," accessed February 24, 2021, https://www.cbsnews.com/news/full-
transcript-of-face-the-nation-on-december-6-2020/.

3 Christopher Bing, and Joseph Menn, “After Big Hack of U.S. Government, Biden Enlists ‘world Class’ Cybersecurity Team,” Reuters,
January 22, 2021, accessed February 15, 2021, https://www.reuters.com/article/us-usa-biden-cyber-idUSKBN29R18I.
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Mbl desepanbHbix BegomcTB B CLLA, packpbiToe B KoHLUe 2020"), Tak U MHUUMATUB
Pas3NNYHbIX rpynn BAUAHWA BHYTpK CLUA.

Ocoboro BHUMMaHWSA 3aciyxmBaeT pabota Komuccum no krubeprnpoCcTpaHCTBY
(Cyberspace Solarium Commission), koTopasi 6bina yupexzeHa KoHrpeccom B 2019 T.
W HasBaHa MO aHanorum c npoekToMm «Conapwuii», CO3A4aHHbIM MNpPe3nAeHTOM
[. dh3enxaysapom B 1953 r. gns onpejgeneHns COrnacoBaHHOM CTpaTerny BOEHHO-
nonutmnyeckoro coobuiectea CLUA no npotusogericteuio CoseTckomy Cotozy. Lle-
nbto Kommccmm no knbepnpocTpaHCTBY 6b110 «BblpaboTaTb KOHCEHCYC B OTHOLLEHUI
cTpaTernyeckoro nogaxoaa k 3awmte CoeagnHeHHbIX LLITaToB B KnbepnpocTpaHcTee OT
KnbepaTak, UpeBaTblX 3HaUUTEIbHbIMW NOCNEACTBUAMM»Z, & €& MaHAAT BK/KYan pac-
CMOTpPEeHMe BOMNPOCOB CAEPXMBAHUA Kak OAHOIO 13 BapuaHTOB 3awnTbl CLUA - Haps-
4y C MpoABMXeHNEeM HOPMAaTUBHbIX PEXMMOB U CPbIBOM BpaXAebHbIx aTak. B coctas
Komuccrm BoLn YneHsl NanaTel NpecTaBuTeNen N ceHaTopbl OT 06eunx NapTuid, Bbl-
COKOMoCTaB/eHHble npegcTaBnTen MUHo6poHbl, PP, MnHMCTepCTBa BHYTpPeHHe
6e30MacHOCTU 1 APYrX OpraHoB. B eé ocHOBHOM gokniage B mapTe 2020 r. B kKavecTse
HOBOIO CTPaTern4yeckoro noaxoAa K KnbepnpocTpaHcTBy 66110 Npe/IoeHO MHOMOY-
poBHeBOe KnbepcaepxmsaHue (layered cyber deterrence)®. NMpegnonaraetcs, uto CLLA
OyayT cAepXMBaTb Yrpo3bl Ha TPEX YPOBHSAX: POpMMpoBaHMe (OTBETCTBEHHOrO) Mo-
BeZleHNs B KnbepnpocTpaHCcTBe (shape behavior);, HefonyLleHWe Noay4YeHns npoTmB-
HUKaMW BbIFOZ C MOMOLLbIO Knbepatak (deny benefits); NoBbILLEeHWE U3JepXeK 3a CHET
NoAAEPXaHNS Yrpo3bl BO3Me3ausa (impose costs). 3T KOMMOHEHTLI yXe COCTaBAs-
FOT OCHOBY aMepuKaHCKOro noAxofa K KubepcaepxmBaHuio, 1 foknag Komuccmm
Mo KN6epnpoCTPaHCTBY MNepeocMbICISET UX KaK YacTb LiefibHOM cTpaTeruu.

Joknag Komuccmm cam no cebe He HOCKA XapakTep CTpaTernyeckoro 4oKyMeHTa,
HO OH cogep>kan 6osiee 80 pekoMeHAALNM NO MMMNEMEHTALUN NPeSIOXEHHOro Noj-
X043, N 25 N3 HUX 6bIIN BKIIOYEHbI B 3aKOH 06 aCCUrHOBaHMAX Ha 060pOoHY Ha 2021
duHaHcoBbIN rogt. B npeaasepuun nHayrypaumm Jx. barigeHa Komuccns, paboTa Ko-
TOpOI 6blna NpoasieHa Jo Aekabpsi 2021 r., onybavkoBana «benyro KHUMy» A5t HOBOA
AAMUHNCTPAaLNKM C NPeNoXKeHNIMN MO JaNbHeleMy BHeAPeHNI0 OCHOBHbIX B 06-
NacTu kMbepbe3onacHOCTY B MOJINTUKY, B TOM UMC/1e 1X 3aKpernieHne B HOBOV pesak-
U HaumoHanbHOW KnbepcTpaTernm®.

MpakTnyeckas peanusauyusa nogxogos CLUA
K CAEPXUBAHUIO B KN6EpPNpPOCTPaHCTBE

[leMOHCTpaLmsa BO3MOXHOCTE B KMBeprnpoCTpaHCTBe ABMASETCH OAHOM U3 OT-
NNYNTENIBHBIX YePT aMEPUKAHCKOT0 MOAXOAA K CAEPXMBaHMID. HECMOTPSA Ha TO UTo
AeaTeNbHOCTb BOEHHbIX 1 crneucnyx6 CLLA B 3Toin chepe faneko He ABAseTcs npo-

1 Ellen Nakashima, “Biden Administration Preparing to Sanction Russia for SolarWinds Hacks and the Poisoning of an Opposition
Leader,” Washington Post, February 23, 2021, accessed March 2, 2021, https://www.washingtonpost.com/national-security/
biden-russia-sanctions-solarwinds-hacks/2021/02/23/b77039d6-71fa-11eb-85fa-e0ccb3660358_story.html.

2 "H.R.5515 - John S. McCain National Defense Authorization Act for Fiscal Year 2019,” § 1652, U.S. Congress, 2018, accessed
March 2, 2021, https://www.congress.gov/bill/115th-congress/house-bill/5515/text.

3 “Cyberspace Solarium Commission Report,” Cyberspace Solarium Commission, March 2020, accessed March 2, 2021, https://
www.solarium.gov/report.

4 “Cyberspace Solarium Commission - NDAA Override Press Release,” January 2, 2021, accessed March 2, 2021, https://www.
solarium.gov/press-and-news/ndaa-override-press-release.

5 “Transition Book for the Incoming Biden Administration. CSC White Paper #5,” Cyberspace Solarium Commission, March 2020,
accessed March 2, 2021, https://www.solarium.gov/public-communications/transition-book.
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3payHoM, O Hel N3BeCTHO ropasAo 60/blle B CpaBHEHUM C APYTIMU rOCyAapCTBaMU.
OdunupnanbHoe 1 nonyodpuumanbHoe (Yepes CaHKLMOHMPOBaHHbIe yTeukn B CMW)
packpbITe NHGOPMaLMLM MOXET pacCMaTPMBAaTbLCA B KOHTEKCTE CAepPXMBaHMA B TOM
cmbicne, yto CLLUA noBbIWaOT Takum 06pasoM ybeanTeslbHOCTb Yrpo3bl OTBETHbIX
AeNCTBUIA B OTBET Ha Knbepataku. [Mpn 3ToM caepXrBaHMe BPSS N MOXHO CHUTaTb
eIMHCTBEHHbIM MOBOAOM A1 OTKPbITOCTW, BO MHOFOM OHa MOTUBMPOBAaHa BHYTPUMO-
JINTUYECKUMU COOBPaxeHNsAMU, HanprMep, HeobXoANMMOCTbIO MokasaTb KoHrpeccy
AN HanoronnateNbLKaMm, YTO AeNCTBYHOLWAA aAMUHUCTPALMA peLlnTeibHO NpPoTu-
BOAENCTBYeT TEM UM MHbBIM YrPO3aM.

B 2020 r. cBoé gecAtunetme otmeTuno KnbepkomaHgosaHve CLUA - rnaBHbI
BOEHHbI HCTPYMEHT CAepXMBaHUA B KubeprnpocTpaHcTee. Mo MHeHno M. YopHe-
pa, C MOMEHTa CBOEro CO3AaHna KOMaHAOBaHWe BbIMOHANO0 TP OCHOBHbIE MUCCUN:
«(1) 3awmTa MHGOPMALMOHHBIX cncTteM MHO60POHBI, (2) Noaaepkka KOMaHAYHLLIMX
06beANHEHHBLIMI CUIaMK C MOMOLLIbIO Knbeponepauuii, (3) 3awwmTa Hauum oT 3Ha-
UMTENbHbIX KnbepaTak»'. AKLIEHT Ha CAepXMBaHUM 0603HaunCs B noBecTke Knbep-
KOMaHZOBaHWA BO BTOPOW Mpe3unjeHTcknii cpok b. Obambl. HeobxoammocTb nepe-
CMOTpPa NOAXOA0B K CAEPXMBAHNIO 06CY>KAaNack B KOHTEKCTE PacTyLLEero BHUMaHWA K
Knbepatakam npotme CLLUIA 1 orpaHnyYeHHbIM BO3MOXHOCTSAM BOEHHBbIX M0 UX NpesoT-
BpaLLeHuIo.

K 2018 r. KnbepkomaHgoBaHwme AOCTUINO 3aM1aHUPOBAHHOIO NoKasaTtens rno Ymc-
NEHHOCTU Knbepcun (BOEHHOCTYXAaLLMX, 3a4eCTBOBaHHbIX B MPOBeAeHUN Knbepo-
nepaunii), 4oBeas KOANYECTBO BOEHHbIX XakepoB W3 pasHbIX pojoB cun Ao 6200,
06befMHEHHbIX B 133 KOMaHAbI% B TOM Xe rogy ctatyc KnbepkomaHAoBaHus bbia no-
BbILLIEH 10 CAMOCTOATE/IbHOrO 06 beANHEHHOI0 60€BOro KOMaHA0BaHMS — 0 3TOrO Ku-
6epcnsibl 6bIIM MOAYMHEHBI CTPATernyeckomMy KoMaHA0BaHMo. Mpy 3TOM pyKOBOACTBO
KnbepkomaHAoBaHMEM C MOMEHTa CO3JaHWS MO HACTOALLMA MOMEHT OCyLLeCcTBASEeT
rnaBa AreHTCTBa HaUMOHaNbHOM 6e3onacHoCTU. 3HayanibHbIM MOTUBOM CABOEHHOM
JOOJKHOCTU AABAANOCH TO, YTO MOJ0J0e KOMaHAoBaHue, dursnyeckn basmpyroLleecs
BMecTe C AreHTCTBOM B POpT-Muje, CMOXET UCMO/1b30BaTh 3KCMePTU3Y 1 BO3MOXHOCTH
Hanbonee onbITHOM pa3BeACyXObl MO PaANO31EKTPOHHONM 1 TEXHNYECKO pa3Beske:.
OfHaKo Ha NpoTsXeHUW 6osbLLUen YacTy nctopum KnbepkoMaHAoBaHWS 06Cy X aaeTcs
L,en1ecoobpasHOCTb pasfeneHns poan KoMaHaytoLero v rnassl AHB.

MoM1MO CO34aHVA 1 Pa3BUTUA OTAENBHOrO KOMaHAOBAaHWS, CeLmanmnsnpyoLLie-
rocsi Ha NpoTMBO6opCTBe B kMbepnpocTpaHcTee, CLUA AeMOHCTPUPYHOT CBOM BO3MOX-
HOCTW Ha NpurMepe KOHKPEeTHbIX onepaumnii. Hanbonee otkpbiTo KnbepkoMaHioBaHMe
aenntca nHpopmaumelt 06 onepaumn «Cusowaa cumeoHusa» npotme UM (3anpe-
LeHHast B Poccum opraHmsaums)?, B XxoZe KOTOPO aMepmnKaHCKMM BOEHHbIM yAanoch
noZopBaTb PaboTy MHGOPMALMOHHBIX PECYpCOB TEPPOPUCTMYECKON TPYNMUPOBKA.
Mo MHeHWto nccnegosatens P. [lebepa, packpbiTve MHOpPMaLMM O JaHHOW onepa-

-

Warner 2020.

2 “Cyber Mission Force Achieves Full Operational Capability,” U.S. Department of Defense, accessed February 24, 2021, https://
www.defense.gov/Explore/News/Article/Article/1524747/cyber-mission-force-achieves-full-operational-capability/.

3 Andrew Schoka, “Cyber Command, the NSA, and Operating in Cyberspace: Time to End the Dual Hat,” War on the Rocks, April 3,
2019, accessed February 24, 2021, https://warontherocks.com/2019/04/cyber-command-the-nsa-and-operating-in-cyberspace-
time-to-end-the-dual-hat/.

4 Dina Temple-Raston, “How the U.S. Hacked ISIS,” NPR, September 26, 2019, accessed February 24, 2021, https://www.npr.

org/2019/09/26/763545811/how-the-u-s-hacked-isis.
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LMK 66110 06OCHOBAHO COOBPAXKEHNAMU CAEPXKMBaAHUA: «Bawn kmbeponepaumn He
CMOTYT peasibHO CAepPXMBaTh BaLLVX MPOTUBHMKOB, €C/IM Te He 3HAKOT, YUTO Y Bac eCTb
Takme BO3MOXHOCTU»!. OdurumanbHble nnua, BkaoYasa rnaey KnbepkomaHAoBaHWSA
M. HakacoHe, Ha3blBanu onepaunio «CraroLas cUMGOHNSA» NpeLlecTBEHHNKOM yCU-
JINA «N0 CAepP>XMBAHMIO POCCUIACKOro BMeLLaTenbCTBa B BbI6opbl 2018 1 2020 rr.»2.

B 2018 r. BO BpeMs NpoMeXyTo4HbIX Bbibopos B KoHrpecc KnbepkomaHgoBaHue,
cornacHo peroptaxam CMW Ha ocHOBe aHOHVMHBbIX MCTOYHUKOB, HApPYLUWI0 paboTy
AreHTCTBa UHTepHeT-uccnefoBaHnn B CaHkT-MeTepbypre - opraHm3aunm, KOTopyto
B CLLUA paccmaTpuBaloT Kak OAWH U3 MHCTPYMEHTOB POCCUIACKOrO BMeLLaTenbCTBa
B aMepUuKaHCKyo NoanTuky. B ctatbe Washington Post cuTyaumsi paccmaTprBaeTcs
B JIOTNKE CAEPXMBAHUSA: «HekoTopble aMepUKaHCKNe YNHOBHUKK YTBEPXAANN, YTO
“lUMpokomacLuTabHoe cTpaTernyeckoe CAepXuBaHMe” He BCerga siBASeTCa Lesbto.
[Mo choBam OAHOrO BOEHHOro YMHOBHMKA], “Mbl MokKasasnan, YTO BO3MOXHO B 3TOW
chepe. OT0 6oNbLUe He CTapbli NOAXOA". ITa onepauns 6bl1a NpU3HaHa ycneLwHom
COTpyAHMKamu MNeHTaroHa, a HeKOTopble ceHaTopbl 3anucany B 3acnyrn Knbepkomar-
[JOBaHWIO NpeAoTBpaLleHe BMeLlaTeibCTBa Poccmm B NPOMEXYTOUHbIE BbIGOPbI».

B2019r. New York Times CO CCbINKOW Ha aHOHVMHbIX YAHOBHNKOB CO06LLMa O pas-
meweHnn CLUA 3aknafiok B pOCCUICKMX dNeKTpocucTemMax. B ctaTbe He yTouHseTcs,
KTO 3@ 3TVM CTOWT, HO MPW ONUCaHWN KOHTEKCTa aBTOPbl coobLlatoT, uto Knbepko-
MaHZoBaHWe, oTpabaTbiBas cueHapun Bblibopos 2020 r., paccMaTpmBano BO3MOX-
HOCTb 136MpaTeIbHOro OTK/OYeHUs Poccrein SneKTpo3Heprny B K10YeBbIX LUTaTax.
Ha aToT cnyyvaii KnbepkomaHAoBaHMO HEOBXOAMMO BbIN0 CPEACTBO CAEPXKMBAHNSA,

KnbepkomaHAoBaHMe TakxKe peannsyeT pacllMpeHHoe CAepX1BaHMe, Harnpasasas
CneunanncToB 418 NMpoBeAeHNsS COBMECTHbIX Omnepaumii ¢ COF3HUKAMU UAN NapTHE-
pPaMn Ha NX TEPPUTOPUN - HaNpUMep, C CeHTAbPS A0 HoA6pa 2020 r. amepuKaHckmne
BOEHHble XaKepbl MoceLlan ICTOHMIO®. TN Tak Ha3blBaeMble «repe/oBble MNOVCKOBbIe
onepauum» (hunt forward operations) HanNpaBneHbl Ha NOAAEPXKKY MECTHbIX Kbepcu,
a TaKke Ha cbop nHdopmMaLmm, Kotopas byaeT nonesHa 415 CAePXNBAHWA Yrpo3.

Moaxog KnbepkoMaHAoBaHNSA agMuHUCTpauun . TpaMmna cyMMUPOBaH B CTaTbe
rnaBbl KOMaHAOBaHVA U anpekTtopa AHbB 1. HakacoHe 1 cTapLuero coBeTHMKa KOMaH-
fosaHua M. Canmeiiepa® (BnocieACcTBUM NONYYMBLLErO AOKHOCTE CTapLUero Anpek-
Topa no kmbepbesonacHocTn B CoBeTe HaLMOHanbHOK 6e3onacHocTy . bangeHa’).
ABTOpPbI pacckasbiBaOT O MPAKTUYECKOM peanm3aumm KOHLEeNuuin «nepesoBoi 060-

N

Dina Temple-Raston, “How the U.S. Hacked ISIS.”

2 Dustin Volz, “How a Military Cyber Operation to Disrupt Islamic State Spurred a Debate,” Wall Street Journal, January 21, 2020,
accessed February 24, 2021, https://www.wsj.com/articles/how-a-military-cyber-operation-to-disrupt-islamic-state-spurred-a-
debate-11579604400.

3 Ellen Nakashima, “U.S. Cyber Command Operation Disrupted Internet Access of Russian Troll Factory on Day of 2018 Midterms,”
Washington Post, 2019, accessed February 24, 2021, https://www.washingtonpost.com/world/national-security/us-cyber-
command-operation-disrupted-internet-access-of-russian-troll-factory-on-day-of-2018-midterms/2019/02/26/1827fc9e-36d6-
11e9-af5b-b51b7ff322e9_story.html.

4 David E. Sanger, and Nicole Perlroth, “U.S. Escalates Online Attacks on Russia’s Power Grid,” The New York Times, June 15, 2019,
accessed February 24, 2021, https://www.nytimes.com/2019/06/15/us/politics/trump-cyber-russia-grid.html.

5 “Hunt Forward Estonia: Estonia, US Strengthen Partnership in Cyber Domain with Joint Operation,” U.S. Cyber Command,
December 3, 2020, accessed February 24, 2021, https://www.cybercom.mil/Media/News/Article/2433245/hunt-forward-estonia-
estonia-us-strengthen-partnership-in-cyber-domain-with-joi/.

6 Paul M. Nakasone, and Michael Sulmeyer, “"How to Compete in Cyberspace,” Foreign Affairs, January 20, 2021, accessed February
15, 2021, https://www.foreignaffairs.com/articles/united-states/2020-08-25/cybersecurity.

7 Christopher Bing, and Joseph Menn, “After Big Hack of U.S. Government, Biden Enlists ‘world Class’ Cybersecurity Team,”

Reuters, January 22, 2021, accessed February 15, 2021, https://www.reuters.com/article/us-usa-biden-cyber-idUSKBN29R18lI.
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POHBI» 1 «HeNpepbIBHOIO BO3AENCTBIS» B KNOEPNPOCTPaHCTBe: MpoBeAeHUN «nepe-
[0BbIX MOVCKOBbLIX OMepaLnii» B YepHOropumm 1 Apyrux cTpaHax, Co3gaHumy cneymanm-
3MPOBAHHOIM «Maso rpynrbi» MO NPOTUBOAENCTBUIO POCCUNCKOMY BMeELLATENbCTBY,
oHnariH-6opbbe ¢ UM/ (3anpelyeHHas B Poccun opraHusauust) 1 np. Pesromupys,
OHU NMPUXOAAT K ClefyroLleMy BblBOZY: KOHCEHCYC MeXAY PasHbIMU MPeAnoXeHNIMN
no 3awmte CLUA B kmbepnpocTpaHcTBe (BkAOYas goknag Komuccmm no knbepnpo-
CTPaHCTBY) 3aK/IF0YAETCS B TOM, «4TO AJ19 COMEepHMYeCcTBa B 3TOM cpejie amepukaHckme
Knbepcunbl JOMKHBI 1 Janee BbICTynaTb 601ee akTVBHO 1 peann3oBblBaTb CTPATErmto
no 6opbbe ¢ BpeJOHOCHOW AeaTeNbHOCTLH MPOTUBHKOB OHJIAMH»!. YTOUHARTCS, UTO
aencteus CLUA npu 3TOM JO/KHBI COOTBETCTBOBATb MeXAyHapoAHOMYy npasy. pu-
MeuaTeslbHO, UTo B cTaTbe [1. HakacoHe n M. Canmeiiepa He NCNONb3yeTCcA TEPMUH
«CAepPXMBaHMe», XOTA Mepbl, O KOTOPbIX OHW MULLYT, B APYrVX KOHTEKCTax npeacTaB-
NAIOTCA VIMEHHO Tak.

B kauecTBe MHCTpyMeHTa cAepxmBaHung B CLLIA Takxe paccMaTpmBaeTcs ny6any-
Has aTpmbyums knbepaTtak, Takke MOMy4YMBLUAA Ha3BaHWe CTpaTerum «obBUMHeHUA
N nNpucTebkeHusa» (blaming and shaming). Tak, B 2014 r. NepBOi CTpPaHOW, NPOTUB
rpaxgaH kotopoin CLUA BbIABUHYNN O6BUHEHVE 38 FOCYapCTBEHHOE XaKepCTBO, bbin
Kntan? MNybnnyHas atpmbyLma O CTOPOHbI aMepPUKaHCKOro NpaBuTeIbCTBa MOXeT
OCYLLIeCTBNATLCS B HECKONbKMX GopMax: MpemmyLLeCcTBEHHO TEeXHUYECKMX OTYETaxX
AreHTCTBa Mo KMbepbeszonacHOCTN 1 6e30MacHOCTN MHGPACTPYKTYPbl, OBBUHUTENb-
HbIX 3aK0YeHAX MUHUCTePCTBA HOCTULIMN, 3aABNEHNAX CeLCTyX6, MONTUYECKNX
3asBneHnsIx focaenapTaMeHTa 1 ApYyrx BbICOKOMOCTaBAEHHbIX YUAHOBHMKOB.

MyénuyHas atpubyuma Mo3BOJIAET CUrHaAN3MPoOBaTb MNPOTUBHUKAM, CTOS-
LLIMM 33 KnbepaTakaMu, YTO UX AeCTBMA He OCTAtoTCA CKPBITBIMU, 1 3@ CHET «MPUCTbI-
XEeHUSA» CO3JaET CTUMYN 4151 HUX BO3AEPXXMBATLCA OT aHaIOrTNYHbIX AeNCTBUI B By-
AyLieM, 4Tobbl 1n3bexatb penyTaunoHHbIX U MHbIX n3jepXeK. HecMoTpsa Ha KpUTUKY
30 deKTMBHOCTM Takoro noAxoAa, amepukaHckas npakTuka nyeanyHom aTpubyLmnm
KnbepaTak pacnpocTpaHsaeTCs 1 Ha HEKOTOPbIX UX COH3HUKOB, Mpexje BCero yyacT-
HVKOB 06BbeanHeHs «[aTb rnas» u HuaepnaHasbl.

MNy6nnuHasa aTpubyLmMst MOXEeT COMPOBOXAATbCA BBEAEHWEM CaHKLUMIA NpoTUB
JIVL, 1 OpraHn3aumia, mpuyacTHbIX K kKnbepatakam. Tak, B oktabpe 2020 r. MuHncTep-
cTBO dpurHaHcoB CLLA BBeno caHkuumm no 3akoHy CAATSA NpOTUB POCCUNCKON Hay4YHO-
nccnegoBatensbckon opranmsauum UHUKWXM, kotopas, no oueHke MuHouUHa, y4a-
CTBOBaJia B KnbepaTtake NpoTMB HedTEXMMMNYECKOro 3aBoga Ha bavxHem BocTokes.

YHUKaNbHbIM 419 KNH6eprnpoCcTpaHCTBa MHCTPYMEHTOM caepxmsaHua B CLLIA cTana
TaK e 3arpy3ka obpasLioB 3/10BpeAHOro NporpaMMHOro obecneyeHms, NCNoab3yeMoro
NpPOTUBHUKaMW, Ha calT VirusTotal. VirusTotal faéT BO3MOXHOCTb CrieLmanicTam no Ku-
6ep6e30nacHOCTU JeNNTbCS BPEAOHOCHBIM KOZOM, YTO NMO3BOAAT ObiCTpee NpoBOANTb
aHanm3 nogo3putenbHbIX ¢painnos. Ho CLUA, 3arpyxas Ha CaliT MHCTPYMEHTBI, UCMOJb-
3yemMble BpaxAebHbIMW XakepaMu UM SpYyrumun cTpaHaMu Ans kmbepartak, momoraet

1 Paul M. Nakasone, and Michael Sulmeyer, “How to Compete in Cyberspace.”

2 “U.S. Charges Five Chinese Military Hackers for Cyber Espionage Against U.S. Corporations and a Labor Organization for
Commercial Advantage,” U.S. Justice Department, May 19, 2014, accessed February 24, 2021, https://www.justice.gov/opa/pr/
us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor.

3 “Treasury Sanctions Russian Government Research Institution Connected to the Triton Malware,” U.S. Department of the
Treasury, 2020, accessed February 24, 2021, https://home.treasury.gov/news/press-releases/sm1162.
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KOMMaHVsAM Mo Knbepbe3onacHOCTY yUMTbIBaTb UX MpU pa3paboTke CBOUX peLLeHin
1 Mpv NpoBejeHnn paccnesoBaHNii.

Taknm obpasom, KnbepkomaHgoBaHMe NOAPbIBAET HacTynaTe/ibHble BO3SMOXHO-
CTV OMMOHEHTOB, BbIBOAS M3 CTPOSA UX Kmnbepopyxwue. Ha VirusTotal 6narogaps ame-
PUKAHCKMUM BOEHHbIM Mornann obpasupl Koga, NpeanonoXmMTensHO UCNoib3yeMoro
ceBepoKOpencknmmn', MPaHCKMMn? N POCCUNCKUMUN Xakepami®,

3awmTa cobCcTBEHHOM NMHGPACTPYKTYpbl Takke MHTeprnpetupyeTtcs B CLLUA kak
YacCTb CAePXMBAHUA B LUMPOKOM MOHUMAHUN. ITO CTaNI0 OCOBGEHHO 3aMeTHO B KOH-
TekcTe obecneyveHns 6€30MacHOCTM 31eKTOpPabHbIX MPOLECCOB, YTO MOXHO paccma-
TPMBATL KaK «CAepPXMBaHMEe MoCPesCTBOM HeOMYyLLEeHUs». Tak, Moc/ie Npe3naeHTCKNX
Bbl6opoB 2020 r. pykoBoAuTeNb AreHTCTBa No K1bepbe3onacHoOCTU 1N 6e30MacHoOCTH
nHopacTpykTypbl CLLUA 3a8BMn 06 OTCYTCTBUM CBUAETENLCTB O BHELUHEM BMeLla-
TeNbCTBe, NPUYMHOM Yero cTtana XopoLlas NnoAroToBka BNACTEN Ha Pa3HbIX YPOBHAX
N NpUBNeYeHVe K 3aLMTe BblI6OpOoB YaCTHOMo CeKTopa.

Avnnomatna Takxke paccMmatprsaeTcs B CLLA Kak cpefCcTBO CAep>XMBaHNA yrpos3
B KMbepnpoCcTpaHCcTBe. BalLMHITOH BMeCTe C COHO3HMKaMWM akTUBHO NPOABUraeT He-
06XOANMOCTb BbIPAabOTKM 1 COBMIOAEHNSA MPaBUA OTBETCTBEHHOIO NOBeAEHMSA rocy-
fapCcTB B KnbepnpoctpaHcTee. Bo Bpems npesngeHtcrea b. O6ambl CLUA 3akaounam
ABYCTOPOHHVE AOrOBOPEHHOCTM MO 6e30MacHOCTU B KMbeprnpocTpaHcTBe ¢ Poccneli
B 2013 r.* n Kutaem B 2015 r.> OgHaKoO CerofHsi OnbIT 3TUX COrnalleHnin ANns NpesoT-
BpaLleHua knbepyrpos B CLUA oueHnBaeTcs HeOAHO3HAaYHO. Tak Ha3blBaemas «ro-
psYas AMHUS» NO BOMPOCaM, CBA3aHHbLIM C Knbepyrpo3samu, mexgy Poccreri n CLLA
COXPaHSAeTCs, HO B BalLMHITOHE CYMTAIOT, YTO CO3JaHHbIe MeXaHM3Mbl He NnpesoTBpa-
TUAW BMeLLaTenbCTBO B Bbibopbl 2016 r.> AMeprKaHO-KUTaicKoe cornalleHye o ToMm,
UTO CTOPOHbI He ByAyT NPOBOANTL APYr NPOTUB ApYyra Kubeponepaumm C LeSibko KPaxm
NHTeNNeKTyaslbHOM COBCTBEHHOCTW, COMIAaCHO OLeHKaM aMepuKaHCKUX GupM rno Ku-
6epbe3onacHoOCTK, B TeUeHMe NepBOro roga nocae 3ak/to4eHns NprBeso K pe3Kkomy
CHUXKEHUIO KUTaCKMX KnbepaTak NPoTUB aMepuKaHCKMX KOMAaHuin. OgHako K Hava-
ny npe3ungeHTctea [. Tpamna ataku Bo3obHoBuance’. Mpegcrasutens AHB P. xolic
B 2018 r. 3aaBnsn, 4to, No MHeHuo CLUA, Knutali He cobntogan 40roBopEHHOCTHE,

1 Shannon Vavra, “Cyber Command's Biggest VirusTotal Upload Looks to Expose North Korean-Linked Malware,” CyberScoop,
September 8, 2019, accessed February 24, 2021, https://www.cyberscoop.com/cyber-command-virus-total-north-korean-
malware/.

2 Shanon Vavra, “Why Cyber Command'’s Latest Warning Is a Win for the Government’s Information Sharing Efforts,” CyberScoop,
July 10, 2019, accessed February 24, 2021, https://www.cyberscoop.com/cyber-command-information-sharing-virustotal-iran-
russia/.

3 Catalin Cimpanu, “US Cyber Command Exposes New Russian Malware,” ZDNet, November 1, 2020, accessed February 24, 2021,
https://www.zdnet.com/article/us-cyber-command-exposes-new-russian-malware/.

4 CoBMecTHOe 3asiBNneHune npesnjeHToB Poccuiickoin ®egepauun n CoegnHeHHbIX LLTaToB AMepriki 0 HOBOW 061acTu COTPYA-
HuuecTBa B ykpenneHun gosepusi // Caint MNpesngeHTta Poccun. 2013. [3nekTpoHHbIl pecypcl. URL: http://www.kremlin.ru/
supplement/1479 (aata obpaiyeHus: 24.02.2021).

5 “Remarks by President Obama and President Xi of the People’s Republic of China in Joint Press Conference,” White House,
September 25, 2015, accessed February 24, 2021, https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/remarks-
president-obama-and-president-xi-peoples-republic-china-joint.

6 Erin Banco, and Kevin Poulsen, “This Hotline Could Keep the U.S. and Russia From Cyberwar,” The Daily Beast, February 23, 2019,
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7 Laskaietal. 2018.
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BbiBOADI

TeopeTnyeckre NoaxoAbl K CAepX1BaHUIO B KMH6epnpoCTpaHCTBe PasBMBaoTCs
B TECHOW CBA3KEe C UX MPakTUYeCKM 1UCMOoIb30BaHVEM A/ obecneyeHna cTpaHamm
CBOVIX MIHTEpecoB B 3TOM chepe. Kak mokas3aHoO B CTaTbe, Knaccmyeckme 11 HoBble CMo-
COBbI CAepXMBaHUA HaXOAAT NprMeHeHne B apceHane Poccun n CLUA. OgHako, yun-
TbIBas OrPaHVNYEeHHOCTb IMMANPUYECKUX 3HAHWUKA, roBOpUTb 06 3GdeKTUBHOCTA Tex
VAN NHBIX MOAXOA0B NpexeBpeMeHHO.

BaxHO yumnTbIBaThL MpPoOLECcC KOHCTPYMPOBAHNSA CTpaHamMy MpPakTUKW cAepXuBa-
HUSA B KnbepnpocTpaHcTae. MNonbiTka MHTepnpeTaumm pocCUMCKUX U aMepuKaHCKnX
B3r/1IS40B Ha CAepPXMBaHMe B KN6epnpoCTPaHCTBe, NpeanpuHATas B 3TOW cTaTbe, no-
3BONISET COMOCTaBUTb UX 1N 06PaTUTb BHUMaHME Ha XapakTepHble AN KaXAon cTpa-
Hbl ocobeHHOCTU. Kak B CLLA, Tak n B Poccun, caepXmBaHne B KM6epnpoCTpaHCTBe
3aKkpenieHo B oduUManbHbIX AOKymMeHTax. B Poccum 3Ta KoHuenumst mMoHMMaeTcs
B 60/1ee LWMPOKOM KOHTeKCTe obecrneyveHUss MHPOPMaLMOHHOW 6e3onacHocTu. Mpu
3TOM MapameTpbl CAepPXNBaHUSA MPeACTaB/ieHbl B CTpPaTernyecknx 4okymeHTax B 06-
LMX YepTax 1 He KOHKpeTu3npoBaHbl. B CLUA pasBuTre KoHLenuumn Knbepcaepxm-
BaHWA B 0puLMaNbHBbIX JOKYMEHTaxX MMeeT bonee JONryo UCTOPUID, a eé onncaHune
6onee getanusnposaHo. V1 B Poccun, n B CLLUA caepxunBaHme B KM6eprnpoCcTpaHCTBe
MOHVMAETCS Npex/e BCero B BOEHHO-MO/INTUYECKOM CMbIC/IE, HO HE NCKIHYNTESIBHO.
AMepUKaHCK1I Moaxol npeAnosiaraeT UCMNob30BaHWe ANA CAePXUBAHUSA PasHbIX
NHCTPYMEHTOB; B Poccnu nojgyepkrBaeTcs posib ANMAOMaTAN U MeXAYHaPOAHbLIX J0-
rOBOPEHHOCTEN Kak CpeAcTBa NpesoTBpaLLeHns KOHGANKTOB.

Hanbonee 3ameTHOe pasnnyne BO B3r154aX, BEPOATHO, 3aKNH0HAETCA B TOM, UYTO
N Ha YpPOBHe AOKYMEHTOB, 1 Ha npakTuke CLUA genaroT CTaBKy Ha «CAep>XmnBaHume rno-
CPesCTBOM BO3Me3ANsA». DTO MPOABAAETCH, B YaCTHOCTU, B TOTOBHOCTU AE€MOHCTPU-
pOBaTb BO3MOXHOCTW MO CAEPXMBaHUIO B KnbeprnpocTpaHcTee. CLUA 3a cuét oT-
HOCUTENbHO OTKPbLITOro cTpouTenbcTBa KnbepkoMaHAOBaHWNS, PackpbITUS AeTaneit
HEeKOTOpbIX KMbeponepauuli CTpeMsaTca cAenaTb Yrposy Bo3me3ans B Kubepnpo-
CTpaHcTBe bonee ybeanTeNnbHOM. Poccninckas AeMOHCTPaLMA BO3MOXHOCTEN «CAep-
XNBaHWA NOCPeACTBOM BO3Me3ANSA» Ha opuLManbHOM YpOBHe oTCyTCTBYeT. Ho npu-
HVMasi BO BH/MaHVe BbICKa3bIBaHUS POCCUNCKMX OdULManbHbIX NpeacTaBuTenei, a
TakXe coobLeHNs 0 NPUNrcbiBaeMbiX Poccnm atakax, cnpaseganseo rnonaratb, YTo U
B MockBe paccmMaTpuBatoT «CAepPXMBaHMeE NOCPeACTBOM BO3ME3AMA» KaK BO3MOXHYHO
cTpaTteruto.

Poccus, B cBOKO oyepesb, Ha NpakTuKe JeflaeT akLeHT Ha 060POHNTENbHbIX Me-
pax, YTO MOXHO TPaKTOBaTb Kak MpejnoyTeHne «CAepXVBaHWIO NOCPesCTBOM He-
JOnyLleHns». HecMoTpsa Ha pasinyme ncnosibsyemolx Mep, y Poccun n CLUA cxoxee
MOHVMMaHNe Heo6XOAMMOCTU 3aLUNUTbl KPUTUYECKON WHPPACTPYKTYPbl Kak 4acTu
CAepXVBaHWUS B bonee LLNPOKOM TpakToBke, oAHaKo B CLUA npakTuka «Bo3Me3Ans»
npesannpyeT Haj NMPakTUKON «HefoMyLLUEeHNs».

JBe cTpaHbl NpUAEPXNBAIOTCA NMPOTUBOMONOXHbBIX B3MNIA40B Ha Npobnemy ny-
61MYHON aTpnbyLmn KnbepaTtak. B BawmHrroHe ny6anyHyo aTpubyLMio cHmMTaroT
OAHVM 13 CNOCOBOB CAEPXMBaHNA Knbepyrpos. M xota eé spdekTMBHOCTL OCTaéT-
CA AMCKYCCMOHHbIM BomnpocoM, CLUA npogonxXatoT UCMOoJib30BaTb 3TOT MHCTPYMEHT
N NPU3bIBAOT K KOMIEKTUBHOM aTpmbyLmn COro3HMKOB. B Mockse e o6BMHeHMe
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B aZpec KOHKPETHbIX roCyAapCTB CYMUTAIOT HEe TO/IbKO HeNermTUMHbLIMW 13-338 HeZo-
CTaTOYHOI JOKA3aHHOCTU, HO 1 NOTEHUMANBHO ONAaCHbIMK, MOCKObKY OHW MOTYT NC-
NONb30BaTbCA A1 OMPAaBAAHUA arpeccUBHLIX AEVCTBUM MPOTUB NpeznosiaraeMbix
BMHOBHMKOB. COOTBETCTBEHHO, POCCUA He paccMaTpmBaeT aTpUbyLIMIO Kak CpeAcTBO
CAepXNBaHUA.

MoaxoAbl K CAEPXKMBAHUIO B KNOEPNPOCTPAHCTBE B 06erX CTpaHax 3BOMOLMOHM-
PYIOT, MPUYEM HEKOTOPbIE N3MEHEHUS CBA3aHbI C MOBEAEHWEM APYro CTOPOHSLI. Tak,
B Poccmn 060ocHOBaHMEM «3akoHa O CyBepeHHOM PyHeTe/HTepHeTe» CTafio NPUHS-
Tre HoBol HauunoHanbHoM knbepctpaternun CLUA, B koTopoi Poccusa o6o3Havanacb
B KauecTBe yrpo3bl. B 3TOM JlOKyMeHTe cAepXVBaHME He TOJIbKO PacrnpoCTpaHsAeTCs
Ha KMOeprnpoCTPaHCTBO, HO 1 3axBaTbiBaeT MHGOPMALIMOHHbIE Yrpo3bl — TO, MPOTUB
yero CLUA MHOrme rogbl BbICTYMaan Ha MexayHapoAHbIX naoLlaaxkax.

STO HabtofeHVe NOABOANT K BbIBOZY O TOM, UTO MOAXOAbI K CAEPXNBAHUIO B ABYX
cTpaHax GopMUPYOTCH MO Mepe B3aMMHbIX MOMbITOK MCTONKOBaTb HAMEpPeHUs 1 Mno-
BeJeHVe Apyr gpyra. OTOT NpoLecc HOCUT JOArOCPOYHbIN XapakTep 1 TeCHO CBA3aH
C Npo61eMoii BbIPaboTKM 06LLMX I106aNbHbBIX MOAXOAOB K KN6EPNPOCTPAHCTBY.
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Whoever Comes to Us With a Cyber Sword:
Russian and U.S. Approaches
to Deterrence in Cyberspace

ABSTRACT

Developed in recent decades, the understanding of cyberspace as an environment in which a state
can face serious threats to its security has contributed to a search for ways to prevent such threats.
In the military and political spheres, the concept of deterrence has become one of the ways to solve
this problem. During the Cold war, the policy of deterrence became central to the strategic thought
in the leading countries, but the direct transfer of conventional approaches to a new reality turns
out to be problematic. On the one hand, this opens up a debate about the ways to attain deterrence
in cyberspace via traditional and new mechanisms. However, theoretical discussions on cyberspace
deterrence highlight the limitations of this concept. At the same time, despite some uncertainties
that stem from such a transfer, in practice, the leading states use the concept of deterrence in
the context of their activities related to cyberspace, although they implement it differently. In this
regard, the article suggests focusing on states’ interpretation of deterrence when designing and
implementing their policies in this area, rather than on the problems of applying the concept of
deterrence. Such a constructivist approach allows to reveal the peculiarities of the understanding of
deterrence without considering them predetermined and identify common aspects of views. Using
Russia and the United States as examples, we studied specific features of the application of the
deterrence concept in respect to cyberspace in official documents and in the course of the practical
implementation of their provisions. The analysis shows that countries interpret the concept of
cyberspace deterrence in different ways, with an emphasis on specific deterrence strategies.
At the same time, Russia and the United States influenced each other while developing views
on deterrence.
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0 Teopun
KOCMHUYeCKOU MOIIHN
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Amutpuin Buktoposuy CredpaHoBmY
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B HacTosee BpeMaA CTpeMUTE/IbHO pacTeT Pojb KOCMUYECKOro NPOoCTPaHCTBA
Kak HOBOW cdepbl MexAyHapoAHOro npotnsobopcTaa. MNpu 3ToM, Kak NpeacTaBnseT-
€S, NPAKTNYECKM OTCYTCTBYIOT MOMbITKA HANTX TeOpeTMYecKe OCHOBbI Takoro NpoTu-
BOBOPCTBA, paBHO Kak 1 ero aHanusa. B kHure «BoiHa B Kocmoce» gokTop b. BoyaH
cZenan CMenyto NonbITky Mo GOPMUPOBAHMIO TaKOW TEOPETUYECKON OCHOBBI B LIeNsX
n3y4veHnsa NpobaeMaTnUKy «KOCMUYECKON MOLL»',

B camoM crioBocoYeTaHUn «KoCMUYeckast MOLLb» 3aktoveHa OTChbIsIKa K K1accu-
yecknum pabotam A.T. MaxaHa (0 Mopckoi mowm) n 1. [lys (0 rocnoAcTBe B BO3AyXe).
b. BOoy3H aKTMBHO MUCMNOJIb3yeT Hacnejme BUAHbIX BOEHHbIX TEOPETUKOB MPOLLIOro
n Hactosiwero (ot K. ¢oH KnayseBuua Ao 3. JonmaHa; BHMMaHMe Takxke yaensetcs
n Hacneguio agmmpana C.I. FopLUKOBa), TBOPYeCKN ero nepepabatbiBaeT 1 cipaBes-
NIMBO OTMeYyaeT, YTo 3a MHOre AecaTuaeTna 0CBOeHNA KOCMUYEeCKOro npoCcTpaHCTBa
[0 HACTOSLLLero BpeMeHu Tak 1 He MosBUAOCH MOAHOLLEHHOM TEOPUN KOCMUYECKOM
MOLLLW, WX TOCMOACTBA B KOCMOCe.

B uenax cosgaHusa TakoW Teopuu aBTOP BblABUIAeT CeMb YTBEPXAEHWIN, Uu
NPUHLNMOB, @ UIMEHHO:

- KOCMMYecKkas BOVHa BeAeTCsa pajm rocnoAcTBa B KOCMOCE;

- KOCMMYeckast MOLLb YHKaAbHA B UHPPACTPYKTYPHOM CMbIC/1e 1 CBA3aHa € 3eM-
new;

- roCno/ACTBO B KOCMOCe He 03HayaeT roCnoACTBa Ha 3eMie;

- rOCNOACTBO B KOCMOCE MO3BOISIET YyNPaBAsaTb HEOECHbIMU INHUSAMU CBSA3U;

- 3eMHas opbuTa - 3TO KOCMUUeckas beperoBas IMHUS, MOAXOAALLANA ANS CTpaTe-
rmyecknx MaHeBpoB;

1 1133T0ro KpaTkoro 063opa oueHb BaXHOW KHUM CO3HATENBHO MCKKOYEHbI, YTO Ha3biBAETCS «3aKNemnkiy», TO eCTb Cyry6o TeXHU-
Yeckye BOMpPOChI, CBA3aHHbIE C KOCMUYECKUMY 1 MPOTUBOKOCMUYECKMMUI BOOPYXKEHWSIMU, HEBECHO MEXaHWKOW, Op6MTaNbHO
NHPPACTPYKTYPOVi pa3BeAKy 1 LieneykasaHuisi, CBA3M 1 MpoY., 0CO3HaHNe KOTOPbIX BeCbMa Croco6CcTByeT 6osiee riy6oKomy no-
HMMaHWo MPo6aemMaTkL NPOTMBOBOPCTBA B KOCMOCE — PABHO Kak HexenaHve pasbupatbes B «kenese» 1 «pusvke» 3Hauu-
TeNIbHO CHUXAET YPOBEHb /K060 ANCKYCCHI MO AAHHOMY BOMpocy. OTMeTVM, 4To B. BOyaH B MOAHOM Mepe NpoAEMOHCTPUPO-
Ban o6nagaHne Heo6XoANMbIMUN 3HAHVSIMU N5t MPOdECCUOHANBHOIO NCCIeA0BaHNS 3aAaHHOI TeMbl.

@)or |

BUEHITIO ]



MITAQY

JOURNAL OF INTERNATIONAL ANALYTICS 11 (4): 2020

- KOCMMYecKas MOLLb CyLLeCcTByeT B paMKax reoLeHTPrUYecKkoro MbllLAeHUs;

- KOCMMYecKasi MOLLIb PaccpesoToueHa M CrocobCTBYeT paccpefloTOHEHNIO Ha 3eMne.

B nepsoii yactn kHurn goktop b. BoysH cBoaMT mepBble YeTbipe NMPUHLMMNA
K YC/TOBHBIM «/MMEPCKUM TPAANLMAM», MPUBA3LIBAsA X K KOHLENLUW JOMUHUPOBaA-
HWSA B KOCMOCE (4TO B ONpefenéHHON Mepe HaXOAUT OTPaXeHne B akTyaslbHbIX 4OKY-
MeHTax BOEHHOro MiaHMpPOBaHNS B chepe KOCMUYECKON AeATelbHOCTH, HanpuMep,
B CLLA"). Bo BTOpO YacTu ABa NocnefyroLnx yTBepXXAeHUS NO3BOASOT chopmynum-
pOBaTb «HOBbI 06Pa3» KOCMMYECKO MOLLM Yepes BBeJeHMe MOHATUSA «HebeCHo-
ro nobepexbsi». TpeTbsds N 3aKIHOUNTEIbHAA YaCTb YBA3bIBAET KOCMUYECKYH MOLLb
1 6oeBble AeCTBMA Ha MOBEPXHOCTY 3eMan NyTeM NOAPO6HOMO N3N0XEHNS CebMO-
ro NpuHUMna. B Hel Takxe UANOCTPUPYETCS €ro «peanmsauuns» Ha nprMepe cLieHa-
PV aMepUKaHO-KUTaMCKOro KoHGANKTa BOKPYr TanBaHs.

CnepyeT noA4vepKHyTb, UTO aBTOP HEOAHOKPATHO OTMeYaeT UCKAUYUTENbHO Ha-
y4HOe 3HayeHue CBoero noaxoAa. Lenb paboTtbl - GopMrpoBaHME NOHATUAHOMO WH-
CTPYMEHTapusa B paMKax Teopuy MeXAyHapOZHbIX OTHOLUEHWA, aAanTUpOBaHHOIo
AN NccefoBaHNS MPOTMBOBOPCTBA B KOCMUYECKOM MPOCTPaHCTBe. VIHbIMK c/ioBamu,
b. BoysH He cTaBuT cebe 3aza4y cGOPMYINPOBaTL ONTUMANBHYH «KOCMUYECKYH CTpa-
Terno» AN TOro Uiy NHOro roCcyAapcTBa, HO NpeasiaraeT NoAxos, KOTOPbIV No3BoNAeT
aHanM3MpoBaTh TakMe CTpaTerny, a Takxke peasbHble LWarv rocyjapcrBa B KOCMOcCe.

OcTtaHoBMMCA MNOAPOBHee Ha ceMn 6a30BbIX MPUHLMNAX, UV YTBEPXAEHWAX, KO-
TOpble Npe/araeTcs NCMoJib30BaTh B KauecTBe OCHOBbI A1 aHaNN3a KOCMNYeCcKoro
NPOTMBO6OPCTBA C TOUKM 3PEHNSI TEOPUM MEXAYHAPOAHbBIX OTHOLLIEHWIA.

MepBbI NPUHLMN onpejenseT, YTo boeBble JeNCTBNA B KOCMOCe JOXHbI ObiTh
Hanpae/eHbl Ha JOCTMXEHMe roCNoACTBa B KOCMOCE, KOTOPOe MOXET 3aK1tuyaTbes
B KOHTpOJe KOCMNYecKo MHGPaCTPyKTypbl U/UAN HeLOMYLLEHNW ee CMOob30BaHWA
NPOTMBOGOPCTBYIOLLIE CTOPOHOM. [pY 3TOM Takoe rocnoAcTBO JO/KHO 6bIThb YBA3a-
HO C MOJINTUNYECKMW LeNnsiMn rocyAapcTBa Ha 3emne.

BTopoli npuHUMA noA4YepkyBaeT HEOH6XOAMMOCTb OCO3HAHUSA YHUKaAbHbIX
CBOWCTB OKONO3eMHOM opbuThl, YTO 0byC/aBAMBaeT XapakTep KOCMUYECKON MOLLN
KaK MPOCTPaHCTBa, B MepBYIO oyepespb, A5 MHGPACTPYKTYphbl, a He Ans 60eBbIx naaT-
dbopM. OfHOBpPEMEHHO KOCMMYeckasi MOLLb He MOXeT 6biTb B M3014LMN OT MOTeH-
Lmana rocysapctea Ha 3emne.

TpeTnin NnpuHUMn cGopMyIMpPOBaAH Kak apryMeHT MpoTYB OOLLENPUHATOro MHe-
HWS O TOM, YTO FOCMOACTBO B KOCMOCe aBTOMaTUYeCKM BeAeT K rOCMOACTBY Ha 3emie,
T. H. KOHUenuuwn Ultimate High Ground?, T. e. «abCONOTHOI BbICOTbI» (B BOEHHOM CMbIC-
Nle 3T0ro cn1oB.a). JaHHbI NPUHLNUN ABASETCH CBOEro poja npejoctepexeHnem oT
Upe3MepHOro CoCpefOoTOUEeHUs Ha CTpaTernm rocyJapcTBa Mo YHUUTOXEHMIO Bpaxe-
CKNX KOCMUYECKNX CUCTEM, YTO 3a4acTyHo SBAETCA aKCUOMOW 4191 BOEHHbIX, ULLYLLINX
«LEHTP TAXEeCTW» NPOTUBHMKA 415 HAHECeHNS COKPYLLUUTENbHOTO yaapa.

B yeTBepTOM MpuUHLUMME U310XEHO TO, KaK «HebeCHbIe NNHUN KOMMYHUKaLNT»
COEANHAT BOEANHO KOMMOHEHTblI KOCMUYECKON MHPPACTPYKTYpPhbl, a Takxe To, Kak
BO3MOXHO JOCTVXXEHMEe roCnoACTBa B KOCMOCE MyTeM COCPefoTOUEeHNSA Ha Y3KNX Me-

1 “Defense Space Strategy Summary,” June 2020, accessed March 3, 2021, http://surl.li/mvqe.
2 Benjamin S. Lambeth, “Mastering the Ultimate High Ground: Next Steps in the Military Uses of Space,” Santa Monica, CA: RAND
Corporation, 2003, accessed March 5, 2021, https://www.rand.org/pubs/monograph_reports/MR1649.html.
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CTax MPOTUBHMKA N ero KJtouYeBbIX MO3ULMIA Kak Ha 0KO103eMHO opbuTe, Tak 1 Ha
3eMHO NMOBEPXHOCTU.

Kak y>xe ynomunHanocb, nepsble YeTbipe NpuHUMna ¢akTnyeckn nepepabartbiBa-
NN CyLLeCTBYHOLLME 3/1IeMEHTbl TeEOPUM KOCMUYECKOM MOLLM, 3aUMCTBYIOLLIME OTAeNb-
Hble MoCTyNaTbl TEOPUN MOPCKOM MOoLLM. Ha 3TOI oCHOBE 1 GOPMUPYIOTCA Cleayto-
LMe yTBePXAEHNSA/MPUHLNMbI.

MATbIA NPUHLXN 0B60CHOBLIBAET B3rN15/ Ha OpOUTY 3eMan Kak Ha «KOCMUYECKYHO
6eperoByto MHUIO»: OKO03EMHas OpbuTa 1 NOBEPXHOCTb 3eMAN ABAAOTCA CBOEro
poZa NMpubpeXHbIMX 30HaMK, B KOTOPbIX HEOBXOANMbI CTpaTernyeckme MaHeBpbl.
ABTOp OTMeYaeT, UTo Nien «KOHTUHEeHTabHOW» TeopU MOPCKOWM MOLLM (C UCMOb-
30BaHVeM oTAeNbHbIX noctynatos Teopun C.I. TOPLUKOBA, a TakXke B COOTBETCTBUM
C nogxogamn GppaHLy3CKoro BOeHHO-MOPCKOro Teopetuka P. Kactekca) no3sonstort
B3r/ITHYTb Ha PS4 TakMX acnekToB KOCMUYECKOW MOLLM, KOTOPbIMU YacTo npeHebpe-
ratoT: NOAOGHO MPUBPEXHOI 30He, NMOAXOAALLEN ANA CTpaTernyeckmx MaHeBpoB,
KOCMMYecKkasi MOLLb Ha OKOI03eMHOW OpbuTe HaMOMUHAET UCMOAb30BaHMe MOPCKO
MOLLIM IME@HHO KOHTUHeHTanbHbIMW rocygapcteamu (Poccms, paHums), a He MOpPCKU-
MU gepxaBamu (BennkobputaHus, CLUA).

LLlecTo NpvHLMN pa3BrBaeT 3Ty KOHTUHEHTAa/IbHYH aHaNormnto; B HeM 060CHOBbI-
BaeTcsa CnefyroLnii Te3unc: Bce, YTO MPOUCXOAMT B KOCMOCE, MMeeT 3HaueHne TONbKO
TOrAa, KOrga oHo BAMSIET Ha 3eMJt0, TO eCTb «3eMHble» YrPo3bl NMPY MPOYMX PaBHbIX
BOCMPUHUMAIOTCS Kak MPUOPUTETHbIE OTHOCUTENBbHO «KOCMUYECKUX» MPOCTPAHCTB.

CeZbMOI MPUHLNN ABASETCS, MOXanyin, Hanbonee BaxkHbIM U CIOXHbIM, MepeBo-
AALLMM TEOPUHO KOCMUYECKO MOLLW OT abCTPaKTHBbIX, BbICOKUX «CTPaTernyeckmnx» Bo-
MPOCOB K HEMOCPEACTBEHHO COBPEMEHHbIM 60eBbIM AeCTBUSIM. STOT NPUHLMN 060-
CHOBbIBaeT BAVSHNE KOCMUYECKON MOLLM KaK CMOCOBCTBYHOLLEN paccpeAoTOUEHNIO
BOEHHOro MoTeHuMana rocyaapcrea M yBeMYEHUO MHTerpaumm n KoopAnHaLmn
60eBbIX 31eMEHTOB apMUM Ha 06LLEeM TeaTpe BOEHHbIX AeACTBUIA. Takke noguepku-
BaeTCs, UTO B YCIOBMAX «BPaXAeOHOro HebeCcHOro nobepexbs» COXPaHAOT akTyab-
HOCTb KOHLeNUMM KOHLUEHTPaLUUX 1 paccpesoTodeHNs CUi N CPeACTB Kak Ha 3emie,
TaK 11 B OKO/JI03€MHOM MPOCTPaHCTBe.

CTonT OTMEeTUTb BeCbMa TBOPYECKMiA MOAXO0A aBTOpa K aHa/In3y YNOMsIHYTOro pa-
Hee cueHapusa aMeprKaHO-KUTackoro KOHGAMKTa BOKPYr TariBaHa. OH no3sosser
NPOAEMOHCTPMPOBATb, UTO «KOCMUYECKasi» BOMHA HUKAK He MOXeT bbiTb OTAeseHa
OT BOWHbI «3€MHOW», UTO BeAeT K, Ka3anocb 6bl, O4eBUAHOMY, HO BCe XXe 3a4acTyto
YCKO/b3atoLLeMy BbIBOZY: B COBPEMEHHbIX BOEHHO-MOINTUYECKUX YCI0BUAX Heflb3s
N30/1MPOBaTh KOCMUYECKYHO CTpaTeruto.

BoeHHble 1 nonnTuyeckmne npoLeccbl Ha 3em/e onpeaenstoT To, Kak KoCcMuYe-
CKOe MPOCTPaHCTBO NCMONb3yeTcs. B cBot ouepesb, Kocmmyeckas nHGpacTpykTypa
cTana HeoTbEeMJIEMOIM YaCTbH BOEHHOM U SKOHOMUYECKOM MOLLM U, COOTBETCTBEH-
HO, MOTeHLMaNbHOM Lenbio B BoeHHOoe BpeMs. [10406HO0 ToMy, Kak camosieTbl Aab-
Hero pajnonoKaLMOHHOIO OB6HAaPYXeHUS 1 YrpaBneHUs OTKPbITO 3aABASTCA Kak
NpUOPUTETHbIE Lenn AN 3eHUTHO-PAaKeTHbIX KOMM/IEKCOB 60bLLION JanbHOCTU!, HET

1 C-400 «Tpuymd» // PocobopoH3akcrnopT. [dnekTpoHHbIi pecypcl. URL: http://roe.ru/catalog/protivovozdushnaya-oborona/
zenitnye-raketnye-kompleksy-i-ustanovki/s-400-triumf/ (saTa obpaLueHus: 03.03.2021).
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HW ManerLwnx COMHEeHW, YTO 1 pa3BedblBaTe/lbHble CIYTHUKN B ClyYae peasbHoro
KOHANKTA CTAaHYT CTO/b e MPUOPUTETHBIMU LIeNaMU A1 BCEX BO3MOXHbIX CPeCTB
NopaxeHs (KNHEeTUYECKOro 1N HeKNHeTUYeckoro). Jpyroi Bonpoc B TOM, Kak He Ao-
MyCTUTb Takoro KOHGANKTA.

b. BoyaH nojyepkmMBaeT, YTo pa3 KOCMUYecKas BOMHA ABASETCS MPOJOIXKeHNEM
3eMHOV NOMIUTUKK, TO «CTapble TEOPUN N KOHLEMNLMM OTHOCUTENIbHO YeN10BeYeCckoro
MOJINTMYECKOro OMbITa MPYO6peTaroT HOBYH XXM3Hb B HOBelLLEN cpeje, U UMEHHO CU-
CTeMHble 1 He NoAAatoLLMecs KONMYeCTBEHHOI OLeHKe NoNTUYeCKe CoOObpaXxeH s
[LOMKHbBI COMPOBOXAaTb aHanu3 60eBbIX AeNCTBUIM B KOCMOCe», [10 MHeHMI aBTopa,
3TO He TO/IbKO MOBbILLAET «KaHOH» CTpaTernyeckon Teopun, KOTOPbIi HEOBXOAMMO
nepeHecT! B «acTPOMOINTMKY», HO MOXET TakXe MOBbICUTb MPUMEHUMOCTb APYTAX
NHCTPYMEHTOB M3 apceHana Teopun MexXxAyHapOoAHbIX OTHOLLEeHUI AN nccieioBsa-
HNS KOCMWYECKOro MpoCcTpaHCTBa.

B oTeuecTBeHHOV BOEHHO-TEOPETMYECKOM TpaamLnK, Kak npeAcTaBaseTcs, 40-
MUHUPYeT B34 Ha KOCMUYecKoe MPOCTPaHCTBO Kak MPOAOo/IXeHMe NpoCTpaHCTBa
BO3AYLLHOrO, OTCHOAA U MPUOPUTET eANHON BO3AYLLIHO-KOCMUYECKON 060pOHbI, dop-
MUpOBaHMe BO3AyLUHO-KOCMUYECKNX Cun Poccninickoin Pegepaumn’, a Takxe Lwaru
B Hampae/ieHUN CO3JaHNs 06 beANHEHHOW CUCTEMbI BO3AYLLHO-KOCMUYECKOor 060po-
Hbl rocyfapcTB-yyacTHnkoB CHI?. BeposATHO, KOCMUYecKoe MPOCTPaHCTBO B JaHHOM
c/lyyae BOCMPUHUMAETCA B LieJIOM B paMKax NnpegnoxeHHon b. BoysHoM KoHuenumm
«KOCMUYeckol 6eperoBoii IMHUN», HO HE Kak «<KOCMUYECKNIA OKeaH».

Mpw 3TOM onpejeneHHoe YMNCA0 HayYHbIX paboT MOCBSLLEHO aHann3y n3MeHe-
HWI B YaCTN NCNOJIb30BAaHMA KOCMNYECKOro MPOCTPaHCTBa B BOEHHbIX LieNsX, U, Kak
NpaBuI0, MoAYepK1BaETCsA NOCTENEHHOEe CMeLLeHMe 0T «0becneynBaroLLero» K «ygap-
HOMY» OYHKLIMOHaNy>. BMecTe C TeM COXpaHsieTCs MOHVMaHVe TeCHOW B3alMOCBA3N
MPOMNCXOAALLIErO B KOCMOCE U Ha 3eMJie (1 B ApYrux cpesax)?, a Takke Heobxo4MMoCcTr
NHTerpaum COOTBETCTBYIOLLMX Mep NPOTVBOAENCTBNSA.

BO3MOXHO, Ha CerofHsAWHNA AeHb akTyalbHOW 3ajayei AN oTeyecTBEHHbIX
CNeLUmnanncToB B 061acTV TeOpUN MeXAYHAPOAHbIX OTHOLUEHWA, MeXAyHapOAHOM
6e30MacHOCTN, KOCMUYECKMX TEXHOJIOTNI CTAHOBUTCA GOPMUPOBaHME COBCTBEHHbIX
obLeTeopeTUYECKNX MEXANCUUTMINHAPHbBIX MOAXOAOB K aHann3y npoTMBO6OPCTBA
B KOCMoOCe, b0 ajantaumn HapaboToK MHOCTPAHHbLIX KOJINer B JaHHOW obnactn
K POCCUNCKM MOAXOAAM.

1 CnyxuTb 3aecb MOYETHO 1 MHTepecHO // KpacHas 3Be3aa. 31 utons 2020. [nekTpoHHBbIN pecypc]. URL: http://redstar.ru/sluzhit-
zdes-pochyotno-i-interesno/ (aata obpatteHus: 03.03.2021).

2 O6beAnHeHHON cncTemMe NPOTUBOBO3AYLLHOM 060POHbI FOCYAApCTB - y4acTHUKoB CHI ncnonHwunock 26 net // icnonHuTenb-

Hbln komuteT CHI. 11 ¢eBpana 2021. [DnekTpoHHbIV pecypc]l. URL: https://cis.minsk.by/news/17934/obedinennoj_sisteme_

protivovozdushnoj_oborony_gosudarstv_%E2%80%93_uchastnikov_sng_ispolnilos_26_let (aaTa o6paLueHus: 03.03.2021).

MakapeHko 2016.

CTyunHcknia, Koponbkos 2020.

XpanwuH, Esctokos 2020.
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